Vigor2760, Vigor2860 , Vigor2912, Vigor2922, Vigor2952, and Vigor2120

1. Cihazi son versiyonuna glincelleyin .

2. DosS defense 6zelligini aktif edin (UDP defense check’i kaldirin )

Dashboard
Wizards
Online Status

Search Menu

Hardware Acceleration
Firewall

AP
External Devices

Admin mode
Status: Ready

Firewall >> Defense Setup

DosS Defense Spoofing Defense
DoS defense
Enable DoS Defense | SelectAll || White/Black List Option | Log: |Enable v
Enable SYN flood defense Threshold | packats / sec
Timeout sec
[ Enable UDP flood defense Threshold packets / sec
Timeout sec
Enable ICMP flood defense Threshold packels / sec
Timeout [0 sec
Enable Port Scan detection Threshold packets / sec
Block IP options. Block TCP flag scan
Block Land Block Tear Drop
Block Smurf Block Ping of Death
Block trace route Block ICMP fragment
Block SYN fragment Block Unassigned Numbers.
Block Fraggle Attack
Defend UDP flood attack to make the server resource available for
legitimate users.
#

[ ok |[ cClearan ||

Cancel

Note:
1. Enabling the UDP Flood Defense option may affect UDP services, like

NAT-T VPN, DNS, and VolP service.

When you have UDP servers running, please increase the UDP threshold according to the Internet speed, or add
the server 1P into the White List._The threshold valye gre gs follows:

3. Cihazinizi mimkiinse internet lGzerinden erisime kapatin.

System Maintenance

Management

System Maintenance >> Management

1Pv4 Management Setup IPv6 Management Setup LAN Access Setup
Router Name [DrayTek ]
[ Default Disable Auto-Logout Management Port Setup
) Enable Validation Code in Infemet/LAN Access © User Define Ports ) Default Ports
Telnet Port (Default: 23)
Internet Access Control HTTP Port (Default: 80)
[0 Allow management from the Intemat HTTPS Port (Default: 443)
Domain name allowed FTP Port (Default: 21)
FTP Server TROB9 Port [8069 | (Default: 8069)
HTTP Server  Enforce HTTPS Access SSH Port [22 | (Default: 22)
HTTPS Server Note:
Ports 8001 and 8043 are used for Hotspot Web Portal
Telnet Server
TROG9 Server Brute Force Protection
SSH Server Enable brute force login protection
SNMP Server FTP Server
Disable PING from the Internet HTTP Server
Access List from the Internet HTTPS Server
List Type Index Description Telnet Server
1 TROGS Server
2 SSH Server
3 VPN Server
4 Maximum login failures times.
5 Penalty period seconds
6 Blocked IP List
=
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4. Eger internet Uzerinden cihaziniza erismek zorundaysaniz Telnet ve TRO69 servisini kapatin .
http ve HTTPS portlarini degistirin. . Brute Force Protection 6zelligini aktif edin ve tim
ozellikleri secin . max login hatasini 3 ve bloklama suresini 21600 sn (6 saat) olarak ayarlayin .

System Maintenance >> Management o
IPv4 Management Setup 1Pv6 Setup LAN Access Setup
Router Name [DrayTek ]
) Default Disable Auto-Logout Management Port Setup
LAN ) Enable Validation Code in InternetLAN Access © User Define Ports © Default Ports
so}.s“?otllleh Portal Telnet Port (Default: 23)
e Internet Access Control HTTP Port [B0 | (Default: 80)
gardlem Acceleration Allow management from the Intemet HTTPS Port [#283" | (Default: 443)
irewal
Domainnamealowed ] FTP Port 21 (Defauit: 21)
O FTP Server TROB9 Port 8069 | (Default: 8069)
C1HTTP Server [ Enforce HTTPS Access SSH Port (Default: 22)
HTTPS Server Note:
Conc [ Ports 8001 and 8043 are used for Holspot Web Portal.
on
System Maintenance [0 TR069 Server Brute Force Protection
[ 8SH Server Enable brute force login protection
() SNMP Server FTP Server
Disable PING from the Interet HTTP Server
(Access List from the Internet HTTPS Server
List Type Index Description Telnet Server
1 TROB9 Server
2 SSH Server
Management 3 VPN Server
4 Maximum login failues ~ [3__|imes
5 Penalty period 21603
6 Blocked IP List
* r 7
iagnostics s TLS/SSL Encryption Setup
ect v
9 Encble TLS 1.3
» 0 Enable L5 1.2
Extemal Devices

) Enable TLS 1.1

) Apply Access List to PING
Note: () Enable TLS 1.0

Bee.

Fit umar Hoctnama cinela ID addrace

5. Eger mimkinse SSL vpn servisini kapatin ve yerine PPTP vpn servisini kullanin. SSL vpn
servisini kullanacaksaniz portu degistirin .

pray i1k

Auto Logout v m VPN and Remote Access >> Remote Access Control

Dashboard Remote Access Control Setup Bind to WAN

Wizards -
Online Status () Enable PPTP VPN Service

() Enable IPsec VPN Service

O Enable L2TP VPN Service

WAN [J Enable SSL VPN Service
h‘\i“s - () Enable OpenVPN Service
lotspot Web Por
Routing [J Enable WireGuard VPN Service
E Note:
E_"d‘”:'e Acceleration 1.To allow VPN pass-through to a separate VPN server on the LAN, disable the services listed above that use the
U"'e‘"am b same protocol and ensure that NAT Open Ports or Port Redirection is well- ]
Chincts saintl 2 Disable unused VPN services, enable Brute Force Protection, and block unknown IP access to the used VPN
SIM 9 services to reduce Cyberattacks.

Bandwidth Management

Applications oK ‘ ‘ Clear ‘ | Cancel

VPN and Remote Access!
Remote Access Control

m VPN and Remote Access >> SSL General Setup

Dashboard SSL General Setup

vg. ?'dssm WAN1

Snfine SRR Bind to WAN WAN2

WANS
Port 443 (Default: 443)
Server Certificate Default Certificate

Hotspot Web Portal

Routing Note

u::iware Acceleration gervgr Celr:l_rﬁcate Tfollow the Default Certificate now Default Certificate can be configured at Certificate >> L ocal

Firewall Services List

User Management
cou o ok ] (et ]

Bandwidth Management
Applications
VPN and Remote Access

SSL General Setup







