DrayTek metfast’

STABIL OLMAYAN CPE DURUMUNDA SORUN GIDERME

Bazi durumlarda, ¢evrimigi oldugunda ¢evrimdisi olarak goriintiilenen CPE'nin ¢evrimi¢i durumunu kararsiz bulabiliriz.
Ya da CPE Dashboard’un bilgi verilmeden yiiklenmeye devam ettigi bir durumla karsilagacagiz. Bu tiir bir sorunla
karsilagirsaniz, bu belgede sizin i¢in bazi sorun giderme ipuglarim paylasacagiz.
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TR-069 Sunucusunun Internetten Erisimine izin Verin

ACS sunucunuz Internet / WAN tarafindaysa litfen TR-069 sunucusunun CPE WebUI, System Maintenance >>
Management’dan uzaktan erisimine izin verildiginden emin olun.

System Maintenance >> Management 0
IPv4 Management Setup IPv6 Management Setup LAN Access Setup
Router Name FAE_2925
¥ Default:Disable Auto-Logout Management Port Setup
| Enable Validation Code in Internet/LAN Access | © User Define Ports - Default Ports
Telnet Port 8023 (Default: 23)
Internet Access Control HTTP Port 8080  (Default: 80)
v 0
| Allow management from the Internetl HTTPS Port 443 (Default: 443)
Domain name allowed
FTP Port 8021 (Default: 21)
el TRO69 Port 8069 (Default: 8069)
efault:
HTTP Server - Enforce HTTPS Access 2
HTTPS Server SSH Port 50822 (Default: 22)

Telnet Server
¥ TRO69 Server|
SSH Server

Brute Force Protection

Enable brute force login protection

SNMP S - FTP Server
Disabl P“:;err the Int t il
isable rom the Interne HTTPS Server

Periodic Inform’u Etkinlestirin

Periodic Inform segenegi CPE WebUI'nin System Maintenance >> TR-069’undan etkinlestirilmelidir. 900 saniyenin,
bilgi aralig1 olarak yapilandirilmasi 6nerilir. Bilgiyi ¢cok sik gondermek ACS sunucusunun yiiklenmesini artirabilir.
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System Maintenance >> TR-069 Setting

ACS and CPE Settings Health Parameters Export Parameters
Tr069 Disable ® Enable
ACS Server On LANNVPN v
ACS Server
URL http://acsfaq.draytek.com/ACSServer/services/ACSServlet | Wizard
Acquire URL from DHCP option 43
Username fae
Password anessey
Test With Inform Event Code PERIODIC v

Last Inform Response Time :Mon Nov 19 13:19:49 2018 €

CPE Client
Http ® Https
Note: Https mode only works when Vigor ACS Sl is 1.1.6 and above version,

URL hitps://192.168.66.1:8069/cwm/CRN.html|
Port 8069

Username vigor

Password

Periodic Inform Settings
Disable

® Enable
Interval Time 900 second(s) «

TR-069 Kimlik Dogrulamasim Kontrol Etme

CPE TR-069 ayar sayfasinda gosterilen ve farkli anlamlar1 olan iki takim kimlik dogrulama bilgisi vardir.

- VigorACS 2 agina kaydolun
ACS, kullanict ad1 ve sifre alanlarin1 TR-069 ayarindan kontrol edecek ve ilgili ag grubuna atayacaktir.
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VigorACS 2 CPE

02 Network Management

System Maintenance >> TR-069 Setting
4 i Root Network{ 14 C  setiing b
ACS and CPE Settings Health Parameters Export Parameters.

Troes Disable * Enable
ACS ServerOn  LANVPN v

ACS Servar
URL itp /1192 168 66,100 20011/ACS Serverisarvic
Acquire URL from DHCP opti
Usarname draylekFAQ
"’_’J“ Password  seeeeeens =

Tost With Inform | Event Code | PERIODIC

es/ACSServiat| Wizard

Last Inform Response Time :Fri Nov 16 15:52:29 2018 @

Location CPE Client
* Hetp Https
URL Miip:/192.168.66.1:8069/cwnyCRN himi
Port 8063
=3 pamiil
— CPE bilgisini alin

ACS, istenen bilgiler i¢in CPE ile baglant1 kurarken kimlik dogrulamasi gerekir. System Maintenance >> TR-069
>> CPE client (CPE's GUI'sinde) ile Network Management >> Device (ACS'de) arasindaki kullanici ad1 ve sifre
ayni olmalidir.
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£ Get CPE information
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VigorACS 2 CPE
&fa Network Management
> TR
C | setiing ACS and CPE Settings Health Parameters Export Parameters
Tro69 Disable ® Enable
ACSServerOn  LANVPN v
Dol Thi 4, Charge Not
s e ACS Server
Ay DraytekVidooi7) URL nitp:/162.168.66.100:20011/ACSServeriservices/ACS Serviet| Wizard
©ugzsio FAG  Saws ) Acquire URL from DHCP option 43
b cyayonsiovisié) [ e | Username FAQ
Password
ith inform | Event Code | PERIODIC
Oevion Notuork D e
Last Inform Response Time :Fri Nov 16 15:52:29 2018
P 1
Vo Nama CPE Client
*Hmp O Hips
VigorZBs0ur URL 1itp/102.168,66.1:8088/cwm/CRN b
Nt t Port 8069
e Username gor
Password e
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STUN Ayarlarim Kontrol Edin

CPE NAT'n arkasindaysa, STUN ayarmi etkinlestirmeyi unutmayin. Ayrica, STUN sunucusunun yalnizca ACS
sunucumuzu kullanmasina izin verilir. Liitfen third party STUN sunucusunu KULLANMAYIN .

STUN Settings
Disable
® Enable
Server Address acsfag.draytek.com
Server Port 3478
Minimum Keep Alive Period 60 second(s)
Maximum Keep Alive Period -1 second(s)

ACL Ayarlarim Kontrol Edin

ACS sunucusunun [P'sini etkinlestirdikten sonra erisim listenize eklendiginden emin olun.
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System Maintenance >> Management

IPv4 Setup IPv6 Setup LAN Access Setup
Router Name DrayTek
Default:Disable Auto-Logout Management Port Setup
Enable Validation Code in Internet/LAN Access ® User Define Ports * Default Ports
Telnet Port 23 (Default: 23)
Internet Access Control HTTP Port 80 (Default: 80)
v L
Allow‘ management from the Internet HTTPS Port 43 (Default: 443)
Domain name allowed
FTP Port 21 (Default: 21)
FIF sepyer 8069 Default: 8069
HTTP Server '/ Enforce HTTPS Access TROSD Port (Defaut: )
¥ HTTPS Server SSH Port 22 (Default: 22)

Telnet Server
TROES Server

S

Access List from the Internet

index in
List 1P Obj 1P / Mask

Brute Force Protection

Enable brute force login protection

SSH Server FTP S
SNMP Server HTTP :rver
¥ Disable PING from the Internet erver
HTTPS Server

Telnet Server
TRO69 Server
SSH Server

ifi 11.22.33.44/256.255.255.255 vasimim ghtElaEes —
All Rights Reserved. 2 Penalty period 0 seconds
3 Blocked IP List
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ACS Sunucusunda Firewall’u Kontrol Edin
ACS sunucunuzun gelen trafige izin veren firewall ayarlarmin dogru oldugundan emin olun:

*  HTTP portu (Varsayilan tcp portu 80)
* HTTPS portu (Varsayilan tcp baglanti noktasi 443)
*  STUN portu (Varsayilan udp baglant1 noktasi 3478)

1 Open HTTP/HTTPS/STUN port

——ili

VigorACS 2
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