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ULKEYE GORE ERIiSiMi KISITLAMAK iCIN COUNTRY OBJECT iLE FIREWALL RULES
OLUSTURUN

Firmware 3.8.8'den beri, Vigor router Country Object'i desteklemektedir. Bu 6zellik sayesinde, ag yoneticisinin belirli bir
iilkenin IP adresine erisime izin vermesi veya engellemesi daha kolay olacaktir. Ornegin, ag yoneticisi, saldirilart dnlemek
icin bazi iilkelerin portunu i¢ sunucuya erigsmek lizere baglamasini engelleyebilir. Veya LAN kullanicilarinin yalnizca

secilen iilkelere erisebilecegi hedefini kisitlamak igin kullanilabilir. Bu makale, LAN Hostlarinin yalmzca ingiltere web
sitelerine erigmesine nasil izin verilecegini gosterir.

1. Bir Country Object olusturun. Objects Setting >> Country Object sayfasina gidin. Kullanilabilir bir index
numarasina tiklayin profil adi verin ve Ulke segin.

Objects Setting >> Country Object

Profile Index : 1

Mame: LIK

Available Country Selected Country

[ar-SWeden . G4=Lnited Kingdom =
S8-Switzerland

S8-Taiwan

G0-Thailand

B1-Turkey

G2-Ukraine

B3-United Arab Emirates

Go-United States

GE-Viatnam v

Note:
The maximum number of Selected Country is 16.

(0]4 Clear Cancel

Ingiltere’deki web siteleri disindaki tiim web sitelerini engellemek icin iki firewall kurali olusturmamiz
gerekecek. Birincisi, tiim web sitelerini engelleyen, ikincisi ise Ingiltere'deki web sitelerine erisime izin veren.

2. Tim siteleri engelleyen kurali olusturun. Firewall >> Filter Setup >> Default Data Filter Set sayfasma gidin
ve diizenlemek i¢in uygun bir kurala tiklayin.

a. Source IP, Destination IP ve Service Type i¢in "Any" se¢in.
b. Action i¢in "Block if no further Match™ secenegini se¢in boylece router 6nce diger kurallar1 kontrol eder.
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Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 2 Rule 2

¥ Check to enable the Filter Rule
Comments blockALL
Index(1-15) in Schedule Setup 1 " ’
Clear sessions when schedule OM Erable
Direction LAMDMZRTAVPN -= WAN ¥ | | Advanced

Any
Source IP/Country Edi
Destination IP/Country L
[ Edit
. Ay

Service Type Edil
Fragments ‘Don'tCare v
Application Action/Profile Syslog
Filter Block If Mo Further Match »
Branch to Other Filter Set Mone T
Sessions Control 0/ 100000
MAC Bind IP Mon-Strict »

uali f Servic Mone ¥
User Manageme Mone ¥
APP Enforcement MNone ¥
URL Content Filter Neone v

3. Ingiltere web sitelerine erisime izin vermek icin baska bir kural olusturun. Default Data Filter sayfasina geri
doniin ve dnceki adimda olusturulan kuralin arkasindaki uyumu izleyen bir kurali tiklayin.
a. Ilk adimda olusturulan Country Object’i segmek icin Destination IP/Country arkasindaki Edit’i tiklayin.
b. Action igin "Pass Immediately” secenegini segin.
B0 17 s B < DU U

@ 192.168.1.1/doc/fipfipedt.htm

Firewall == Edit Filter Sat »> Edit Filter Rule

Filter Set 2 Rule 3
# Check to enable the Filker Rule IP Address Edit
Comments allowLocal Address Type Country Object
Index(1-15) in Schedule Setu ' ' 1
Clear l:sessi-:;llns when schedule pGN Enakle Start IP Address L2
| End IF Address 0,000.0
Girection LAMDMZRTVPN -= WAN Subnet Mask 0.0.0.0
Any Invert Selection
Source [B/Country Edi IP Group Mana =
fny or IP Group None =
Destination IP/Country Edi ar IP Object MNone =
or IF Object Mo *
Service Type Any |EwE Group Mane *
Edit or M Mong =
Fragments Dot Care or IPv6 Chject Mane *
o B or IFvE Object MNone *
n.Ppllt:ahcm Ax:hmfﬁuﬂl.a Country Dbject UK v
Filter Pass Immadiately v ‘ i Qb Nane =
Branch to Other Filter Set Mone ¥
Sessions Control 0/ 100000 Ok Close
MAC Bind IF Mon-Sirict *
Quality of Service Mong -
Lser Management MNane ¥
APP Enforcement Mang d
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Artik firewall ayarim dogrulamak i¢in birkag web sitesine erismeyi deneyebiliriz.
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