DrayTek metfast’

Tiim LAN Kullanicilar1 i¢in YouTube Servisini Engelleyin

Bu makale, YouTube web sitesinin ve VigorRouter ile mobil uygulamanin nasil engellenecegini agiklamaktadir.
DrayOS

1. Objects Setting >> Keyword Object’de bir Keyword Object Profile olusturun. Mevcut bir dizin numarasina
tiklayin.

e Profile Name girin.

e Content igin, tek bir boglukla ayrilmis, "youtube.com
anahtar kelime girin.

e Kaydetmek i¢in OK’a tiklaym.

nn

ytimg.com" ve "googlevideo.com" olmak iizere 3

Objects Setting >> Keyword Object Setup

Profile Index : 1

Mame Y outube

Contents Iyoutube. com ytimg.com googlevideo.com

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with 3%HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

| oK | | Clear | | Cancel |

2. CSM >> URL Content Filter Profile’de bir URL Content Filter Profile olusturun. Bir Profile numarasina tiklayin.

e Profile Name girin.

e "Either: URL Access Control First" olarak Priority secin.

e URL Access Control’ii etkinlestirin.

e Action i¢cin “Block” sec¢in.

e EHdit’e tiklaym ve Step 1’de olusturulan Keyword Object’i secin.
o Kaydetmek i¢in OK’a tiklayin.
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net

CSM == URL Content Filter Profile

Profile Index: 1

Profile Name: block_Youtube

Priority: I Either : URL Access Control First I Log: Alw

1.URL Access Control

| ¥ Enable URL Access Control| Prevent web access from IP address
Action: Group/Object Selections

Youtube Edit |

Exception List

Edit |
2.Web Feature
Enable Restrict Web Feature
Action:
Pass ¥ i FEile Extension Profile: | None ¥
as5 Cookie Proxy Upload one

OK | Clear | cancel |

3. CSM >> DNS Filter’de bir DNS Filter Profile olusturun. DNS Filter Profile Table’de bir Profile numarasina tiklayin.

e Profile Name girin.

e Step 2’de olusturulan profil olarak URL Content Filter (UCF) segin.
e Kaydetmek i¢in OK’a tiklayin.

CSM => DNS Filter

Index No. 1
Profile Name block Y outube
Syslog Mone ¥
WCE Maone T
UCE UCF-1 block_Youtube ¥
| OK | | Clear | | Cancel |

4. URL Content Filter ve DNS Filter’i Firewall Rule’ye uygulamak i¢in Firewall >> General Setup >> Default

Rule ‘ye gidin, Step 2'de olusturulan profil olarak URL Content Filter ve Step 3'te olusturulan profil olarak DNS
Filter’i se¢in. Ardindan uygulamak icin OK’a tiklayin.
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Firewall >» General Setup

General Setup

General Setup Default Rule
Actions for default rule:
Application Action/Profile Syslog
Filter Pass v
Sessions Control 15 / 50000
Quality of Service None v
User Management Nene v

None v

URL Content Filter i-block Youtube v | |
Web Content Filter None v

I DNS Filter 1-block_Youtube v | |
Advance Setting Edit

5. Yukaridaki ayarlarla ve tarayicinin gegmisini ve DNS 6nbellegini temizleyerek, Router’in LAN'indaki kullanicilar
YouTube web sitesine ve Uygulamasma erisemez.

Linux

1. Bir LAN DNS profili olusturun: LAN >> LAN DNS'e gidin, agsagidaki gibi bir profil olusturmak i¢in Add’e tiklayin:
Profile Name gir.

LAN DNS profilini etkinlestirmek i¢in Status’u kontrol et.

Domain Name i¢in "youtube.com™u girin.

CNAME i¢in Add’e tiklayin ve "www.youtube.com" yazin. CNAME ayarmi kaydetmek i¢in Save’e tiklayin.
IP Address i¢in, "1.1.1.1" gibi gegersiz bir IP adresi girin.

Ayarlar1 kaydetmek i¢in Apply’a tiklaym.

LAN >> LAN DNS

|' LAN DNS |

€3 add & Edit ) Delete ™ Refresh

LAN DNS =
Profile : youtube
Status
Domain Name @ youtube. com

€3 add [E] save Profile Number Limit : 7

CNAME (Alias Domain Name)

CNAME {Alias Domain Name) - |www youtube.com

IP Address - 1 1 1 1

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




Tek netfast

2. DNS Redirection’u etkinlestir: LAN >> General Setup’a gidin, kullanimda olan bir LAN profilinde DNS

Redirection’u etkinlestirin.
W
LAN >> General Setup >> General Setup

General Setup
General Setvp | DHCP Relay | Infer-LAN Route e

fy Add & Edit [[] Delete G Refresh D add [F] save
B Profile [max length:T) Enable DHCP DNS
B 1 lanl true DHCP DNS Ha items lo show,
= DHCP IP Lease Time : 86400 Secands {min: 300, MAX: G04800)
DHCP Routers gatevay IP for DHCP elients. Oplional
DHCP Next Server (Optional}
=
™ Lap Add U Save
| | DHCP Option Valug
= Ho items to show.
-
| DHCF Opticns
=
||
-
=
-
- Specify Remote Dial-in IP Enable (® Disable
||
£ aga [B] save
IF Subnet Mask Made DHCP Start IF
-
- Ha iems fo show
||
. More Subnet
=
DNS Redirection % Enable () Disable
TFE Pratocol T Lacal =

3. Yukaridaki ayarlarla ve tarayicinin ge¢misini ve DNS onbellegini temizleyerek, Router’in LAN'indaki kullanicilar
Router’i gegersiz IP adresine yonlendirecegi igin YouTube web sitesine erigilemez.

c: #FIEREIT - ping www.youtube.com -

icrosoft Windows [Uersion 6.3.76H01]
c) 28013 Microsoft Corporation. All rights reserved.

sserssal *ipeconf igsf lushdns

Jindows IP Configuration

Buccessfully flushed the DHS Resolver Cache.
ssepssul *ping www . youtubhe .com

inging www.youtube.com [1.1.1.11 with 32 buytes of data:
equest timed out.
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