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Active Directory / LDAP Sunucusu Sorunlarim Giderme

VigorRouter ,VPN istemcilerini veya LAN istemcilerini dogrulamak igin bir Active Directory sunucusu veya LDAP
sunucusu kullanmay1 destekler. Ancak,baslangigta dogru yapilandirmalari elde etmek kolay degildir, ¢iinkii ¢esitli
Active Directory/LDAP sunucularinin yapilar1 vardir.Bu belge LDAP sorunlarini gidermeyle ilgili baz1 ipuglar1 sunar.

Active Directory / LDAP Hesabim Ldp Araciyla Dogrulayin.

Kullanici hesaplarinin Active Directory/LDAP sunucusunda dogru bir sekilde olusturulup olusturulmadigini kontrol
etmek icin Microsoft tarafindan saglanan destek paketinde bulunan Ldp araglarmi kullanabiliriz.

Adimlar:
1. Microsoft web sitesinden support tool indirin:
https://www.microsoft.com/en-us/download/details.aspx?id=15326
2. “suptools.msi” dosyasini ¢ift tiklayarak support tool yiikleyin
3. “ldp.exe” dosyasini Program Dosyalar1 (x86) lie ¢aligtirin>Support Tools
4. Active Directory/LDAP sunucusuna baglanin.
F_?‘ Ldp —
Connection Browse View Options Utilities
Connect >
[~ Comnectionless
[~ 3L
Cancel |
5. Baglanti istegi gonder.

a. Connection altindaki Bind’e tiklaym.

cn = vivian, ou = vpnusers, dc = draytek, dc = com gibi bir kullanici ad1 girin.

b
c. Password girin.
d. OK’a tiklaymn.

£3 Ldp — O X

Connection  Browse View Options  Utilities Help
Id = Idap_open['172.16.2.8", 389);

Established connection to 172.16.2.8.

Retrieving base DSA information...

Result <0>: [null)

Matched DNs:

Getting 1 entries:

>> Dn:
Bind >
res = Id
'CTI:VP User: cn=vpitestde=msde=draytel,de=com m', <UnﬂVﬂi|ah|E>]; i
v.d [
F: od: .
Error £ I_mgo . dentials
S DAl I
EVET] NTLMEerberos) Cancel |
Advancedl [0):4 |
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6. Sunucu, Bind Request sonucuna cevap verecektir.
a. Sunucu Bind Failed ve Invalid Credentials yanitlarsa ,hesap veya parola dogru degil demektir.Liitfen
sunucudaki kullanici ayarlarini tekrar kontrol edin.

£2 Ldp - disconnected - O X

Connection  Browse

Id = Idap_open['172.16.2.8", 389);
Established connection to 172.16.2.8.
Retrieving base DSA information...
Result <0>: [null]
Matched DNs:
Getting 1 entries:
»>> Dn:
2> objectClass: top; OpenLDAProotDSE;

0x0 = Idap_unbind(ld);
Id = Idap_open['172.16.2.8", 389);
Established connection to 172.16.2.8.
Retrieving base DSA information...
Result <0>: [null)
Matched DNs:
Getting 1 entries:
>>» Dn:
2> objectClass: top; OpenLDAProotDSE;

res = ldap_simple_bind_s[ld, 'er=vpmestdemededrayivisdeeeen,

||nﬁuai|ahh=}!' w3
Error <49>: Idap_simple_bind_s() failed: Inwvalid Credentials |
SErVEr Error. <empty>

Ready

b. Sunucu Authenticated olarak yanit verirse,baglanmanin basarili oldugu ve bir sonraki adima
gecgebilecegimiz anlamina gelir.

£% Ldp - disconnected - O *

Connection

Retrieving base DSA information... ~
Result <0>: [null]
Matched DNs:
Getting 1 entries:
>> Dn:
2> objectClass: top; OpenLDAProotDSE;

0x0 = |dap_unbind(ld);
Id = Idap_open('172.16.2.8", 389);
Established connection to 172.16.2.8.
Retrieving base DSA information...
Hesult <0>: [null]
Matched DNs:
Getting 1 entries:
>> Dn:
2> objectClass: top; OpenLDAProotDSE;

res = ldap_simple_hind_s(ld. *
<{unavailable>]; {f v.3

Error <49>: Idap_simple_bind_s(] failed: Inwvalid Credentials
Server error: <empty>

res = ldap_simple_bind_s{ld.

P domdasptabpdansnmd, <unavailable>); ff
v.3
dn:"w'.
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VigorRouter'da Active Directory / LDAP Ayarlarim Dogrulayin

1. VigorRouter’in dnce Ldp araciyla test edilmis olan kullanici hesabini basarili bir sekilde baglayip
baglamadigini dogrulamak i¢in Simple Mode’yi kullanin
Active Directory /LDAP Set to Factory Defau

Active Directory /

General Setup LDAP Profiles

¥ Enable
Bind Type Simple Mode ¥

Server Address 1721628
Destination Port 389
Use S5L

Regular DN
Regular Password

| OK | | Cancel |

2. Cn’nin Common Name Identifier’i i¢in yapilandirilmig olup olmadigini kontrol edin ve LDAP sunucusu
tarafindan Base Distinguished Name i¢in Ldp araciyla dogrulanan cn=vivian olmadan kullanict hesabini

kullanin.
Index No. 1
Mame LDAP
Common Mame Identifier cn
Base Distinguished Mame ou=vpnusers de=draytek dc=com [=]

Additional Filter

Note:

Please type in your additional filter for BaseDN search reguest.
For example,

1. For OpenLDAP: (gidMumber=500)
2. For AD: (msiPallowDialin=TRUE)

Group Distinguished Name =]
| OK | | Cancel |

3. Bir VPN baglantisi olusturarak dogrulayin. Ayrintili adimlar i¢in,liitfen Authenticate Remote Dial-In VPN
Clients with AD/LDAP Server béliimiine bakin.
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Destege Basvurma

LDAP Simple Bind araci ¢alistyor ancak VPN hala Active Directory/LDAP kimlik dogrulamasini
gegemiyorsa,liitfen asagidaki bilgileri saglayin ve analizimiz i¢in onlar1 support@draytek.com adresine e-postayla
gonderin.

e Active Directory/LDAP sunucusundaki Wireshark paketleri

e Ornegin,Active Directory/LDAP sunucundaki User hesabmin ekran goriintiileri

e Vigor Router’da Active Directory/LDAP konfigiirasyonunun ekran gériintiileri

e Vigor Router uzaktan yonetim bilgisi

o Uzaktan test etmek i¢in Active Directory/LDAP sunucusundaki Ldp araci testini gegen bir hesap/sifre
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