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Potansiyel Punycode Phishing Saldirisim Onleyin
Domain Name sistemi, baslangigta yalnizca sinirli ASCII karakterlerini kullanacak sekilde tasarlanmustir. URL'de
Unicode karakterleri (diger dillerin harflerini kapsayan) gostermek i¢in, Punycode s6zdizimi kullanilir.

Ancak, URL'lerde Unicode karakterlere izin vermek bazi giivenlik sorunlarina neden olabilir. Tiim yabanc1 karakterleri
kullanabilmek i¢in ‘hackerler’, kullanicilarin kigisel bilgilerini agiklayabilecekleri iyi bilinen bir web sitesine benzeyen,
domaini olan sahte bir web sitesi olusturabilirler.

Neyse ki, kullanicilarin sahte web sitelerine gitmelerini 6nlemek i¢in alabilecegimiz basit bir yontem var. URL,
Punycode kullandigini bildirmek i¢in "xn--" ile baglayacaktir, boylece "xn--" igeren URL'leri engellemek i¢cin URL

Content Filter ve DNS Filteri ayarlayabiliriz.
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Punycode URL'lerini kullanarak web sitelerini engellemek icin:
1. "xn--" igerikli bir Keyword Object olusturun.
Objects Setting >> Keyword Object Setup

Profile Index : 7

Name punycode

Contents xN--

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

‘You can replace a character with %HEX.
Example:
Contents: backdoo®:72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

2. Step 1’de belirledigimiz Keyword’u igeren URL’yi engellemek i¢in bir URL Content Filter profili olusturun.

CSM == URL Content Filter Profile

Profile Index: 4

Profile Name: punycode
Priority: Either : URL Access Control First v Log: Mone v

1.URL Access Control

# Enable URL Access Control # prevent web access from IP address
Action: Group/Object Selections
I Block v punycode I Edit
Exception List Edit

2.Web Feature

Enable Web Feature Restriction
Action:
Pass ¥ File Extension Profile: | None ¥ Cookie Proxy Upload
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3. Step 2°de belirledigimiz URL Content Filterin DNS istegini filtrelemek i¢in bir DNS Filter profili olusturun.
CSM == DNS Filter

Index No. 4
Profile Mame punycode
Syslog Mone v
WCE MNone v
UCE UCF-4 punycode ¥

4. Step 2 ve 3’de belirledigimiz kurallar1 uygulamak i¢in bir Firewall Rule profili olusturun.

Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 2 Rule 6

¥ Check to enable the Filter Rule
Comments punycode
Index(1-15) in Schedule Setup " e "
Clear sessions when schedule ON ¥ Enable
Direction LAN/DMZ/RT/VPN = WAN v
=1 P Any
Edit
Destinati 1P Any
s
Edit
service T Any
e
Fragments Don't Care ¥
Application Action/Profile Syslog
Filter Pass Immediately v
Branch to Other Filter Set None ¥
Sessions Control 0/ 60000
MAC Bind IP Non-Strict ¥
Quality of Service None v
User Management None v
APP Enforcement Naone v
I URL Content Filter d-punycode ¥ I
Web Content Filter Naone v
I DNS Filter d-punycode ¥ I
Advance Setting
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