DrayTek metfast’

Router Uzerinde Benzersiz Bir Kendinden imzal Sertifika Kullanin

Giivenlik endiseleri nedeniyle, kendinden imzali SSL i¢in her cihazda benzersiz bir 6zel anahtar bulundurmaniz
siddetle Onerilir. Bu makale, kendinden imzali benzersiz bir sertifikanin nasil iiretilecegini ve ardindan VigorRouter'da
varsayilan olanin nasil degistirildigini gosterir.

Root CA Olustur

1. Router’in zaman ayarlarimin dogru oldugundan emin olun. Istemci tarafina uygun zaman ayarlarini
kullanmaniz1 siddetle oneririz.

System Maintenance >> Time and Date

Time Information

Current System Time 2015 Dec7 Mon 11:6: 51 | Inquire Time |

Time Setup

Use Browser Time
® Use Internet Time

Time Server pool.ntp.org
Priority |Auto M
Time Zone (GMT+08:00) Taipei v
Enable Daylight Saving ‘ lﬁ!@rﬂ
Automatically Update Interval 30 min v
OK _ Cancel |

2. Certificate Management >> Trusted CA Certificate’e gidin ve Create Root CA’ya tiklayin.
Certificate Management >> Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Modify
Root CA === 7es | Create Root CA |
Trusted CA-1 --- --- | View | | Delete |
Trusted CA-2 --- --- | View | | Delete |
Trusted CA-3 | View | | Delete |

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




3. Root CA'nin konularini girin ve Generate’ye tiklaym.

Certificate Management >> Root CA Certificate

metfast’

Generate Root CA

Certificate Name Root CA
Subject Alternative Name
Type IP Address v
1P
Subject Name
Country (C) ™
State (ST) Hsinchu
Location (L) Hsinchu
Organization (O) DrayTek
Organization Unit (OU) FAE
Common Name (CN) CAServer
Email (E) support@draytek.com
Key Type RSA v
Key Size 2048 Bit v
Generate |

4. RootCA "OK" durumuyla gosterilecektir. (Not: Bir Router yalnizca bir Root CA'ya sahip olabilir. Yeni bir Root
CA olusturmak i¢in dnce eskisini silmeniz gerekir.)

Certificate Management >> Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name

Subject

Root CA /C=TW/ST=Hsinchu/L=Hsinchu/O...

Trusted CA-1
Trusted CA-2
Trusted CA-3

Modify
| Export | | View | | Delete |

| View | | Delete |
| View | | Delete |

| View | | Delete |
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DrayTek metfast’

Root CA ile Local Sertifika iImzalayin
5. Certificate Management >> Local Certificate'e gidin ve bir sertifika istegi olusturun.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify

oS --- --- View | | Delete |

- - --- View | | Delete |

o g - View J Delete [

Note:

1. Please setup the "System Maintenance >> Time and Date" correctly before signing the local
certificate.

2. The Time Zone MUST be setup correctly!!
GENERATE || IMPORT | | REFRESH

6. Yerel sertifikanin konularini girin ve Generate diigmesine tiklatin.

Certificate Management >> Local Certificate

Generate Certificate Signing Request

Certificate Name Server
Subject Alternative Name
Type IP Address v
1P
Subject Name
Country (C) ™
State (ST) Hsinchu
Location (L) Hsinchu
Organization (O) DrayTek
Organization Unit (OU) FAE
Common Name (CN) Server
Email (E) support@draytek.com
Key Type RSA v
Key Size 2048 Bit v
Generate |
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DrayTek hetfast’

et

7. Listede durum Requesting(Talep) olan yeni bir yerel sertifika talebi olacak. Yerel sertifikay1 imzalamak i¢in Sign’e
tiklayin.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify

Server /C=TW/ST=Hsinchu/L=Hsinchu/O... Requesting View | | Delete |
S S = | View |  Delete \
- --- --- | View | | Delete |

8. Gegerlilik tarihini ayarlayin ve Sign’e tiklayin.
Certificate Management >> Local Certificate Signing

Local Certificate Signing

Certificate Name Server
Validity YYYY-MM-DD
Not Before 2015-12-07
Not After 2020 Y12 v -7 v|
 Sign ||| Back |

9. Yerel sertifika durumu “OK” olarak degisecektir.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
Server /C=TW/ST=Hsinchu/L=Hsinchu/0O... OK | View | | Delete |

[Miew] [Deiete]

--- --- --- | View | | Delete |
Note:

1. Please setup the "System Maintenance >> Time and Date" correctly before signing the local
certificate,

2. The Time Zone MUST be setup correctly!!
| GENERATE | | IMPORT | | REFRESH
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Varsayilan Sertifikay1 Degistir

10. SSL >> General Setup'a gidin ve Server Certificate i¢in 6. adimda olusturulan yeni sertifikay1 segin.
SSL VPN >> General Setup

SSL VPN General Setup

Port 443 (Default: 443)
Server Certificate Server v
self-signed
Note: The settings will act on all ns.

Please go to System Maintenance >> Management to enable SSLv3.0 .

OK Cancel |

11. Tarayicidan, sertifikanin ayarladigimizda degistigini géormeliyiz. Simdi Router benzersiz bir kendinden imzali
sertifika kullaniyor.

6 wh' Certificate X E,E @ Vigor Login Page
General Details Certification Path

oR Certificate Information

This certificate cannot be verified up to a trusted

certification authority. -
rgor2925 Series

PR S
admin |

Issued to: Server Feeoe

7

Issued by: CAServer
Login

Valid from 12/7/2015 to 12/7/2020

Copyright & 2015 DrayTek Corp. All Rights Resesed.
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