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DDNS Domain I¢in Let's Encrypt Certificate Kullamin

Vigor Router, web kullanicisi arayiiziinden bir Let's Encrypt sertifikasi almay1 destekler. Sertifika olusturma,

imzalama

ve alma islemini kolaylastirir. Bu belge, Router’in domaini igin bir Let's Encrypt uygulamasinin nasil uygulanacagin

gOsterecektir.

DrayOS

DrayOS modelleri, bu 6zelligi firmware stirimi 3.9.0'dan beri desteklemektedir. Ancak, bu yalnizca D
domaini i¢in kullanilabilir- DrayTek tarafindan saglanan ticretsiz Dinamik DNS hizmetidir.

1. Router i¢in bir DrayDDNS hesab1 kaydedin ve bunu Applications >> Dynamic DNS Setup’da kullanin.

rayDDNS

(ayrintili

talimatlar icin Ucretsiz Hostname icin DrayDDNS Hizmetini Etkinlestirin makalesini ziyaret edin) DrayDDNS
domaininizin basariyla giincellendiginden emin olmak igin Applications >> Dynamic DNS Setup sayfasindaki View

Log butonuna tiklayin.

DDNS Log

2018-07-31 08:36:40.8
2018-07-31 08:36:40.8
2018-07-31 08:36:42.8
i2018—07—31 08:36:48.8

2. Applications >> Dynamic
tiklayin.

Index : 1

>>>>> DDNS is updating. <<<<<

[@1l:DrayDDNS (Global)] A= louis2862, H= drayddns.com, U= 1
[@1:DrayDDNS (Global)] Updated successfully.

[@1:DrayDDNS (Global)] Updated successfully.

DNS Setup’a gidin, DrayDDNS profiline girin ve Let's Encrypt sertifikasinda Create’e

¥ Enable Dynamic DNS Account

www.netfast.com.tr

Service Provider DrayDDNS (Global) v
Status Activated [Start Date:2018-06-25 Expire Date:2019-06-25]
Domain Name louis2862 .drayddns.com Edit domain
Determine WAN IP WANIP v | ¥ IPv4l] IPv6
WAN Interfaces L WAN 1% WAN 2 L/ WAN 3 WAN 4
Let's Encrypt certificate

Status Empty

Auto Update o

OK Clear Cancel

www.draytek.com
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3. Router’in sertifikay1 olusturmasi 2 ila 3 dakika stirebilir.
® Notsecure = 192.168.26.1/doc/letsencrypt.htm

Your Vigor router is working hard to get you a certificate from Let's Encrypt. Give it 2 to 3
minutes. Please don't close the browser.

2018-07-31 08:36:42 check HTTP and WAN setting ok -
2018-07-31 08:36:42 domain:louis28&2.drayddns.com
IP:WAN2:111.251.239.107

:36:42 certificate status

:36:42 certificates ope sw

:36:42 looking up for pt server

:36:45 key pair valida s

:36:45 waiting server omain

4. fslem tamamlandiginda, Vigor Router, SSL VPN / HTTPS Sunucusu i¢in Let's Encrypt sertifikasini uygulamak isteyip
istemediginizi soracak bir mesaj acacaktir.

+ Daha sonra manuel olarak HTTPS sunucusuna uygulamak istiyorsaniz, OK For Now’a tiklaym.
* Simdi HTTPS sunucusuna uygulamak istiyorsaniz, Use this certificate for all my services’e tiklayin.

A certificate from Let's Encrypt is now in your device and ready to be used.
You may active any services required a certificate for securing connection.

OK for now | Use this certificate for all my services

2018-07-31 08:36:42 certificate status: Empty a
2018-07-31 08:36:42 certificate operation: Renew

2018-07-31 08:36:42 looking up for let's encrypt server ...

2018-07-31 08:36:45 key pair validation success

2018-07-31 08:36:45 waiting server to verify domain ..

2018-07-31 08:36:55 domain verify success

2018-07-31 08:36:55 start generating certificate ...

2018-07-31 08:37:02 send certificate status to myvigor

2018-07-31 08:37:03 Update certificate status successfully.

2018-07-31 08:37:07 generating certificate success

2018-07-31 08:37:07 sending certificate signing requset

2018-07-31 08:37:08 downloading certificate from server ..

2018-07-31 08:37:08 certificate updated successfully

2018-07-31 08:37:09 downloading issuer certificate ..

2018-07-31 08:37:09 certificate update finished !! v

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323
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5. Let's Encrypt sertifikasini Certificate Management >> Local Certificate sayfasindan goriintiileyebiliriz. Sertifika 3 ay
boyunca gegerli olacaktir.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
Self Sign /C=TW/ST=Hsinchu/L=Hsinchu/O... OK View | | Delete
DrayDDNS /CN=louis2862.drayddns.com OK | View | | Delete

U5S -—- --- | View | | Delete |

Note:

1.Please setup the "System Maintenance >> Time and Date" correctly before signing the local
certificate.

2.The Time Zone MUST be setup correctly!!

GENERATE IMPORT REFRESH

6. SSL VPN >> General Setup sayfasinda, Server sertifikasinin DrayDDNS olarak degistirildigini géreceksiniz - otomatik
olarak Let's Encrypt sertifikasi.

SSL VPN >> General Setup

SSL VPN General Setup

Bind to WAN ¥ WAN1 ¥ WAN2 ¥ WAN3 ¥ WAN4
Port 443 (Default: 443)
Server Certificate DrayDDNS ¥

Note:

1.The settings will act on all SSL applications.
2. Please go to System Maintenance >> Management to enable SSLv3.0 .
3. Please go to System Maintenance >> Self-Signed Certificate to generate a new "self-signed"” certificate.

OK J Cancel

7. Vigor Router'a DrayDDNS domain name ile eristigimizde, HTTPS baglantisinin tarayicida Secure (Giivenli) olarak
isaretlendigini gorecegiz.

@ Secure | hitps//louis2862.drayddns.com/weblogin htm

DrayTek itz

Username

Password

Login
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8. DrayDDNS profilinde Auto Update segenegi etkinlestirildiginde, Router sertifikanin siiresi neredeyse doldugunda
sertifikay1 otomatik olarak yenileyecektir.

Index : 1
¥ Enable Dynamic DNS Account
Service Provider DrayDDNS (Global) v
Status Activated [Start Date:2018-06-25 Expire Date:2019-06-25]
Domain Name louis2862 .drayddns.com Edit domain
Determine WAN IP WANIP v ¥ IPv4l. IPv6
WAN Interfaces WAN 1¥ WAN 2 I/ WAN 3 WAN 4
Let's Encrypt certificate
Status Sigped [Valid To: Oct 29 06:37:09 2018 GMT]
Auto Update v
LINUX

Bu ozellik, firmware versiyonu 1.4.0'dan beri Vigor3900 ve Vigor2960'ta mevceuttur.

1. Router ig¢in bir DDNS hesab1 kaydedin ve bunu Applications >> Dynamic DNS Setup’ da kullanin. DDNS'in
Applications >> Dynamic DNS >> Status sayfasindan basariyla giincellendiginden emin olun.

Applications >> Dynamic DNS >> Status

} " Status kG Setting j DDNS log DrayDDNS License ‘
Auto Refresh - |1 Minute v 9 Refresh

| Profile 7 ] Status

ddns1 Not Connected
ddns2 Not Connected
ddns3 Not Connected
ddns4 Update Success
ddns5 No Update needed
ddns6 Not Connected
ddns7 Not Connected
ddns8 Not Connected

2. Certificate Management >> Local Certificate’e gidin ve Let's Encrypt’e tiklatm.

Certificate Management >> Local Certificate

| Local Certificate

(‘! Upload ﬂT] Delete f; Download g Generate ‘ﬁ‘ Let's Encrypt | &% Reiresh lﬁ View

Name Issuer Subject Status Valid from

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323
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3. Let Encrypt Details penceresi sayfanin altinda gosterilecektir. Edit’e ve ardindan:

*  Sertifikay1 kullanmak istediginiz DDNS Profilini segin.

* Auto Update i¢in "Enable" i segin (bdylece gegerli siire 30 giinden az oldugunda Router sertifikayi
yenileyecektir.)

*  Ayarlari uygulamak i¢in Save’e tiklayin.

Certificate Management >> Local Certificate

)' Local Certificate ’

@ Upload [T[] Delete 3 Download £ Generate ﬁ‘ Lets Encrypt ™ Refresn [E

| Name Issuer Subject Status Valid f1
IKEv2_S authentication {C=TWIST=Hsinchu/L=... OK Jan 9 (
\VigorVPN_SSL_3 L7101 [ oo T T T T e T T
[ Edit X
certs fae.dr
server 220.1 |

DDNS Profile : ddns4 v |

|
Domain Name : vkao-2960.myfip.org

Let's Encrypt (ddns5) Let's ’ )
‘ Auto Update : Disable '« Enable

Let's Encrypt Details

Edit ear log
o
Save Cancel ¥ Revoke

4. Suanda Let's Encrypt sertifikasi olusturmak istiyorsaniz, agilir pencerede Yes butonuna tiklayin.

|
Let's Encrypt (DrayD... Let's

Question

@ Do you want to create a certificate immediately?

’ Yes » No

5. Router Let's Encrypt sunucusuyla iletisime baslayacaktir. Sertifikay1 olusturmak ve almak birkag dakika siirebilir.
Let's Encrypt Details
& Edit ([} Clearlog

2018/04/23 : >>>> Let's encrypt issue ...

2018/04/23 : >>>> [DDNS Profile : ddns4 ] start issue ...
2018/04/23 : Looking up for let's encrypt server...
2018/04/23 : Get Agreement URL : https://letsencrypt.org/documents/LE-SA-vl.2-November-15-
2017.pdf

2018/04/23 : Gernerate RSA KEY...

2018/04/23 : Let's Encrypt process is running... 12 sec
2018/04/23 : Connect to register server...

2018/04/23 : Request a challenge for the given domain name...
2018/04/23 : Domain Name : vkao-2960.myftp.org

2018/04/23 : Key pair validation success
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6. Certificate IMPORT finished!!’i gordiiglimiizde ,Router’in Let's Encrypt sertifikasim1 basariyla ice aktardigini
sOyleyebiliriz.

Let's Encrypt Details

% Edit [[I] Clearlog

2018/04/23 : Start Issue

2018/04/23 : Let's Encrypt process is running... 69 sec
2018/04/23 : Generating certificate success
2018/04/23 : Sending certificate signing requset...
2018/04/23 : Downloading certificate from server...
2018/04/23 : Requesting for issuer ip address...
2018/04/23 : Certificate updated successfully.
2018/04/23 : Requesting for fullchain certificte...
2018/04/23 : Downloading issuer certificate...
2018/04/23 : Start import certificate...

2018/04/23 : Certificate IMPORT finished!!

7. Local Certificate sayfasinda Refresh’e tikladiginizda, Let's Encrypt Status’de OK mesajini goreceksiniz.

Certificate Management >> Local Certificate

Local Certificate

L, Upload Ifn Delete fi Download C;' Generate ‘ﬁ Let's Encrypt &M Refresh @ View

Subject Status Valid from Valid to Auto Update

Apr 28 02:41:31 2027 ...
Alg 29 09:34:31 2027 ..
Feb 21 08:07:22 2018 ...

Name Issuer

Apr 25 09:00:22 2018 .
sepa s . 5 / . Jul 12 04:27:55 2018 G... Enable
Let's Encrypt (ddns4) Let's Encrypt Authority X3 /CN=vkao-2960.myftp.org OK Apr 23 05:48:27 2018 ...  Jul 22 05:48:27 2018 G... Enable
Let's Encrypt Details
& Edit [[] Clearlog

2018/04/23 : Sending certificate signing requset...

2018/04/23 : Downloading certificate from server...

2018/04/23 : Requesting for issuer ip address...

8. System Maintenance >>Access Control >> Server Certificate’e gidin, yeni olusturdugumuz Let's Encrypt ‘i se¢in ve
ayarlar1 kaydetmek icin Apply’a tiklayin.
System Maintenance >> Access Control >> Access Control

Access Control Fail to Ban Access Barrier

SAMBA Allow : Enable (e Disable

TROG69 Allow : « Enable Disable

| Server Certificate : | DrayDDNS v

Access List : Default -]
IKEv2_S |
VigorVPN_SSL_3 ‘
certs ‘
server
DrayDDNS ‘

ddns5

——p |ddns4 Y/

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




DrayTek metfast’

9. Router'm DDNS Domain’ine HTTPS ile erisin, HTTPS baglantisinin simdi tarayici tarafindan Secure olarak
tanindigini gorebiliriz.

‘Iﬂ Secure I https:/ eslsteitanendi

»  Certificate X |- OTRS ITSM 3 D swmdraytekcom §J Cambridge Dictiona

General Details Certification Path

8 Certificate Information

This certificate is i for the ing purj (s):
« Ensures the identity of a remote computer
= Proves your identity to a remote computer
©2.23.140.1.2.1

©1.3.6.1.4.1.44947. 1. 1.1 ’y Tek 'gor2960 Se

*Refer to the certification authority's statement for details.
R ——— bgin 4

[ Issued by: Let's Encrypt Authority X3 I

u :
Valid from 2018/4/23 to 2018/7/22 i

Password :

English v Login
Sorun Giderme:
Asagida bazi yaygin hata mesajlar1 ve ¢oziimleri verilmistir:

1. Domain Dogrulamasi Basarisiz Oldu

Let's Encrypt sunucusunun Router’in uyguladigi domaini ¢dzemedigi anlamina gelir. Bu mesaji gordiigiiniizde, DDNS'in
basariyla giincellendigini kontrol edin.

2. Domain Dogrulama Zaman Asimi

Let's Encrypt sunucusunun Vigor Router'in sertifikay1 olustururken veya iptal ederken sunucunun baglanacagi 80
numaralt TCP portuna baglanamayacagi anlamina gelir. Bazi ISP’ler, TCP 80 numarali porttaki diger iilkelerin IP
baglantilarin engelller,liitfen 80 numarali TCP port erisimini kontrol edin.

3. Acme Server Dizini Alinamadi

Let's Encrypt sunucusu eylemi engeller, ¢iinkii IP ¢ok fazla baglamr  (Gegerli limit 3 saatte 10 kezdir) Bu mesajt
gordiigiiniizde, sertifikay bir siire Vigor Router'dan vermeyi birakin.

4, indirme Sertifikas1 Basarisiz Oldu Bu, Let's Encrypt sunucusunun islemi engelledigi anlanmina gelir, ¢iinkii domain
name sertifikay1 cok kez vermistir. (Gegerli smir haftada 5 kezdir) Bu mesaji gordiigiiniizde, sertifikay1 bir siire Vigor
Router'dan vermeyi birakin.

Let's Encrypt sertifikasini basartyla uygulayamiyorsaniz, liitfen analizimiz i¢in support@draytek.com adresine asagidaki
bilgileri saglayin:

* Let's Encrypt Details penceresinden giris yap.

* Let's Encrypt sertifikasi olusturulurken ALL WAN Interface ile Packet Monitor tarafindan yakalanan WAN
paketleri

*  Vigor Router'iniza Remote Access
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