DrayTek metfast’

Vigor3900'iin HTTPS Erisimi i¢in Import Certificate

Router’e HTTPS {izerinden erigirken, tarayici Router tarafindan verilen sertifikanin gegersiz oldugunu sdyleyebilir.
Bunu gelistirmek i¢in, Network Administrator giivenilir third party agent bir sertifika i¢in basvurabilir ve daha sonra
VigorRouter'a aktarabilir ve HTTPS Access i¢in kullanabilir.

Vigor3900, Vigor2960 ve Vigor300B, ii¢ tiir sertifikay1 destekler:

o Local Certificate: Orijinal sertifikay1 Routerin kendisi tarafindan olustururken bu tiirii kullamn.
e PKCSI12: Sertifika bu bigimde oldugunda bu tiirii kullanin.
o Certificate and Private Key: Sertifika ve private key ayrica teklif edildiginde bu tiirii kullanin.

Asagidaki adimlar HTTPS baglantisi igin bir sertifikanin nasil kullanilacagini1 gosterecek ve bu 6rnekte "Certificate and
Private Key" tiiriinii kullanacagiz.

1. Online Status sayfasinda, Router’in Current System Time’mn dogru olup olmadigini kontrol edin.

System Information

CPU Usage - 1% H |
Memory Usage - Memory UsaEe:Bﬂ".-"u Memory Cached: 13% | J-JTﬁ
Coprocessor : II!ZF"U Usage: 0% Il'u'lemc:-rg.-' Usage: 0% ) L
System Up Time : 1 days 0:19:50

Current System Time | Wed Dec 17 15:11:59 2014

2. Certificate Management >> Local Certificate sayfasini a¢in,Upload’a tiklayn,

a) Certificate and Private Key’i se¢in

b) Choose Files’a tiklayin ve third party agentden indirilen Certificate File’1 se¢in. (Dosya uzantisi .crt olmalidir)

c) Choose Files’a tiklayin ve third party agentden indirilen Key File ‘1 segin. (Dosya uzantisi .pem olmalidir)
(NOT: Sertifika dosya adi1 ve anahtar dosya ad1 tutarli degilse, liitfen yiiklemeden 6nce dosya adini yeniden
adlandirin)

d) Upload’a tiklayin

Certificate Management >> Local Certificate

|' Lecal Certificate |

@ Upload m Delete E Download @ Generate

Local Certificate =%

Local Certificate
PHK.C 812 Certificate

= Certificate and Private Key
Certificate file : Choose Files | 55.crt

Key Passphrase : [ O ptional)

Key File : Choose Files | 55.pem
f! Upload @ Cancel
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3. Local Certificate sayfasinda, yiikleme basarili olursa, alinan sertifika Status "OK" ile gosterilecektir.

Certificate Management => Local Certificate

Local Certific ate

f! Upload [l Delete E’ Download g' Generate

Name Subject Issuer Status
59 JC=he/ ST=00/L=55/0=52/0U=55... /C=tw/ST=321/0=321/0U=321/C... OK

4. System Maintenance >> Access Control’de , Server Certificate igin yeni aldigimiz sertifikay1 se¢in, sonra ayarlari
uygulaym.

System Maintenance >> Access Control

Access Control

Web Allow # Enable Disable
Web Port : a0 Default: 80
Telnet Allow : # Enable Disable
Telnet Port @ 23 Default:23
55H Allow : Enable (» Disable
55H Port : 22 Default. 22
HTTPS Allow : Enable (» Disable
HTTPS Port = 443 Default:443
FTP Allow : Enable (s Disable
FTP Port : 21 Default:21
Server Certificate 35 w
Access List: Default

33
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5. Simdi, Router’in HTTPS Management sayfasina erisin ve sertifika bilgilerinin degistigini gérmeliyiz. (Default
sertifika, verenin Vigor3900 oldugunu gosterir)

€ C' (X b#ps:.//192.168.1.96
i Certificate @

General |Details | Certification Path |

&,m Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: 55

Issued by: 321

valid from 12/16/2014 to 12/13/2024

Issuer Statement

Learn more about certificates

Sertifikayr UNIX formatina doniistiirme

Bir sertifikay1 Vigor3900'e yiiklemeden once, 6nce Notepad ++ ile sertifika dosyasini ve anahtar dosyasini kontrol
etmek daha iyidir. Dosya formati Windows formati ise, Litfen asagidaki adimlarla UNIX formatina doniistiiriin:

1. Sertifikay1 Notepad ++ ile agin; dosya formati sag alt kosede gosterilecektir.

[ *CAUsers\vivian\Desktop\SS.crt - Notepad-+-+ [Administrator] [E=REE X
File Edit Search !iew Encoding I_.anguagé Settings Macro Run Plugins Window 2 X
cHEHB B FBD|oe 8l t3RBRRISIEDEL @EE® R B
550t 4|

MIICVDCCALWgAWIBAGIBAZANBOkahKiGIWOBAQUFADBIMQsWwCQYDVQRGEWIOdZEM

3 MAOGALUECBMDMzIXMQWWwCOYDVQQXEWMZMIEXDDAXSgNVBASTAZMYMTEMMAOGALUE

4 AXMDMZIXMRSWGQYJKCZINVCONAQKBIgXYyb290QDMYMSS3ib2 0WHNCNMIQXMIE2MDCyY

5 MIUWWhCNMIQxXMIEzZMDCcyMIUWW)IBpMQswCQYDVRRGEWJIOdZELMAKGALIUECBMCNTUX

& CzAJBgNVBACTAIUIMQswCQYDVQOKEWIINTELMAKGALUECXMCNTUXCZAJBGNVEAMT

7  AJUIMRKWFWYUKoZIhvcNAQKBFgOolNUAZMIEUY2 9tMIGEMAOGCSqGSIbSDREBAQUA

8 R4GNADCBiQKBgQDXCkmDAORTNMxYSRUUsyFWak/sBrS54cuGlBdKDoSbRtalj/rTR

5 gREBJE£GQVV21LTnztSdE+jivDD3L/B40j11+hfMJIIbHV+gsrwVaSul fuDHtbJHLO
10 PHVnsoDLcYuwojkERbZ7v+pudé6IjHZY/ySAmP01JiQM2TngFrbfFué66bwIDAQAS
11 033weTAJBgNVHRMEAFAAMCWGCWCGSAGG+EIBDQOEFh1PcGVuUUINMIEd1bmVyYXR]
12 ZCBDZXJ0aWZpY2F0ZTAdBgNVHQ4EFgQUHGwWc/xE4RnTvAZ2iFYp+0fFOCOMwHWYD
VRO3BBgwFcAUQzORYP0221iAUaB2x SoyACILgTCIWDQYIKo2 IhveNAQEFBQADGYER

14 1NBeS5ujljgHSD32XEEDHABXT4+IdfWaSDALsGRbONieHMcOQcQGETc4Sw30cPXib0
15 Qq90RPQpasgGucffGO+waMFTNLNIxL24niYW/03ugaRlR)gdNogZFeQAr78dUcdQo
16 KkKtghébsthdeZlgXUQQeaUDZVAQNMR/SOP2BDxX1/Q=
RO — = ——~~ END CERTIFICATE-----
Normal text file length: 1026 lines: 18 Ln:18 Col:1 Sel:0|0 Dos\Windows UTF-8 w/o BOM INS
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2. Edit >> EOL Conversion >> UNIX/OSX formatin1 se¢in.

D Vigor 2960

f

[ “C\Users\vivian\Desktop\55.crt - Notepad++ [Admini )
[ File [Edit] Search View Encoding Language Settings Macro Run  Plugins Window ? X|F
| o Undo iz B alg|Rn|BE N
I* Redo CtrirY
2 CiteC  KSGOWOBAQUEADBLMQawWCQYDVQREEWTO0d2ZEM
3 2 MM ExDDAKBGNVBAsTAZHyNTEMMAOGRIVE
| Paste Curl+V 2
| = oxyb290QDMYMSS b2 0wHRCNMTQuMIE2MDey
4 Delete DEL BawCQYDVROGEwJ0dzELYAKGAIUECBMCNTUX
| s Select All CtdsA  WIANTELMAKGRIUECKMCNIURCZATBONVEIMT
7 Begin/End Select UAzM3EuY2 9THIGEMAOGCSQGS Ib3DREBAQUA
g8 RUUsyFWak/38r54cuGlBdKDoSbRealy /xR
4 Copy to Clipboard * B40311+hfMIIbHEV+garwVaSul fuDHsbJIHLO
id Indent » EY/yShmP0OlJiQM2TnqFrbfFué66bWIDAQAS
11 Convert Cazeta » RGG+EIBDRREFh1PcGVuUINHIEDIEmVYYXRL
2 (o , EQUHGWC/rE4RATVA221FYp+0IR0CEMNENYD
i i o vACT1gTCInDQYIKoZ IhvcNAQEFBQADGYEA
Comment/Uncomment * WaSDALSGRbQnieHMc0QeQRETC4SWIoeEXLb0
Auto-Completion » B4niYW/03usaRLRjqdNogZFaQAr78dUodQo
EOL Conversion 2 Window at
Blank Operations » UND{/OSX Format
Paste Special 4 Old Mac Format
:1 Sel:0]0 Dos\Windows UTE-8 w/o BOM INS
Column Mode... —
Column Editor... Alt+C
Character Panel
Clipboard History
Set Read-Only
Clear Read-Only Flag
3. Dosya formati UNIX olarak degisecektir.
s y
[ *C:\Users\vivian\Desktoph35.crt - Notepad-+ [Ad: ] (= E [
— e e i i .
File Edit Search Vi Encoding Llanguage Settings Macro Run Plugins Window 2 X
=)

oE B & B ls@| & &R

S550t &

1 = BEGIN CERTIFICATE--—---
2 MIICVDCCAIWQAWIBAQIBAZANBGKQhKiIGEWOBAQUFADBIMQewCQYDVQQRGEWIOdZEM
3 MAOGALUECBMDMzIXMQWwCoYDVQOXEWMZMIEXDDAXSgNVBASTAZMYMIEMMAOGALUE
4 AXMDMZIXMRSWGQYJKOZINVCeNAQKBIgXYb290QDMYMSSIb2 OWHNCNMIQXMIE2MDeyY
MTUWWhCNMIQXMIEZMDeyMT UnW I BpMQswCQYDVRRGEWI0dZELMAKGAIUECBMCNTUX
CzAJBGNVBACTAIULMQswCQYDVOORKEWI INTELMAKGALUECXMCNTUXCZATEGNVBAMT
AJUIMRKWEWYJKOZIhveNAQKBFGOINUAZMIEUY2 9tMIGEMAOGCSQGSIbSDQEBAQUA
I 2 R4GNADCBiQKBgQDXCkmDAOQTNMxYIRUUsyFWak/sBrS54cuGlBdXDoSbRrtalj/rTR
S gREBJE£GQVV21L7nztS5dE+jivDD3L/B40j11+hfMJIIbHV+gsrwVaSul fuDHtbJHLO
10 PHVnsoDLcYuwojkERbZ7v+pudé6IjHZY/ySAmP01JiQM2TngFrbfFué66bwIDAQAS
033weTAJBgNVHRMEA AAMCWGCWCGSAGG+EIBDQREFh1PcGVuUUINMIEd1 bmVy YXRY
12 ZCBDZXJ0aWZpY2F0ZTAdBgNVHQ4EFgQUHGwWC/rE4RnTvAZ2iFYp+0fFOCOMwHWYD
VRO3BBgwFcAUQzORYP0221iAUaB2rSovACILgTCIwDQYIKo2 InveNAQEFBQADGYER
14 1NBeS5ujljgHSD32XEEbHABXT4+1dfWaSDALsGREQNieHMcOQCQRGETc4Sw30cPXib0
15 q90RPQpabgGucffGO+w4MFTNLNIxL24niYW/03ugaRlR]gdNogZFeQAr78dUcdQo ‘
1 KkXt8héb8thdeZlqXUsQQeaUDZVAQNMR/ SOP2BDX1/ Q= ‘

2¢| Ml t+xRR|HI1(EL ®@EE®EE

o

)

Normal text file length: 1009 lines: 18 Ln:18 Col:1 Set:0|0 INS

UTF-8 w/o BOM
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