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Router’i internetten Yonetin

VigorRouter uzaktan yonetim erisimi sunar; Ancak, giivenlik nedeniyle devre dig1 birakilmistir. Router’i internetten
yonetmek istiyorsaniz, asagidaki adimlari izleyin.

DrayOS
1. internete baglamn

WAN Interface’nin gevrimic¢i oldugundan ve Router’in internetten erisilebilecek ortak bir IP adresine sahip oldugundan
emin olun. WAN IP'sini yazin.

Online Status
Physical Connection Systemn Uptime: Oday 0:11:28
1Pvd IPvE

LAN Status Primary DNS. 168.95.1.1 Secondary DNS: 155.95.192.1
IP Address TX Packets RX Packets
192.168.60.1 5,850 6,130

WAN 1 Status == Drop PPPoE
Enable Line Name Mode Up Time
Yes Ethernet PPPoE 0:11:23
IP GWIP TX Packets  TX Rate(Bps) RX Packets  RX Rate(Bps)
e eyt DR ML kA k el 5,041 215 5,685 393

2. Internetten erisime izin ver

System Maintenance >> Management sayfasina gidin, internetten yonetime izin ver segenegini isaretleyin ve
internetten erigsmek istediginiz yonetim arayiizii igin etkinlestirin. (CLI i¢cin SSH, Web UI’ya HTTPS erigimi).
Yukaridaki konfigiirasyonla, Router’in web yonetim sayfasma internetten https: // [Router’in WAN IP'si]
erisebilirsiniz.

System Maintenance >> Management o
IPv4 Management Setup IPvE Management Setup LAM Access Setup
Router Name DrayTek
Default: Disable Auto-Logout Management Port Setup
Enable Validation Code in Internet/LAN Access * User Define Ports ' Default Ports
Telnet Port 23 (Default: 23)
55 Control HTTP Port 80 (Default: 80)
i
Allow management from the Internet HTTPS Port a3 (Default: 443)
Domain name allowed
FTP Port 21 (Default; 21)
FTP Server
TROGED Port 2069 (Default: B0O69)

HTTP Server Enforce HTTPS Access

SSH Port 22 (Default; 22)

Telnet Server
Brute Force Protection
TROGS Server

SSH Server Ena;:ilslsjrute force login protection
erver
SNMP Sarver M

HTTP Server
# Disable PING from the Internet

| | LT ML S |

3. (Onerilen) Erisim Listesini Ayarla

Uzaktan erisimi yalnizca belirli bir IP ile sinirlamak i¢in, Access List’i etkinlestirin, ardindan remote host public IP'sini
IP Listesine ekleyin. (Remote Access statik bir public IP yoksa, segenek devre dis1 birakilmalidir.)
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Access List from the Internet

List IF Subnet Mask

1 100.100.100.100 255 255 255 255/32 ¥
2 L4
3 -

4. (Onerilen) Degisim yonetimi baglanti noktasi

Daha yiiksek giivenlik i¢in, yonetim portunu degistirebilirsiniz. Yonetim portunu degistirirseniz, IP adresinden sonra
port numarasini belirtmeniz gerekecektir. Ornegin, asagidaki yapilandirma ile Router’in yonetim sayfasina https: //
[Yonlendiricinin WAN IP'si]: 4433 {izerinden erisebilirsiniz.

System Maintenance >> Management 0
IPv4 Management Setup IPv6 Management Setup LAN Access Setup
Router Name DrayTek
Default: Disable Auto-Logout Management Port Setup
Enable Validation Code in Internet/LAN Access | ® User Define Ports ' Default Ports
Telnet Port 23 (Default: 23)
Internet Access Control HTTP Port 80 {Default: 30)
< Allow management from the Internet
¢ ‘ ‘ HTTES Port 4433 {Default: 443)
Domain name allowed
FTP Port 21 (Default: 21)
FIP Server A060 Default: 8069
eTault:
HTTP Server | Enforce HTTPS Access TROGS Port ( )
¢ HTTPS Server S5H Port 22 (Default; 22)

Talnet Server
TROGS Server

Brute Force Protection

Enable brute force login protection

S5SH Server ——
Eryer
SNMP Server o < v
arvear
¢ Disable PING from the Internet Ve
HTTPS Server

5. (Onerilen) Brute Force Attack'i etkinlestirin
Router’i saldirganlardan korumak i¢in yonetim sifresini tahmin ediyorum.

System Maintenance >> Management o
IPv4 Management Setup IPvE Management Setup LAN Access Setup
Router Name DirayTek
Default: Disable Auto-Logout Management Port Setup
Enable Validation Code in Internet/LAN Access | ® User Define Ports ' Default Ports
Telnet Port 23 (Default: 23)
Internet Access Control HTTP Port a0 (Default: 80)
L
Allow management from the Internet HTTPS Port PYED) (Default: 443)
Domain name allowed
FTP Port 21 (Default: 21)
FTP Server ol
HTTP Server Enforce HTTPS Access TROGS Port 8069 (Default: 8069)
4 HTTPS Server SSH Port 22 (Default: 22)

Telnet Server
TROGY Server

Brute Force Protection

¥ Enable brute force login protection

S5H Server
FTP Server
SHNMP Server
. HTTP Server

¥ Disable PING from the Internet
E ¢ HTTPS Server
Access List from the Internet Telnet Server
List '[gf;’]‘i;; 16 / Mask TROG69 Server

E——— S5H Server
! Maximum login failures 0 times
2 Penalty period 0 seconds
3 Blocked IP List
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6. Routere Internetten Erisin

Bir tarayici agin, adres gubuguna https: / [Router’in WAN IP] yazin ve Enter tusuna basin. Router’in Web—based Ul
giris sayfasmni gormelisiniz. (NOT: Router’in HTTPS portunu degistirdiyseniz, IP adresinden sonraki port numarasini

belirtin.)
[ Vigor Lagin Page % -
€ c M0 5E E3/weblogin.htm ol=
2] )G Vigor2925 series
Username |
Passwaord
Lagin
Tl 20 Dra k Il Rights | T
LINUX

1. internete baglamn
WAN Interface’nin g¢evrimigi oldugundan ve Router’in public bir IP adresine sahip oldugundan emin olun.
2. internetten erisime izin ver

System Maintenance >> Access Control'e gidin. Internet Access Control’de, internetten erigsmek istediginiz yonetim
araylizl i¢in “Enable” i segin. (CLI i¢gin SSH, Web Ul HTTPS erisimi). Yukaridaki yapilandirma ile, Router’in web
yonetim sayfasina internetten https: // [Vigor3900'in WAN IP] adresini kullanarak erisebilirsiniz.
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System Maintenance == Access Control == Access Control

Access Control Fail to Ban Access Barrier

Default: Disable Auto-Logout - Enable (s Disahle
Uze Validation Code _ Enable (s Disable
Customized Login Image : Enable = Disable

v Internet Access Control

Apply to WAN Interface : wani, wan2, usbi,... |» X
Web Allow Enable (= Disable
Telnet Allow Enahble (& Disable
S55H Allow : # Enable | Disable
HTTPS Allow : # Enable | ) Disable
FTP Allow : Enable () Disable
SAMEBA Allow : Enable (s Disable
Server Certificate - Default hs

3. (Onerilen) Erisim Listesini Ayarla
Uzaktan erisimi yalmizca belirli bir IP ile sinirlamak igin, Access List’i etkinlestirin, ardindan remote hostun public

IP'sini IP List’e ekleyin. Asagidaki yapilandirma sadece IP 1.2.3.4'teki hostun Router’e WAN'dan erisebilecegi
anlamina gelir. (Remote Access peer de statik bir public TP yoksa, se¢enek devre disi birakilmalidir.)

Access List w0 Enable | Dizable
]
| E} Add U Save Profiie Humber Limi - 16
P Subnet Mask

IP List : |1.2.3.4 255.255.255.255 |

4. (Onerilen) Degisim yonetimi baglanti noktasi

Daha yiiksek giivenlik i¢in, management(y6netim) portunu degistirebilirsiniz. Yonetim portunu degistirirseniz, IP
adresinden sonra port numarasini belirtmeniz gerekecektir. Ornegin, asagidaki yapilandirma ile Router’in ydnetim
sayfasina https: // [Vigor3900'in WAN IP]: 4433 {izerinden erisebilirsiniz.

Management Port Setup

Web Port : a0 Default:30
Telnet Port : 23 Default:23
5$5H Port : 2222 Default:22
HTTPS Port : 4433 Default:443
55L VPN Port : 443 Default:443
FTP Port : 21 Default:21
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