DrayTek metfast’

Bekleme Modunda Yiiksek Kullamlabilirligi Kullanma

Yiiksek kullanilabilirlik(HA),Network Administrator’un donamim yedeklemesi i¢in ag bagka bir Router’e
yonlendirmesini saglayan bir 6zelliktir.Bekleme Modunda,birincil ve ikincil Router aymt WAN kaynagini paylasir ;
ancak,genellikle yalnizca birincil ¢evrimigidir. Birincil Router agagi indiginde, ikincil belirir ayn1t WAN hattin1 ¢evirir
ve LAN istemcilerine internet servisi saglamaya devam eder.

DrayOS

DrayOS modelleri igin,HA bekleme modunda ¢alisan iki VigorRouter aynt WCF lisans anahtarin1 paylasabilir ve
birincilde yapilan yapilandirma otomatik olarak ikincil ile senkronize edilir.Bu makale, HA Hot-Standby Mode’da iki
Router’in nasil kurulacagint ve WCF lisans anahtarini paylagmak i¢in MyVigor’da bir grup olusturmayi gosterecektir.
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Birincil Router Yapilandirmasi

1. Birincil Router tizerinde Application >> High Availability’e gidin,

a. Group ID:Aymi numaraya sahip routerler aym1 HA grubunda olacaktir.Varsayilan deger 1’dir,burada
varsayilan olarak birakabiliriz.

Priority ID:Bir HA grubun da, en biiyiik sayiya sahip router birincil olacaktir.

Authentication Key:Ttim HA iiyeleri ayni anahtara sahip olmalidir.

d. Management Interface:Uyeler arasinda iletisim i¢in paketler secilen arabirim iizerinden gonderilecektir .En
iyi iletisime sahip olmak ve giivenlik amaciyla, daha az kesinti olan bir arayiiz se¢cmenizi Oneririz.
Senaryomuzda LAN1’i yalmzea High Availability (Yiiksek Kullanilabilirlik) i¢in ayirdik ve diger tiim LAN
istemcilerini LAN2 ~ LANS’e yerlestirdik.

e. Update DDNS:Dinamik WAN IP kullanicilari igin, bu islevi etkinlestirin ,bdylece ikincil router birincil hale
gelip WAN’1 ¢evirdiginde, yeni WAN [P adresini de ayn1 DDNS profiline giinceller, bdylece aginiz ayni
DDNS ile erisilebilir bir domain olur .

f. Syslog:Tim High Availability goreli glinliiklerini syslog’da gdstermeyi saglar.

g. High Availability’e katilmak igin LAN Subnet’i etkinlestirin.Donanim fazlaligi yalmzca secilen LAN
subnetleri icin gecerli olacaktir. Virtual IP ,LAN istemcisinin gateway IP’si olarak kullanilacak IP’dir.
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Applications >> High Availability

[ Enable High Availability
Redundancy Method Hot-Standby

General Setup Config Sync | Status | Set to Factory Default |
d. Group ID 1 {1-255)
D . priority 1D 15 (1-30)
C . Authentication Key draytek {Max. 31 characters allowed)
d. Management Interface Lant [
£ . Update DDNS Enable
f . Syslog @ Enable
g. Index Enable Virtual IP
LAN1 192.168.1.1
LAMNZ 19216821
LANS 192.168.3.1
LAMN4 192,168.4.1
LANS 192.168.5.1
DMZ 0.0.0.0

2. Yapilandirmayi ikincil Router’e periyodik olarak giincellemek i¢in Config Sync sekmesine gidin Enable Config
Sync’i isaretleyin.

General Setup Config Sync | Status | Setto Factory Default |

Enable Config Sync { Max. Sync to 10 routers )
Canfig Sync Interval:

Day o B
Hour o B
Minute 15 B

3. LAN IP yapilandirmas: LAN >> General Setup,
e IP Address:Virtual IP’den farkli olmak zorundadir .HA akranlar1 ayni Priority ID’ye sahipse, birincisi
LAN IP’si i¢in daha kiiciik bir numara vardir, bu yiizden birincil numarada daha diigiik bir numaraya
sahip bir IP kullanmaniz1 6neririz.
e Gateway IP:LAN IP ile ayn1 olmalidir ve not, DHCP istemcilerine saglanan gergek gateway IP’sinin
Virtual IP olacagim belirtir.
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LAN >> General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAMN 1 IPvE Setup
Metwork Configuration DHCP Server Configuration
For NAT Usage ©Enable Server ~ Disable Server
IP Address 192.168.1.2 a. Enable Relay Agent
Subnet Mask 255 255 266.0 Start IP Address 192.168.1.10
IP Pool Counts 200
RIP Protocol Control Disable Gateway IP Address 182.168.1.2
(Replaced by HA Virtual IP 192.168.1.1)
Lease Time 85400 (s}
Clear DHCPF lease for inactive clients periodically
DMS Server IP Address
Primary IF Address 588
Secondary IP Address  8.8.4.4

ikincil Router i¢in
1. Application >> High Availability’e gidin ve Priority ID disinda benzer bir HA yapilandirmasina sahip olun.
Priority ID ,birincil Router’den daha diisiik olmalidir.
@ Enable High Availability
Redundancy Method Hot-Standoy |5

General Setup Config Sync | Status | Setto Factory Default |

Group ID 1 (1-255)
Priority ID 10 (1-30)
Authentication Key draytek (Max. 31 characters allowed)
Management Interface LANT
Update DDNS Enable
Syslog Enable

Index Enable Virtual IP

LAN1 162.168.1.1

LANZ 192.168.2.1

LAN3 152.168.3.1

LAN4 192.168.4.1

LANS 192.168.5.1

DMZ 0.0.0.0
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4. LAN IP yapilandirmasi igin LAN >> General Setup béliimiine gidin.IP’nin birincil Router’den farkli (daha
biiyiik) olmasi gerektigine dikkat edin.

LAN => General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LANM 1 IPvE Setup

Network Configuration DHCP Server Configuration

For MAT Usage D Enable Server ~ Disable Server

| IP Address 19216813 | Enable Relay Agent

Subrniet Mask 955 956.955.0 Start IP Address 192.168.1.10
- | IF Pool Counts 200
RIP Protocol Control Disable E Gateway IP Address 826813
(Replaced by HA Virtual IP 192.168.1.1)

Lease Time 85400 (5)
Clear DHCP lease for inactive clients periodically
DNS Server IP Address
Primary IP Address 8888
Secondary IP Address 8844

Birden fazla LAN’mz varsa ,IP cakismasi 6nlemek i¢in her LAN’1n birincil ve ikincil Router’ler de farkl bir IP
yapilandirmasi olmalidir.

Subnet Primary Router Secondary Router Virtual IP
LAN1 192.168.1.0 192.168.1.2 192.168.1.3 192.168.1.1
LAN2 192.168.2.0 192.168.2.2 192.168.2.3 192.168.2.1
LAN3 192.168.3.0 192.168.3.2 192.168.3.3 192.168.3.1
LANX 192.168.x.0 192.168.x.2 192.168.x.3 192.168.x.1

5. Tim fonksiyonlar dogru bir sekilde ayarlandiktan sonra , her iki Router’in de birbiriyle iletisim kurmaya
baslamas1 ve hangisinin birincil olmas1 gerektigine karar vermesi ve konfigiirasyonu senkronize etmesi icin LAN
yOnetim araylizlerini birbirine baglariz.

NOT:Router’i ,yonetim LAN subnetinin port iiyesi olan bir porta bagladiginizdan emin olun.Bunu LAN>>VLAN
iizerinden onaylayabilirsiniz. Bu 6rnekte 5. portu kullanabiliriz.
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LAN >= VLAN Configuration
VLAN Configuration
EEnable
LAN Wireless LAN VLAN Tag

P1 P2 P2 P4 SSID1 SSID2 SSID3 SSID4  Subnet Enable VID  Priority
mun N1 B o o B
VLAN1 Nz B 200 o
VLAN2 ] LAN 3 300 o
VLAN3 ] LAN 4 400 0
VLAN4 uns B B00 o B
VLANS LAM1 o o
VLANG LAM1 o o
VLANT vt B o o B

7. Status sayfasmi ziyaret ederek High Availability durumunu kontrol edebiliriz. Iki Router ilk kez baglant1 kurdugunda,
yapilandirmayi birincilden ikincile esitlediklerini gérebiliyoruz (ikincil Router tizerinde "Progressing" gosteriliyor).

[PUCU: Uzak Router’in bilgilerini giincellemek i¢in "Renew"e tiklayin, local Router’in bilgisini giincellemek icin
"Renew"e tiklayin.
Diagnostics >> High Availability Status

| Details | HASetup | Renew | Refresh |

Status| Router Nama| IPv4 | State |Stable WAN Config Sync Status | Cached Time |
O V2935 _A 192.168.1.2 | Primary s At Least One Up - Eth | Ready  Syne =
0 |v2:258B 192.168.1.3 | Secondary | Yes | All WANs Down Pragressing 5 min up

8. Routers ayni konfigiirasyona sahip oldugunda, Config Sync Status’da "Equal" i gosterir.

[PUCLARI: Router , 2. adimda belirledigimiz zaman araligia ulastiginda senkronize edilmemis herhangi bir degisiklik
olup olmadigini kontrol eder. "Sync" diigmesini tiklatarak senkronize etmeye zorlayabiliriz. Ikincil router config
senkronizasyonundan sonra yeniden baslatilir.

Diagnostics >> High Availability Status

| Details | HASetup | Renew | Refresh

Status| Router Name| IPv4 | State |Stable| | config Sync Status | Cached Time |
O | vz92s A 192168.1.2 | Primary | Yes | At Least One Up - Eth | Ready  sSync -
O |vzors g 192.168.1.3 | Secondary | Yes | All WaANs Dawn || Equal | 3 min & cec
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. Details sayfasini da kontrol edebiliriz.

Diagnostics >> High Availability Status => Details

[ Local Router ] | Back | HASeiup | Renew | Refresh |

V2925_A 19 l.iﬁﬂ.l.

State Stable WAN Config Sync Status Cached Time
Primary Yes At Least One Up - Eth Ready syne -
-
{MAC 00:1d:aa:c6:4b:d8 HTTPs Port 4430
IMﬂdﬂl Vigor2925vn Firmware Version 3.8.2
|Enab|e High Avallability | On Redundancy Method Hot-Standby
[Group ID 1 Priority ID 15
Authentication Key draytek Management Interface | LANI
|Update DDNS On
LANL 192.168.1.1
LAaNZ 192.168.2.1
Virtual IP On LANZ 152.168.3.1
LAMN 192.168.4.1
LAMNS 192.168.5.1
|Enable Config Sync Cn Config Sync Interval 0 Day 0 Hour 15 Minute
[ Other Router ]
Secondary

V2925_B 192.168.1.3

State Stable WAN Config Sync Status Cached Time
Secondary Yes All WANs Down !l Progressing 5 min up
-
|MAC 00:1d:aa:be:92:60 HTTPs Port 4430
[Model Vigor2925vn Firmware Version 3.8.2
|Enable High Availability an Redundancy Method Hot=Standby
Group ID 1 Priority 1D 10
Authentication Key draytek Managemeant Interface LANL
|Update DDNS Off
LAML 192.168.1.1
LANZ 192,168.2.1
Virtual IP On LANZ 192.168.3.1
LAMNg 192.168.4.1
LANS 192.168.5.1
|Enah|e Config Sync on Config Sync Interval 0 Day 0 Hour 15 Minute
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WCF Lisansim Paylasma

10. Simdi Router’ Ie( ayarlandi, WCF lisansiniz varsa, MyVigor'da bir grup olusturabilirsiniz, béylece bu Router’ler ayni
lisans1 paylasabilir. Ik 6nce myvigor.draytek.com adresinde oturum agin, High Availability Settings 'i bulun ve Add
New'e tiklayin.

D apout us

l My Information m
= My Product Delete Group Name Router's HA Group ID  Set HA Device
= My Passwand
= My Sattings

= High Mvailabiifty Settings

11. Bir Group Name verin, Router’in HA ayarlariyla aynt HA Group ID secin ve HA Device agcilir meniisiinde iiye
Router’leri segin.

NOT: Sadece bu MyVigor hesabi altinda kayitli cihazlar listelenir. HA akranlar1 ayn1 hesaba kaydedilmelidir.
Group Name :  High Availabiity Group 1

Router's HAGroup ID : o001

HA Device 01 .  seisct.. B
HA Device 02 :  select..
HA Device 03 :  salect..
HA Device 04 :  select... B
HA Device 05:  select.. B
HA Device 06:  select... B
HA Device 07 :  select.. B
HA Device 08 :  select... &

Save Cancel
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12. Profili kaydedin, grup girigini gorebiliriz.

D about us
Add Maw
o My Informatian
= My Product Router's HA Group ID  Set HA Devica
Ol 4 DrayTek Haadquarters oo E @
= My Settings

= High Awnilability Settings
= Acoourit Disabled | Deleted

¥ Vigor Series
J Eustomer Survey

LINUX

B Vigor3900_A
l’| \’] LAN1 IP: 192.168.10.1 Master
s et Virtual IP: 192.168.10.254
DY\
|’ l’] LANZ IP 192.168.20.254
[T
l’| \" Vigor3900_B
| —a = Backup

T T a0 LAN1 IP: 192.168.10.2 9
’»' ’» LANZ IP 192.168.20.254 Closed by HA
|’@* l%é'!‘- Closed by HA

Master goes down

Vigor3900_A
Master = Fail
i LAN/WAN/Hardware fail
l’| "I LAN1 IP; 192.168.10.1 v
% @" LAN1 : ’
|’I l’] LANZ IP 192.168.20.254 A
' . Closed by HA
§ Vigor3900_B
l’| "I LAN1 IP: 192.168.10.2 Backup I+ Master

S il adl ] virtual IP: 192.168.10.254
S
|’§ ) lglgb LANZ IP 192.168.20.254

High Availability yapilandirmadan once, her Router’de LAN profilleri ve VLAN ID yapilandirmalarin1 asagidaki
kurallara gore ayarlamamz gerekir:

1. Farkli Router’ler arasindaki ilgili LAN'm LAN profili adi ve VLAN ID’si AYNI olmalidir.
2. Router’ler , HA Management LAN'daki FARKLI IP adreslerine sahip olmalidir.
3. Router, HA Management olmayan LAN {izerindeki AYNI IP adresine sahip olmalidir.

Bu senaryoda, LAN1'i HA Management LAN olarak kullaniyoruz, bu nedenle LAN1'deki her Router’in IP adresi farkli
olmalidir. Diger HA Management olmayan LAN tizerindeki IP adresleri de ayni1 olmalidir. Boylece, IP adresleri ayarlar
sOyle olacaktir:
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- Vigor3900_Master: LAN1 (HA-LAN) - 192.168.10.1, LAN2 - 192.168.20.254
- Vigor3900_Slave: LAN1 (HA-LAN) - 192.168.10.2, LAN2 - 192.168.20.254

Master Router Kurulumu
1. Applications >> High Availability >> Hot-Standby Profile Setup’a git,
e HA LAN Profili i¢in "lan1" segin.
Priority ID'yi 1 olarak girin, ki bu en yiiksek onceliktir.
Gateway i¢in Virtual IP 192.168.10.254 girin. Virtual IP, lanl aginda bir IP olmalidir

Input Group ID 1 (Diger Router ayni Group ID’ye sahip olmalidir)
Apply’a tiklayin.

Applications >> High Availability >> Hot-Standby Profile Setup a

High Availability Global Setup | Hot-Standby Profile Setup | Active-Standby Profile Setup | HA Status

HA LAN Profile lan1 -

Priority ID : 1 1 has highest priority
Virtual IP for Gateway : 192.168.10.254

Group D : 1

HA Status

2. Applications >> High Availability >> High Availability Global Setup’a git:

e Enable High Availability isaretle

e Redundant Method i¢in " Hot-Standby " segenegini segin

e Input Authentication Key (Diger Router ayni Authentication Key sahip olmalidir; aksi halde yapilandirma
senkronizasyonu basarisiz olur.)

e Advance Preemption Mode i¢in " Immediate " secenegini segin

o WAN Connection Status Detection i¢in " Enable " i se¢in
LAN Port Status Detection i¢in " At Least One Up " segenegini segin

Applications >> High Availability >> High Availability Global Setup a@

High Availability Global Setup | Hot-Standby Profile Setup | Active-Standby Profile Setup |  HA Status

[¥] Enable High Availability

Redundant Method : Hot Standby L
Authentication Key : draytek
Advance Preemption Mode : .|mrnediale N

WAN Connection Status Detection: (s Enable () Disable

LAN Port Status Detection : Disable w
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Slave Router Kurulumu

3. Once IP Adresini degistirmek igin LAN >> General Setup >> lanl profile (HA-LAN profili) gidin, LAN IP Master
Router’den farkli olmalidir.

General Setup

Profile (max length:7) : lan2

Enable

Description : (Optional)
VLANID : 20

Priority(802.1p) : 0 »

Default MAC Address : » Enable Disable

IPv4 Protocol static

Mode : MAT w |If choose ROUTING mode, packets will not do MAT operation at any WAN sides | =
IP Address : 192.168.20.254

Subnet Mask : 255255 255.0/24 &
Connection Detection Mode : | None i

DHCP Server : » Enable Disable

DHCP Start 1P : 192.168.20.10

DHCP End IP: 192.168.20.110

NOT: Master ve Slave Router’lerini yalmizca yonetim araytiziindeki farkli IP adreslerine ayarlayin, LAN'larin geri
kalaninin IP adresleri her iki Router’de de ayni olmalidir. LANT1'i yonetim arayiizii olarak alan 6rnek:

Subnet Master Router Slave Router
LANT
. . 92.168.1.0 G92.168.11 192.168.1.2
Management Interface
LANZ 59216820 152.168.2.254 152.168.2.254
LANZ 92.1683.0 1592.168.3.254 152.168.3.254
LANX 192.168.x.0 192.168.x.254 192.168.x.254

4. Applications >> High Availability >> Hot-Standby Profile Setup’a git , ve

e HA LAN Profili i¢in lanl se¢in

e Priority ID 1 ile yapilandirilmis diger Vigor3900'imiiz oldugundan, Priority ID 2 olarak girin.

e QGateway icin Virtual IP Girisi 192.168.10.254 (Virtual IP, diger Router’deki Virtual IP ile ayni olmalidir)
Input Group ID 1 (diger Router’deki Group ID ile ayni olmalidir)

e Apply’a tiklayin.
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ast

Applications >> High Availability >> Hot-Standby Profile Setup d,

High Availability Global Setup | Hot-Standby Profile Setup | Active-Standby Profile Setup HA Status

HA LAN Profile : lan1 N
Priority 1D : 2 1 has highest priority
Virtual IP for Gateway : 192.168.10.254

Group 1D : ]

HA Status :

5. Applications >> High Awvailability >> High Availability Global Setup’a git

e Enable High Availability segenegini isaretleyin

Redundant Method i¢in Hot-Standby ‘i secin

Input Authentication Key (Authentication Key , diger Router ile ayni olmalidir.)

Advance Preemption Mode i¢in " Immediate " segenegini segin

WAN Connection Status Detection icin " Disable " secenegini secin (Hot-Standby modunda, Master ve Slave
Router ayni internet baglantisim1 paylastigindan, bu, Slave cihazinin WAN baglantis1 basarisiz oldugunda
LAN'lar arasi ¢calismaya devam etmesini saglamak i¢indir.)

e L AN Port Status Detection i¢in" Disable "1 secin

Applications == High Availability >> High Availability Global Setup d,

Hiagh Availability Global Setup | Hot-Standby Profile Setup | Active-Standby Profile Setup HA Status

Enable High Availability

Redundant Method : Hot Standby v
Authentication Key : draytek

Advance Preemption Mode Immediate v
WAN Connection Status Detection : Enable (» Disable

LAN Port Status Detection : Disable ¥

6. Yukaridaki yapilandirmalar1 tamamladiktan sonra, her iki Router’in LAN'in1 baglayabiliriz, ardindan yapilandirma
senkronizasyonu baslayacaktir. Slave Router, LAN IP, HA konfigiirasyonlari, Administrator Password ve Router Name
hari¢ tiim Master konfigiirasyonlarmi yedekler ve geri yiikler. Liitfen WAN'1 su anda Slave routere baglamayn.
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7. config senkronize edildikten sonra, Slave Router yeniden baslatilir. HA Status’u , Applications >> High Availability
>> HA Status’dan kontrol edebiliriz.

Applications >> High Availability >> HA Status @

High Availability Global Setup | Hot-Standby Profile Setup | Active-Standby Profile Setup HA Status

Auto Refresh : |10 Seconds | v &N Renew

Group ID Priority ID IP Router Name Redundant Meth.. HA Status Detail
1 1 1 192.168.10.1 Vigor3900_A Hot-Standby Master E3
2 1 2 192.168.10.2 Vigor3g00_B Hot-Standby Backup E

Detail’e tiklatarak daha fazla cihaz bilgisi gorebiliriz.
Applications >> High Availability >> HA Status @
High Availability Global Setup | Hot-Standby Profile Setup || Active-Standby Profile Setup | HA Status

Auto Refresh: |10 Seconds |+ M Renew

Group ID Priority ID IP Router Name Redundant Meth_. HA Status Detail

1 1 1 192.168.101 Vigor3go0_A Hot-Standby Master '_|
2 1 Detail %] by Backup 3

Group ID 1

Priority ID i |

IP :192.168.101

Router Name : Vigor3goo_A

Redundant Method : Hot-Standby

HA Status : Master

MAC :0050:7Te7 cd:50

Firmware Revision : 7020

HA-LAN Profile Jlani

Virtual IP :192.168.10.254

Sync Status : Provider

WAN Status . At Least One Up

OK

8. Master, WAN veya LAN Fail Event'i karsiladiginda veya kapatildiginda, Priority ID 2'ye sahip Router yeni Master
olacaktir.

Applications >> High Availability >> HA Status @

High Availability Global Setup | Hot-Standby Profile Setup | Active-Standby Profile Setup HA Status

Auto Refresh: 10 Seconds | v N Renew

Group ID Friority ID IP Router Name Redundant Meth.. HA Status Detail
1 1 1 192.168.10.1 Vigor3goo_A Hot-Standby WAN_Failed |
2 1 2 192.168.10.2 Vigor39oo_B Hot-Standby Master '_|
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9. Master routerin firmware yiikseltirken, Slave Router otomatik olarak ayni firmware verSiyonuna yiikseltir. Siireg:

1. Master, yeni firmware uygulamak i¢in yeniden baslatilir.

2. Master devrede ve HA bilgilerini backup Router ile degistiriyor.

3. Slave Router cihaz yazilimi versiyonunun farkli oldugunu tespit eder.

4. Slave Router, firmware Master Routerden indirir ve ardindan kendini otomatik olarak ytikseltir.

Caonfirm *

Firmware upgrade success, reboot system for applying firmware
0 change now?
[High Availability]
Backup router will upgrade to this Firmware autematically after
Master reboot

OK Cancel
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