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Router’in Syslog'u Toplamyor

Syslog, sorun giderme i¢in yararl bilgiler saglar. Syslog'u toplamanin birkag¢ yolu vardir: Syslog Explorer, Syslog'u
gozden gecirmek ve indirmek i¢in hizli bir yol sunarken, USB diskine kaydetme, Router’in daha fazla giinliik tutmasina
izin verir ve daha fazla bilgi icerir. Syslog Explorer veya USB Uygulamasini desteklemeyen bazi modellerde, Syslog'un
tamamuini toplamak i¢in Syslog Yardime1 Programini( Syslog Utility) kullanabiliriz.

Syslog Explorer Diagnostics >> Syslog Explorer'a gidin, Enable Web Syslog’u isaretleyin ve bir Syslog Type
secin; Router giinliikleri kaydetmeye baslayacaktir. Syslog dosyasini kaydetmek i¢in, litfen Export’a tiklayin.
Ardindan, web_syslogxxxxxxxx adl1 bir dosya bilgisayarmiza indirilecektir, burada xxxxxxxx gegerli tarihtir.

Diagnostics >> Syslog Explorer

Web Syslog USB Syslog
¥ Enable Web Syslog Export | Refresh | Clear |
Syslog Type Firewall ¥ | Display Mode | Always record the new event v

Time Message
2015-02-06 06:43:17 [Pass][Unknown DNS query type][Hostname=]
2015-02-06 05:46:21 [Pass][Unknown DNS query type][Hostname=]
2015-02-06 05:26:59 [Pass][Unknown DNS query type][Hostname=]

[CSM_DNSF][Pass][@S:R=13:1, 192,168.1.10: 1043~
>http://ads.yahoo.com: 53] [DNS] [HLen=20, TLen=59]

[CSM_DNSF][Pass][@S:R=13:1, 192,168.1.10: 1047~
>http: //www.gstatic,.com: 53] [DNS][HLen=20, TLen=61]

[CSM_DNSF][Pass][@S:R=13:1, 192,168.1.10: 1043-
>http://apis.gooale.com: 53] [DNS][HLen=20, TLen=61]
[CSM_DNSF][Pass]l[@5:R=13:1, 192,168.1.10:1025-
=http: //www.google.com: 53] [DNS][HLen=20, TLen=60]
[CSM_DNSF][Pass)l{@S:R=13:1, 192,168.1.10:3607-
>http://ssl.gstatic.com: 53] [DNS]) [HLen=20, TLen=61]

[CSM_DNSF][Pass)[@S:R=13:1, 192,168,1.10:3607-
>http: //clients4.google.com: 53] [DNS] [HLen=20, TLen=65]

2015-02-06 04:06:51

2015-02-06 04:05:41

2015-02-06 04:05:41

2015-02-06 04:05:41

2015-02-06 04:05:41

2015-02-06 04:02:18

Syslog'u USB Diske Kaydetme

1. Router’in USB baglant1 noktasina bir USB disk yerlestirin ve Router’in USB Application >> USB Device Status
sayfasi araciligiyla algiladigini kontrol edin.

USB Application >> USB Device Status

Disk Modem Printer Sensor | Refresh |
USB Mass Storage Device Status

Connection Status: Disk Connected | Disconnect USB Disk |
Write Protect Status: No

Disk Capacity: 3829 MB

Free Capacity: 2705 MB  Refresh
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2. USB Disk i¢in Enable Syslog Access : System Maintenance >> Syslog/Mail Alert Setup’a gidin,

Syslog Access Setup igin Enable’yi isaretleyin
USB Diski Syslog icin kontrol edin

Toplamak istediginiz Syslog mesajlarini se¢in
Uygulamak i¢in OK’a tiklayn.

2o oo

System Maintenance >> SysLog / Mail Alert Setup

SysLog / Mail Alert Setup

SysLog Access Setup

Mail Alert Setup

@ Enable Enable | Send a test e-mail
Syslog Save to: SMTP Server
| Syslog Server SMTP Port 25
Mail To

Router e DrayTek Return-Path
Server IP Address Use SSL
Destination Port 514 Authentication
Mail Syslog _ Enable Username
Enable syslog message: Password

¥ Firewall Log Enable E-Mail Alert:

¥/ VPN Log ¢ DoS Attack

¥/ User Access Log v APPE

¥/ 'WAN Log “ VPN LOG

v

|_Router/DSL information APPE Sianatiire

3. Giinliikler hazir oldugunda, USB diskteki yeni bir Syslog klasoriine kaydedilirler. Dosyalar1 USB Application >> File
Explorer'dan kontrol edebilir ve dosyayi ¢ift tiklayarak bilgisayariniza indirebilirsiniz.

USB Application >> File Explorer

File Explorer
5 ;5 &

| Name Size 1 Delete ‘ Rename
] SysLog x% &)
__| System Volume Information % =

Sistem giinliigii Program

‘ Current Path: /

Syslog Tool yiiklii olan herhangi bir bilgisayar Syslog sunucusu olabilir. Degilse Products > DrayTek Utility’den
indirebilirsiniz. Syslog Tool ile Syslog toplamak i¢in liitfen asagidaki adimlar1 gerceklestirin:

1. Router'da Syslog Access'i etkinlestirin: System Maintenance >> Syslog/Mail Alert Setup,’a gidin,

Syslog Erisim Kurulumu i¢in Etkinlestir'i isaretleyin

Syslog i¢in Syslog Server Secin ve Kaydedin

Server IP Adresi i¢in Syslog Tool’u c¢alistiran bilgisayarin IP'sini girin.
Toplamak istediginiz sistem giinliigli mesajlarin secin.

Uygulamak icin OK’a tiklayin.

® o0 o
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SysLog / Mail Alert Setup

SysLog Access Setup Mail Alert Setup
Enable end a test e-ma
Syslog Save to: SMTP Server
¢ Syslog Server| SMTP Port 25
USB Disk -
ail To
Router Name
Return-Path
|Server IP Address 192.168.1.11 ]
T Use SSL
Destination Port 514 gy
. Authentication
Mail Syslog Enable
Username
Enable syslog message:
¥ Firewall Log Password
¥ VPN Log Enable E-Mail Alert:
¥ User Access Log ¥ DoS Attack
¥ Call Log v IM-P2P
Y WAN Log < VPN LOG
¥ Router/DSL information APPE Signature
AlertLog Setup
Enable
AlertLog Port 514

Note: 1. Mail Syslog cannot be activated unless USB Disk is ticked for "Syslog Save to".
2. Mail Syslog feature sends a Syslog file when its size reaches 1M Bytes,
3. We only support secured SMTP connection on port 465,

| OK | Clear

2. Bilgisayarda Syslog Tool’u ¢alistirin. Sonra:

a. Router’in LAN IP adresini se¢in.
b. WAN Interface’yi seginiz.
¢. Ihtiyag duydugunuz giinliikleri topladiktan sonra, dosyay1 kaydetmek icin Save diigmes ine tiklayin.

Sorun Giderme: Yazilimda herhangi bir oturum agmadiysaniz, litfen UDP port 514'ii engelleyen bir kural olup
olmadigin1 gérmek igin hem Router’deki hem de Syslog sunucusundaki (bilgisayar) firewall policy kontrol edin .
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ADSL Status
Mods

DrayTek

WAN Information
C . %Ii‘ tﬁﬁ:} );' Ol A[is2811 zl TXRate  RXRa
o | ¥igor 2860vn b-lwmz '] =
Sog Pier LAN Information
Kenord: ~ O TXPackets  RXPackets WANTP (FPP0E)  Gateway [P (PPPoE)
Aoy to: [u v| [ Refresh | | 2% | 32089 | msaensai2r [ 168.95.98.254
Frewall | v | User Access | Cannecson | wan | pex | oers
System Tieve Router Tiwe Host Message -
201305-25 171703 Sep 2509:17:0%  Vigar Local User (MAC=F8-1A67-03-7-59); 192.168. 1. 10:630 16 -> 203,177.740.222: 29012 ("CF |
201309-25 1721703 Sep 250%:17:04  Viger Local User (MAC#F3-1A67-03-77-59): 192. 168, 1,10:64015 -> 111,242, 102,43:52515 (TCP)
01309-25 17:17:03  Sep 2509:17:08  Vigor Local User (MAC »F3-1A6703-75-59); 192,168, 1, 10:64017 +> 123.192.44.157:9359 (TCP) ( = |
201309-25 1%16:27 Sep250%:16:28  Vigor Local User (MAC»F8-14-67-03-7F-55): 192.168,1,10:64017 -> 123,192.44,157:5343 (TCP) | |
20130025 1%:16:27  Sep 2509:16:27  Vigor Local User (MAC=F8-1A-57-03-7F-59): 192.168,1,10:57015 -> 157.55.235,147:443 () | |
201305-25 1716:27  Sep2503:16:27 Vg Local User (MAC=MS-1A-67-03-79-55): 192.168. 1, 10: 57015 -> 157.55. 130, 16%: 443 {L0F)
013909-25 17:16:27 Sep 2509:16:27  Vigee Local User (MAC»F3-1A-67-03-7-59); 192,168, 1, 10:64016 -> 203,177.240.222: 29012 (TG
201309-25 17:16:27  Sep2509:16:27  Vigar Local User (MAC=F3-1A-67-03-7F-55): 192.168.1,10:64015 -> 111,242, 102.48:52515 (TCP)
201309-25 17:16:27 Sep 250%:16:27  Vigor Local User (MAC »F8-1A67-03-7F-59): 192,168, 1,10:57015 -> 92.83.54, 107: 15435 (U0P)

201309-25 17:16:27 Sep 2509:16:27  Vigor Local Usar (MAC=FB-1A67-03-77-58): 192,183, 1, 10:57015 - 82 65, 183, 39:49780 (L0F)
201309-25 1%16:27  Sep 2509:16:27  Vigor Local User (MAC=FS-1A-67-03-79-55): 192. 168, 1. 10: 57018 -> 76.88. 174, 195:63992 (U0P)
2013409-25 17:16:27  Sep 2509:16:27  Vigee Local User (MAC=F8-1A67-03-7F-59): 192,168, 1, 10:57015 -> 75.54.22, 129: 34872 (L0P)
201309-25 17:16:15  Sep 250%:16:16  Vigr Lol User (MAC=FS-1A67-03-7-59): 192. 168, 1. 10: 57015 -> 157.56. $2.20:40013 {U0F)
201309-2517:14:19 Seo250%:14:19  Vigor Local User: 74, 125,31, 202:443 -> 192,168.1,10:63992 (TCP) doze connection

20130925 121419 Sep 25091419 Vigor Local User: 74.125.31, 190:443 -> 192, 158, 1, 10:6399 1 (TCP) dose connecton

201309-25 17:23:38  Sep2509:13:38 Vigoe Local User (MACwF8-1A-67-03-7F-59); 192, 168, 1, 10: 57015 -> 64.4.23. 185:40015 £.0)
201309-25 17213:36  Sep 2509:13:37 Vigar Local User (MAC=FS-1A67-03-7F-59); 192,163, 1, 10:57015 -> 157,55.56, 143:40010 (LOP)

201309-25 1721331 Sep 25031331 Vi Local User (MAC=FS-1AE7-03--55): 192, 168, 1. 10163515 -> 157.56.184.8:445 (TCP) dos
2013409-25 17:13:31  Sep 2509:13:31  Viger Local User (MAC»F3-1A-67-03-77-59): 192168, 1, 10:64014 -> 157,56.194,8:443 (TOP)
20130525 17:13:31  Sep 2509:13:31  Vigor Local User (MAC #F8-1A-67-03-77-59); 192.168.1. 10 DNS ~> 168.95. 1. 1 Inquire dub-m.hotms _
AN AN NP AT BN P NP AR ANAL Aaas Faanl L hans AEALS R 4 h AN W PAL AT PR 4 SARBIT o AN A 4 e e e A e b

¢ " »

System Tens: Tieve tag from the computes which runs the sysiog applcation

S yslog Uity |

Router Tene: Tene tag from router

State Up Speed Domn Speed SN Margn Loop Att

l

3. Bir agilir pencere olacaktir. Save current log to a file’1 secin, Log File name ve path(yol) girin ve kaydetmek i¢in

OK’a tiklaym.
bLog Save - ﬂ
I Q) Save current log to a fie l
Record log to 2 file in real time
Record log to muitiple fies
Log Fie name D:\User\DesktopSysiogDBLog 1.log
Graph File name [ ] |
(VPN Graph, Traffic Graph) |
|
Auto isunch i ayls |
Record Time Limit |
No Record Time Lisnit |
|
0 i
, |
|
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