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ZYXEL VMG VE VIGOR ROUTER ARASINDA IPSEC VPN

Bu uygulama notu, Vigor router ve Zyxel VMG router arasinda nasil IPsec VPN tiineli kurulacagini gostermektedir.
Vigor Router'mm 192.168.24.0/24 IP adresinde LAN alt agina sahip oldugunu ve Zyxel VMG'nin 192.168.1.0/24
adresinde oldugunu varsayalim.

Vigor Router Ayarlar:
1. VPN and Remote Access >> IPsec General Setup sayfasina gidin ve Pre-Shared Key girin.
VPN and Remote Access >> |Psec General Setup

VPN IKE/IPsec General Setup

Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).
IKE Authentication Method
Pre-Shared Key seareass

Confirm Pre-Shared Key =~ seessnee
IPsec Security Method
Medium (AH)
Data will be authentic, but will not be encrypted.

High (ESP) DES [@3DES [@AES
Data will be encrypted and authentic.

oK Cancel

2. VPN and Remote Access >> LAN to LAN sayfasina gidin ve uygun bir indexe tiklayin,
e Profile name girin.
e Enable this profile’: etkinlestirin.
o Call Diection i¢in “Dial-in” segenegini segin.

3. Dial-In Settings

Allowed Dial-In Type

Username 7?7
PPTP Password(Max 11 char)
V] Compression © On  Off
L2TP with IPsec Policy nNone [
IKE Authentication Method
Specify Remote VPN Gateway + Pre-Shared Key
Peer VPN Server IP IKE Pre-Shared Key

Digital Signature(X.509)
or Peer ID Mone &
Local ID
O Alternative Subject Name First
Subject Name First

IPsec Security Method

v Medium(AH)
High(ESP) ~ DES . 3DES . AES
4. TCP/IP Network Settings
My WAN IP 0.0.0.0 RIP Direction Disable E
WV P 0.0.0.0 ;rom first subnet to remote network, you have to
o

Remote Network IP 192.168.24.1 Route a
Remote Network Mask 255.,255.256.0
Moocal Mobwork 10 10716814 Change default route to this VPN tunnel { Only
single WAN supports this )

Local Network Mask 255.255.255.0

More

e Dial-in Settings’de IPsec Tunnel izin verin.
e TCP/IP Network Settings > Remote Network IP/Mask’da VMG Router’in LAN’1n1 girin.
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3. Dialdn Settings

Allowed Dial-In Type

PPTP
IPsec Tunnel '
L2TP with IPsec Policy Hone

>

Specify Remote VPN Gateway
Peer VPN Server IP

or Peer ID

Username 77?
Password(Max 11 char)
V) Compression © on  Off

IKE Authentication Method
+ Pre-Shared Key
IKE Pre-Shared Key
Digital Signature(X.509)
None o
Local ID
D Alternative Subject Name First
Subject Name First

IPsec Security Method
7 Medium(AH)
High(ESP) + DES .~ 3DES v AES

4. TCP/IP Network Settings

My WAN IP 0.0.0.0

|Remote Gateway IP 00.00

Remote Network IP 192.168.24.1
Remote Network Mask
[eocal-plobuorlc T

255.255.255.0

102160811

Local Network Mask 255.255.256.0

Maore

RIP Direction pisable )

From first subnet to remote network, you have to
do

Route

Change default route to this VPN tunnel ( Only
single WAN supports this )

Zyxel VMG Router Ayarlar

1. IPsec VPN Setup sayfasina gidin ve Add New Connection’a tiklayn.
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Active’i igaretleyin.

IPsec Connection Name girin.
Remote IPsec Gateway Address’de Vigor Router’in WAN IP’si ya da Domainini girin.
Tunnel access from local IP addresses i¢in Subnet’i se¢in ve Vigor Router’in LAN’1n1 girin.
Pre-Shared Key girin.

IPSEC VPN Add

[PActive
IPSec Connection Name

Remote IPSec Gateway Address (IP or Domain

Name)

Tunnel access from local IP addresses

IP Address for VPN

IP Subnetmask

Tunnel access from remote IP addresses

IP Address for VPN

IP Subnetmask
Protocal

Key Exchange Method
Authentication Method
Pre-Shared Key
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client

vigor.vpnserver.net

Subnet 2]
192.168.24.1
255.255.255.0

Subnet E
192.168.1.1
255.255.255.0

ESP

Auto(IKE) &)

Pre-Shared Key ﬁ

presharedkey
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2. IKE Advanced Settings’de more’a tiklayin.
e Mode i¢in “Main” i se¢in.
e Phase 1 Encryption Algorithm’i “AES128 SHA1 G2” olarak ayarlayin.
o Phase 1 Key Lifetime’1 86400 olarak ayarlayin.
e Phase 2 Encryption Algorithm’i “AES128 SHA1” olarak ayarlayn.
e Phase 2 Key Lifetime’1 3600 olarak ayarlayin.

Advanced IKE Settings
NAT_Traversal

Phase 1

Mode

Encryption Algorithm

Integrity Algorithm

Select Diffie-Hellman Group for Key Exchange
Key Life Time

Phase 2

Encryption Algorithm

Integrity Algorithm

Perfect Forward Secrecy(PFS)

Key Life Time

Dial VPN

IPsec VPN Monitor sayfasina girin ve Trigger’a tiklayin.

IPSec VPN

o T

metfast’

less

Enable E

Main B

AES -128 |5

sHAT |

1024bit(DH Group 2)
86400 Seconds

AES -128 &)

sHAT |4
None E

3600 Seconds

The status of IPSac Tunnal is displayed on this page. You can trigger the IPSec Tunnel or change its status by dicking the buthen in the table.

Monitor

Refresh Interval : e Refrash [

Status :

118.166.168.105

192.168.24.1 16216811 Trigger

VPN baglandiktan sonra VPN durumunu gorebiliriz.

IPSec VPN
BT Moniter

The status of IPSac Tunnal is displayed on this page. You can triggar the IPSec Tunnel or chenge its status by dicking the button in the tabla.

Monitor
Refrash Interval :

o Refresh [

Status :

jm ] cliant

192.168.241 192.168.1.1 Discannect
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VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds : 10 E Refresh

E Dial

VPN Connection Status
Current Page: 1 Page No. Go e
. Tx Tx Rx Rx
VPN Type Remote IP  Virtual Network Pkts Rate(Bps) Pkts Rate(Bps) UpTime
[ seier} A,’EES_‘;CHR;“RELh T 192.168.24.1/24 650 4554 693 432 0:0:37  Drep

xxxxxxxx : Data is encrypted.
x000xx ¢ Data isn't encrypted.
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