DrayTek metfast’

iKi VIGOR ROUTER ARASINDAKI IPSEC VPN UZERINDEN L2TP

Bu not, asagidaki topolojiyle iki Vigor Router arasinda IPsec iizerinden L2TP'nin nasil kurulacagini gosterecek.

VPN Server VPN Client

LAN:192.168.1.1 LAN:192.168.92.1

VPN Server Kurulumu

1. IPsec pre-shared key ayarlayin: VPN and Remote Access >> IPsec General Setup sayfasina gidin. Pre-Shared
Key girin ve dogrulaym. Ardindan uygulamak i¢in OK’a tiklayin.

VPN and Remote Access => |[Psec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).
IKE Authentication Method

-ip Mone ¥

Pre-Shared Key
Pre-Shared Key vore
Confirm Pre-Shared Key sees

¥ Medium (AH)
Data will be authentic, but will not be encrypted.

High (ESP) ¥IDES # 3DES ¥ AES
Data will be encrypted and authentic.

| OK | | Cancel

2. VPN profilini ayarlaym: VPN and Remote Access >> LAN to LAN sayfasina gidin ve yeni VPN profili
olusturmak i¢in uygun bir index numarasina tiklaym.

VPN and Remote Access >> LAN to LAN o
LAN-to-LAN Profiles: | Set to Factory Default |
View: @® Al Trunk
Index Name Active Status Index Name Active Status
@ 272 ==s 17. 97 ===
2. 7 ] --- 18. 7?7 ) -
3. 777 ==s 19. 77?7 ==

3. Profil ad1 girin ve “Enable” 1 isaretleyin. Call Direction igin “Dial-in” se¢enegini se¢in.
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VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name Server | Call Direction ' Both ' Dial-Out '® Dial-in
¥ Enable this profile L Always on
Idle Timeout 0 second(s)

VPN Dial-Out Through : :

i _OUt i : L/ Enable PING to keep IPsec tunnel alive
| WAN1 First v |
— - PING to the IP
[ Bt A A T ) i
Netbios Naming Packet '® Pass ‘' Block
Multicast via VPN Pass '® Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

1. Dial-In Settings’de "L2TP" se¢in ve IPsec Policy’i "Must" olarak ayarlayin, Username and Password girin.
| |

3. Dial-In Settings

Allowed Dial-In Type

Username dray

PPTP Password(Max 11 char) s

o,

| —ARsecTUMME] V) Compression ® on O Off
(| ¥ L2TP with IPsec Policy | Must > .
T merTommel IKE Authentication Method

¥ Pre-Shared Key

" Specify Remote VPN Gateway LIKE Pre-Shared Key |

Peer VPN Server IP | Digital Signature(X.509)
None ¥

or Peer ID Local ID

® Alternative Subject Name First

' Subject Name First

IPsec Security Method
¥ Medium{AH)
High(ESP) ¥ DES ¥ 3DES ¥ AES

i e et

2. TCP/IP Network Settings’de Remote Network IP/ Mask’da VPN istemcisinin LAN IP’sini ve Mask’1in1 girin.
Uygulamak i¢in OK’a tiklayn.

5. TCP/IP Network Settings

My WAN IP 0.0.0.0 RIP Direction Disable v
Remote Gateway IP 0.0.0.0 From first subnet to remote network, you have to
do

Remote Network IP 192.168.92.1

|Route +
Remote Network Mask |255.255.255.0

| IPsec VPN with the Same Subnets

Local Network IP 192.168.1.1
Local Network Mask 255.255.255.0 Change default route to this VPN tunnel { Only
single WAN supports this )
More |
oK | Clear | Cancel
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VPN Client Kurulumu

4. VPN Client Router’da VPN profilini ayarlaym: VPN and Remote Access >> LAN to LAN sayfasina gidin ve
yeni VPN profili olusturmak i¢in uygun bir index numarasina tiklayn.

VPN and Remote Access >> LAN to LAN o
LAN-to-LAN Profiles: | Set to Factory Default |
View: @ 7] Trunk

Index Name Active Status Index Name Active Status

@ 777 17. ?7?

3 277

2. 777 ) === 18. ?7? L —

19. 7 =22

5. Common Settings’de profile name girin ve etkinlestirin, Call Direction i¢in “Dial-out” se¢enegini se¢in.

Profile Index : 1
1. Common Settings

Profile Name CPE

Call Direction Both ®' Dial-Out Dial-in

¥/ Enable this profile Tunnel Mode GRE Tunnel
Always on

VPN Dial-Out Through Idle Timeout 0 second(s)

WANT First v )
Enable PING to keep IPsec tunnel alive

2-192 s WA v

PING to the IP
Metbios Naming Packst '® Pass Block
Multicast via VPN Pass '® Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

6. Dial-Out Settings’de,
a. "L2TP" secin ve IPsec Policy’i “Must” olarak ayarlayin.
b. Server IP/Host Name for VPN’de VPN sunucusunun IP’sini veya domain adini girin.
c. VPN sunucusunda yapilandirilan Username, Password ve IKE Pre-Shared Key’i yazin.

2. Dial-Out Settings
Type of Server | am calling

Username dray

PFTP Password(Max 15 char) s

IPsec Tunnel PPP Authentication

55SL Tunnel ] Compression ® On Off

IKE Authentication Method
® Pre-Shared Key
| IKE Pre-Shared Key | oo

Server IP/Host Name for VPN.
(such as draytek.com or 123.45.67.89)

IP/Domain name of VPN server

Server Port (for SSL Tunnel): 443 Digital Signature(X.509)
Peer ID None v
Local ID

7. TCP/IP Network Settings’de, Remote Network IP/ Mask’da VPN sunucusunun LAN IP’sini ve Mask’in1 girin.
Uygulamak igin OK’a tiklayin.
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5. TCPI/IP Network Settings

My WAN IP 0.0.0.0 RIP Direction Disable v
Remote Gateway IP 0.0.0.0 From first subnet to remote network, you have to
do

Remote Network IP 192.168.1.1
Remote Network Mask 255.255.255.0

Route v
L IPsec VPN with the Same Subnets

Local Network IP 192.168.92.1
Local Network Mask 265.265.265.0 ' Change default route to this VPN tunnel { Only
single WAN supports this )
| More |
| OK .| Clear | | Cancel

VPN Tiinel Kurulumu
1. Simdi VPN Client routerinin VPN and Remote Access >> Connection Management sayfasina gidin ve VPN’i
baglatmak i¢in Dial 6gesini se¢in. VPN tiineli bagarili bir sekilde kurulduktan sonra asagidaki gibi VPN durumunu

gorebiliriz.

VPN and Remote Access == Connection Management

Dial-out Tool Refresh Seconds : | 10 ¥ | Reiresh |
General Mode:|(CPE ) Mt 21 211 212 v| Dial |
Backup Mode: ¥ | Dial
Load Balance Mode: ¥ | Dial
VPN Connection Status
Current Page: 1 Page No. Go | | >
VPN T Remote P Virtual Network 1% Tx Rx Rx  upTi
ype emo IMUAlNEIWOrX pits Rate(Bps) Pkts Rate(Bps) P '
1 L2TP oL TR P AN e
( CPE ) 3DES-SHA1 Auth via WANZ 192.168.1.1/24 0 0 1 3 0:2:20 . Drop .

xxxxxxxx : Data is encrypted.
wxxxxxxx : Data isn't encrypted.
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