DrayTek metfast’

DRAYTEK ROUTERLARI ARASINDA IPSEC TUNELiI MAIN MODU (DINAMIK IP'Li iISTEMCI)

Bu makale, VPN istemcisi dinamik bir public IP adresi kullandiginda iki Vigor Router arasinda Main Modda bir IPsec
Tiineli'nin nasil kurulacagini agiklamaktadir. NAT'in arkasinda bulunan VPN istemcisi i¢in liitfen Aggresive modda IPsec
VPN'i kullanin.

DrayOS
VPN Server Kurulumu

1. VPN and Remote Access >>IPsec General Setup sayfasina gidin ve General IPsec Pre-Shared Key’i
konfigiire edin. Burada yapilandirilan Pre-Shared Key, dinamik IP adresleri kullanan tiim IPsec Main mod VPN
istemcilerinin kimligini dogrulamak i¢in kullanilacaktir.

VPN and Remote Access >> |Psec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).
IKE Authentication Method
Certificate for Dial-in MNone r

General Pre-Shared Key

Pre-Shared Key senanees

Confirm Pre-Shared Key rerenene
Pre-Shared Key for XAuth User

Pre-Shared Key Max: 64 characters

Confirm Pre-Shared Key
IPsec Security Method
¥ Medium (AH)
Data will be authenticated, but will not be encrypted.

High (ESP) # DES ¥ 3DES ¥ AES
Data will be encrypted and authenticated.

| cance

2. Es VPN istemcisi router1 i¢in VPN and Remote Access >> LAN to LAN sayfasinda VPN LAN-to-LAN profili
olusturun vr yeni bir profil eklemek i¢in kullamilabilir bir indexe tiklayin.

VPN and Remote Access >> LAN to LAN o
LAN-to-LAN Profiles: | Setto Factory Default |
View: © aj Trunk
Index Enable Mame Remote Status Index Enable Name Remote Status
Network Network
J 777 --- 17. = 77 ==
@ J 297 --- 18, T —
3. | ?7? === 18. 77 —
4. ' ?77? -== 20. 777 ==
5. - 797 === 21. = 777 --=
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3. Profili asagidaki gibi diizenleyin:

a. Enable this profile’ isaretleyin.

b. Call Direction igin Dial-In segenegini segin.

c. VPN istemcisinin arayacagi WAN Interface’ini segin.
d. Idle Timeout’u O saniye olarak degistirin.

e. Dial-In Settings’de IPsec Tunnel’e izin verin.

3. DialIn Settings

Allowed Dial-In Type

FPTF
¥ IPsec Tunnel |
IPsec XAuth
L2TP with IPsec Policy MNone v
SSL Tunnel

Specify Remote VPN Gateway
Peer VPN Server IP

or Peer ID Max: 47 characters

Username 777
Password(Max 11 char) Max: 11 characters

V] Compression * Dn Off

IKE Authentication Method
¢ Pre-Shared Key
IKE Pre-Shared Key |
Digital Signature(Xx.509)
None v
Local ID

Max: 64 characters

* Alternative Subject Name First

Subject Mame First

f. TCP/IP Network Settings’de Remote Network IP and Mask i¢in VPN istemcisinin kullandigi IP

subnetini girin.

g. VPN profilini kaydetmek i¢in OK’a tiklayin.

5. TCP/IP Network Settings

My WAN IP

Remote Gateway IP

0.0.0.0
0.0.0.0

Remote Network IP

Remote Network Mask

192.168.1.0
255,2566.260.0/24  ~

Local Network IP
Local Network Mask

VPN Client Kurulumu

192.168.239.0
255.255.255.0/24  ~

More

1. Benzer sekilde VPN and Remote Access >> LAN to LAN ¢da profil olusturun.

e Profile Name girin.
e Enable this profile’ isaretleyin.

o Call Direction i¢in Dial-Out se¢enegini segin.

e Always On’u isaretleyin.

1. Common Settings

Profile Name toServer

|f Enable this profile |

VPN Dial-Out Through
.
Ly e
Netbios Maming Packet ® Pass Block
Multicast via VPN Pass '® Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Call Direction Both|® Dial-Out | Dial-in
Tunnel Mode GRE Tunnel
Idle Timeout -1 second(s)

Enable PING to keep IPsec tunnel alive
PING to the IP

www.netfast.com.tr

www.draytek.com

E-mail: teknik@netfast.com.tr

Tel: (312) 232323




metfast’

e Dial-Out Settings’de IPsec Tunnel’i segin.

e Server IP/Host Name for VPN’de VPN sunucusunun WAN IP’sini veya domain adin1 girin.
e VPN Server’da yapilandirilan ayn1 IKE Pre-Shared Key’i girin.

e |Psec Security Method’da Advanced’a tiklayin.

2. Dial-Qut Settings

Type of Server | am calling

PPTP

| ® IPsec Tunnel IKEw1 M
L2TP with IPsec Policy None M
SSL Tunnel

Server IP/Host Name for VPN.
(such as draytek.com or 123.45.67.89)

NI TTLIE |

Server Port (for SSL Tunnel): 443

IKE Advanced Settings’de:

Username 777

Password Max: 15 characters

PPP Authentication | PAP/CHAP/MS-CHAP/MS-CHAPYZ v
V] Compression * 0On Off

IKE Authentication Method
® Pre-Shared Key
| IKE Pre-Shared Key |~ [sese
Digital Signature(X.509)
Peer ID Mone v
Local ID
* Alternative Subject Name First

Subject Name First
Local Certificate None v

IPsec Security Method

Medium(AH)
* High(ESP) AES with Authentication v

¢ |KE phase 1 mode i¢in Main Mode segin.
e Phase 1 and phase 2 proposal’in security metodalarmi kullandigindan emin olun.

o Kaydetmek i¢in OK’a tiklayin.

IKE advanced settings

IKE phase 1 mode(IKEv1)

IKE phase 1 proposal Encryption
IKE phase 1 proposal ECDH Group
IKE phase 1 proposal Authentication

IKE phase 2 proposal
IKE phase 1 key lifetime
IKE phase 2 key lifetime
Perfect Forward Secret
Local ID

* Main mode

Auto v
Gi1d »
SHAZ256 -

AES128_[SHA1,MD5,5HA256] v

28800 (900 ~ 86400)
3600 (600 ~ 830400}
* Disable

TCP/IP Network Settings’de Remote Network IP ve Remote Network Mask’da VPN Server’in LAN Network’iini

girin. Profili kaydetmek i¢in OK’a tiklayn.
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net

5. TCP/IP Network Settings

My WAN IP 0.0.00

Remote Gateway IP 0.0.00

Remote Network IP 192.168.239.0

Femote Network Mask 2552552550/24  ~

Local Network IP 192.168.1.0

Local Network Mask 255.2552550/24 v
| More

Yukaridaki konfigiirasyonlar tamamlandiktan sonra VPN Istemcisi IPsec tiinelini otomatik olarak cevirir. VPN durumunu
VPN and Remote Access >> Connection Management sayfasindan kontrol edebiliriz.

VPN and Remote Access >> Connection Management

Dial-out Tool | Refresh |
General Mode: | ( toServer ) i = E) B B v | Dial |
Backup Mode: v | Dial |
Load Balance Mode: u | Dial |

VPN Connection Status

All VPN Status =~ LAN-fo-LAN VPN Status Remote Dial-in User Status

Virtual Tx Tx Rx Rx
VPN Type RemoteIP \etwork  Pkts Rate(bps) Pkts Rate(bps) “P1Me
) e : 192.168.239.0/24 1 72 ’ %

0:0:28 | Drop
xxxxxxxx : Data is encrypted.
wxxxxxxx : Data isn't encrypted.

Linux
VPN Server Kurulumu

1. VPN and Remote Access >> IPsec General Setup sayfasina gidin, Preshared Key girin ve VPN istemcisinin
arayacagl WAN Profilini se¢in. Burada yapilandirilan Preshared Key, dinamik IP adresleri kullanan tiim IPsec
Main mod istemcilerinin kimligini dogrulamak i¢in kullanilacaktir. Baska bir deyisle, birden fazla VPN istemcisi
oldugunda, burada yapilandirilan VPN sunucusuyla ayni IPsec Preshared Key’i kullanmalar1 gerekir.
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VPN and Remote Access >> IPsec General Setup

IPsec Genaral Setup

~
Preshared Key sesnbatess \{Max 46 characters)
IPsec User Preshared Key | sssressans {(Only for XAuth, Max 46 characters)
(AN Profile wan1, wanz2 b
User Authentication Type . | Local w | (Local'Radius support IPsec XAuth/EAF
DHCP LAN Profile : lan »
IKE Port : 500
MAT-T Port : 4500
IPsec M35 : 1300
Security Method - [V|DES  [V|3DES [V]AES

2. VPN and Remote Access >> VPN Profile >> IPsec’e gidin. Yeni bir profil eklemek i¢in Add’e tiklayn.

e Basic sekmesinde, Profile name girin ve profili etkinlestirmek i¢cin Enable’y isaretleyin.

e Auto Dial-Out ve For Remote Dial-In User ayarlarini Disabled olarak birakin.

e Dial-Out Through igin VPN istemcisinin arayacagt WAN Interface’ini secin.

e Local IP /Subnet Mask’da VPN Server’in Local Network IP’sini ve subnetini girin.

¢ Remote Host’da 0.0.0.0 IP’sini kullanin. (Remote Host IP 0.0.0.0 VPN istemcisi bir dinamik IP adresi
ile oldugu zaman bu VPN profili herhangi Peer IP adresini kabul eder ve uygun oldugu anlamina gelir.)

e Remote IP/ Subnet Mask’da es VPN routerinin LAN agin1 girin.

e IKE Protocol i¢in IKEV1 ve IKE phasel i¢cin Main Mode segenegini se¢in.

e Pre-Shared Key’i Empty olarak birakin.

o Profili kaydetmek i¢in Apply’a tiklayin.
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IPsec
Profile : Server
/| Enable
[ Basic Advanced || GRE || Proposal | Multiple SAs |
Auto Dial-Out Enable | » Disable
For Remote Dial-In User Enable | = Disable
Dial-Out Through : I-.,-.ranz v | (@ Default WAN IP WAMN Alias Il
Failover to | »
Local IP ! Subnet Mask : 182 168 2390 255255 255 0/24 o
Local Next Hop - 0.000 (0.0.0.0 - default gateway)
Remote Host : 0.0.0.0
Remote IP / Subnet Mask . 192 168.1.0 255255 255.0/24 w
. E} Add E Save
IP Subnet Mask
More Remote Subnet No
IKE Protocol IKEw1 v
IKE Phase 1 : » Main Mode Aggressive Mode
Auth Type : PSK v
Preshared Key : (If Aggressive mode is dis
Security Protocol _ESP v

VPN Client Kurulumu

1. VPN and Remote Access >> VPN Profile >> IPsec’e gidin. Yeni bir profil eklemek i¢in Add’e tiklayin.
e Basic sekmesinde, Profile name girin ve profili etkinlestirmek i¢in Enable’r isaretleyin.
e Auto Dial-Out i¢in Enable’r isaretleyin.
e VPN istemcisinin, Dial-Out Through’dan tiineli arayacagit WAN Interface’ini secin.
e Local IP /Subnet Mask’da VPN istemcisinin local Network IP’sini ve subnetini girin.
e Remote Host’da VPN Server’in WAN IP’sini veya Domain adin1 girin.
e Remote IP/ Subnet Mask’da Es VPN sunucusunun LAN agin1 girin.
¢ IKE Protocol i¢in IKEV1 ve IKE phasel i¢in Main Mode segenegini segin.
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e Pre-Shared Key’i Empty olarak birakin.
o  Profili kaydetmek i¢in Apply’a tiklayin.

Profile : toHC

Basic | Advanced || GRE | Proposal [ Muttipte sAs |
Auto Dial-Out - # Enable Disable Always Dial-Out W
For Remote Dial-ln User Enable (e Disable
Dial-0ut Through : |wan1 v s Default WAN IP WAMN Alias IP
Failoverto - | v
Local IP/ Subnet Mask - 19216810 255 255 255 0/24 W
Local Next Hop : 0.0.0.0 {0.0.0.0 : default gateway)
Remote Host : HEKK
Remote IP / Subnet Mask @ 192 168 2390 255255 265 (/24 s
Ly Add [E] save
P Subnet Mask
More Remote Subnet ! NO items
IKE Protocol : |IKEu1 ~
IKE Phase 1 » Main Mode Aggressive Mode
Auth Type - |F'5K w
Preshared Key : PEEERERE (If Aggressive mode is disablec
Security Protocol - Esp v

Yukaridaki konfigiirasyonlar tamamlandiktan sonra VPN Istemcisi IPsec tiinelini otomatik olarak ¢evirir. VPN durumunu
VPN and Remote Access >> Connection Management sayfasindan kontrol edebiliriz.

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




DrayTek metfast’

VPN and Remote Access >> Connection Management >> Connection Management

Connection Management History
Dial-Out tool
e IPsec PPTP SSL  Profiles : v £3 Connect &% Refresh  Auto Refresh : |1 Minute v White -Da

| 1] ]

VPN Connection Status
Search S| Search B Sea... | By Search B Search B Search S| Search S| Search B Search B Search xR
VPN Type Interface = Remote IP Virtual Network Up Time RX Rate TX Rate RX Byte TX Byte

1 toHQ IPsec/AES_... wanl IFC AN 192.168.239.0/24 00:01:30 0(bps) 0(bps) 1.14 (KB) 3.56 (KB)
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