DrayTek hetfast’

CISCO RV SERILERi VE DRAYTEK ARASINDA IPSEC VPN

Bu makale, Cisco RV Router ve DrayTek Router arasinda IPsec LAN to LAN VPN’inin nasil olusturulacagini
gostermektedir.

Cisco RV Router Ayarlan
Vigor Router i¢in VPN >> Gateway to Gateway sayfasinda bir VPN profili olusturun.

o Interface igin Vigor Router'in oldugu Interface'i segin
o Keying Mode i¢in IKE with Preshared key se¢enegini segin.
o Local Group Setup’da Vigor Router'a baglamak istediginiz Cisco RV Router'm local IP Subnet’ini girin.

Getting Started
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o Remote Group Setup’da Remote Security Gateway Type i¢in “IP Only” kullanin ve IP Address i¢in Vigor
Router’m WAN IP’sini girin.

o IP Address ve Subnet Mask i¢in Vigor Router’in LAN IP Subnet’ini girin.

o Kullanmak istediginiz IPsec kurulumunu segin, bu ornekte IKE phasel igin AES256_SHAL_G5 ve IKE phase2
icin AES256_SHAZ1, Perfect Forward Secret olmadan kullaniyoruz ve Preshared Key 12345678 dir.

| .Sl Remote Group Setup
| Setup Wizard :
Systam Summary Remote Security Gateway Type: IF Only |
| - . .
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| Port Management
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|+ Log Perfect Forward Secrecy: |
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Phase 2 Authentication; [2Ha1 -]
Fhase 2 SA Lifslime: {3600 | sec{ Range: 120-28800, Defaull: 3600 )
Minirmum Preshared Key Complexity: [ Enable
Presharad Hey: 123EETE
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DrayTek Router Ayarlan
DrayOS

1. VPN and Remote Access >> LAN to LAN sayfasina gidin ve uygun bir indexe tiklayin.
o Profile Name girin.
o Enable the profile etkinlestirin.
o Call Direction i¢in "Dial-Out" segenegini segin.

VPN and Remote Access >> LAN to LAN

Profile Index : 4
1. Commaon Settings

Profile Name Cisco Call Direction ) Both ® Dial-Out ) Dial-in
| Enable this profile Tunnel Mode ) GRE Tunnel
_1 Always on

VPN Dial-Out Through
| WANI First w
[1-1 1 WAIlIE |
Metbios Naming Packet ® Pass (UBlock
Multicast via VPN Pass @ Block

(for some IGMP,IP-Camera, DHCP Relay..etc.)

Idle Timeout 0 | second(s)

_| Enable PING to keep IPsec tunnel alive
FING to the IP

o Dial-Out Settings’de "IPsec Tunnel" se¢enegini segin.
o Server IP/Host Name i¢in Cisco Router’in WAN IP’sini ya da domain adin1 girin.
o Cisco Router’da yapilandirilan Preshared Key’i girin.
o IPsec Security Method i¢in High (ESP)’de AES with authentication segenegini se¢in ve Advanced’de
tiklayin.
2. Dial-Out Settings
Type of Server | am calling Username 777
) PPTP Fassword({Max 15 char)
® IPsec Tunnel PPF Authentication PAP/CHAP/MS-CHAP/MS-CHAPYZ
[} L2TP with IPsec Policy Mone V1 Compression on Off
) sSL Tunnel

IKE Authentication Method

Server IP/Host Name for VPN. ® Pre-Shared Key _

(such as draytek.com or 123.45.67.89) IKE Pre-Shared Key (ssssenss

i A8 e Ay fiwe WANIP of Cisco router O Digital Signature(X.509)

Server Port (for SSL Tunnel): 443 Paar ID Mone
Local ID

Alternative Subject Name First
[_'Subject Name First
Local Certificate Mere

IP=ec Security Method

2 Medium(AH)
® High(ESF) IAES with Authentication ~|

Advanced

Index(1-15) in Schedule Setup:
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o Cisco Router’daki IPsec ayarlarini eslestirin.

IKE advanced settings

IKE phase 1 mode(IKEv1) * Main mode I Aggressive made
IKE phase 1 proposal Auta r

IKE phase 2 proposal AES128_[5HA1MDE, SHAZ5GE] *

IKE phase 1 key lifetime 28800 {900 ~ B6400)

IKE phase 2 key lifetime 3600 (600 ~ 85400)

Perfect Forward Secret ® Disable | Enable

Local ID

Note: If you select "Auto” in IKE phase 1 proposal, the router will send the following proposals to negotiate with the
remote site. The propasals include: DES_(MDS/SHA)_G1, 3DES_MDS5_G1, 3DES_MDS5_G2, 3DES_{MD5/SHA)_GS,
AES128_MDS_(G2/G5), AES256_SHA_(G2/GS), AES256_SHA_G14

OK Close

o  TCP/IP Network Settings’de Remote 1P/Mask’da Cisco Router’in LAN IP Subnet’ini girin.
o Kaydetmek i¢in OK’a tiklayn.

5, TCP/IP Metwork Settings

My WAN IP 0.0.0.0 | RIP Direction [Disable -
Remote Gateway IP lo.0.0.0 | From first subnet to remote network, you have to do
Remote Network IP 192.168.1.1 | [Route -
Remote Network Mask |255,255.255.0 | [C] 1Psec WPM with the Same Subnets
Lacal Netwark 1P [192.168.66.1 '

ocal Hetwo k | [[] change default route to this WPN tunnel { Only
Local Netwark Mask 255.255.255.0‘ | active if ane sing|e WAN is up :]

Mare

OK Clear Cancel

2. Profil etkinlestirildiginde, Vigor Router VPN'i otomatik olarak baglatmaya caligir. Ancak, el ile VPN aramak igin,
VPN and Remote Access >> Connect Management sayfasinda IPsec profili se¢in ve Dial’e tiklayn.

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds : Ilﬂ_v Refresh
General Mode: ( Cisco ) BEL foudr T ~ | Dial
Backup Mode: | ~| Dial
Load Balance Mode: ~| Dial

3. VPN basariyla baglandiktan sonra, asagidaki baglant1 durumunu gorebiliriz.

VFN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds : :10 ~| Refresh
General Mode: [ Cisco ) EE.TEAT. 32 ~ | Dial
Backup Made: | ~  Dial
Load Balance Mode: | ~ | Dial

VPN Connection Status

Current Page: 1 Page No, Go -
Virtual Tx Tx Rx Rx
VPN Type Remote IP Network  Pkis Rate(Bps) Pkis Rate(Bps) - "¢
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Linux

1. VPN and Remote Access >> VPN Profiles ‘a gidin ve yeni bir profil olugturmak i¢in IPsec sekmesindeki Add’e
tiklayin.
o Profile’r etkinlestirin.
Dial-Out Through i¢in Cisco Router’in bulundugu WAN Interface’sini se¢in.
Local IP/Subnet Mask’da Vigor Router’in Local IP’sini veya Subnet’ini girin.
Remote Host i¢in Cisco Router’ i WAN IP adresini veya Domainini girin.
Remote IP/Subnet Mask’da Cisco Router’in Network IP’sini ya da Subnet’ini girin.
Cisco Router’da girilen Preshared Key’i girin.

O O O O O

VPN and Remote Access >> VPN Profiles >> IPsec

| IPsec PPTP Dial-out PPTF Dialin | SSL Dial-out | SSL Dial-in GRE

| @ aga| & ean [ Delete B Rename 4™ Retresh

IPsec
Profile : Cisco
[¥| Enable
Basic Advancad GRE Proposal Multiple SAs
Auto Dial-Out - () Enable @ Disable
For Remote Dial-in User : () Enable (@ Disable
Dial-Out Through - wan1 L # Default WAN IP WAN Alias IP
Failover to: [ |
Local IP / Subnet Mask - 192.168.101.0 255.255.255.024 )
Local Next Hop © 0.0.00 (0.0.0.0 : default gateway)
Remote Host : Cisco WAN IP
Remote IP | Subnet Mask . 192.168201.1 255.256.255.024 v
@ Add [5] save Profile Number Limit: 16
P Subnet Mask

More Remote Subnet : No items to show.

IKE Protocol IKEv1 i

IKE Phase 1 (8 Main Mode () Aggressive Mode

Auth Type = [v

Preshared Key m (If Aggressive mode is disabled and Remote Host IP is 0,0.0.0 then the Preshared Key is instead set via IPsec General Setup,
Security Protocol ESPiV

2. Proposal sekmesinde Cisco Router’daki IPsec ayarlartyla eslesmesi i¢in IKE Proposal se¢in ardindan kaydetmek
icin Apply’a tiklayn.

IPsec

Profile : Cisco

Enable

Basic Advanced GRE Proposal Multiple SAs
IKE Phase1 Proposal [Dial-Out] : AES256 G5 w
IKE Phase1 Authentication [Dial-Out] : |SHA1 v
IKE Phase Proposal [Dial-Out] : AES256 with auth bd
IKE Phase2 Authentication [Dial-Out] : | SHA1 v
Accepted Proposal [Dial-In] : acceptall v
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3. Profil etkinlestirildiginde, Vigor Router VPN'i otomatik olarak baslatmaya caligir. Ancak, VPN'yi manuel olarak
aramak i¢in, VPN and Remote Access >> Connect Management sayfasinda IPsec profili segin ve Connect’e
tiklayin.

VPN and Remote Access >> Connection Management >> Connection Management @
Connection Management History
Dial-Out tool

] : Purple JKEvV2 Tunnel.
e IPsec ( PPTP _ SSL Profiles: Cisco v | 43 Connect % Refresh  AutoRefresh: 1 Minute *| White :Data isn't encrypted.

4. VPN basariyla baglandiktan sonra, agagidaki baglant1 durumunu gorebiliriz.

VPN and Remote Access >> Connection >>C i 2]
Connection Management | History
Dial-Out tool

@ IPsec (PPTP () SSL Profiles : v 43 Connect &M Refresh  AutoRefresh: |1 Minute v White :Data isn't énc&p(ed EINIG I S e

VPN Connection Status

Search S| Search S Search & Search S Search S| Search B Search S Search ® Search B{Search *

VPN Type Interface Remote IP Vitual Network  Up Time RX Rate TXRate RX Byte TX Byte Operation
1 Cisco IPsec/3DES_H.. wanl JINATRRAT  172.16.2.0/24 01:39:20 0(bps) 0(bps) 6.10 (MB) 4.91 (MB) | Y| &
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