DrayTek metfast’

DRAYTEK ROUTERLARI ARASINDA IKEv2 VPN KURMA

IKEv1'den gelistirilen IKEv2, yeni bir VPN protokoliidiir ve dnceki siiriimden ¢ok daha fazla gelistirmeye sahiptir. IKEv1
ile karsilastirildiginda, IKEv2 daha kararlidir, baglantiy1 daha giivenli hale getiren en yeni sifreyi destekler ve kurulmasi
daha kisa siirer ve point-to-point protokolii kaldirarak IKEv2'nin baglanti kurmasi daha kisa siirer.

Bu makale iki Vigor Router arasinda nasil IKEv2 VPN kurulacagini géstermektedir.

DrayOS
VPN Server (Dial-In) Ayarlari

1. VPN and Remote Access >> IPsec General Setup sayfasina gidin.
a. Pre-Shared Key girin.
b. Pre-Share Key Confirm’e tekrar girin.
c. OK’atiklaym.

VPN and Remote Access >> IPsec General Setup

VPN IKE/IPsec General Setup

Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).
IKE Authentication Method
Certificate for Dial-in Naone v
Pre-Shared Key

Pre-Shared Key

Confirm Pre-Shared Key
IPsec Security Method

¥ Medium (AH)
Data will be authentic, but will not be encrypted.

High (ESP) 4 DES ¥ 3DES ¥ AES
Data will be encrypted and authentic.

OK Cancel

2. VPN and Remote Access >> LAN to LAN sayfasina gidin ve uygun bir indexe tiklayin.
a. Enable this profile etkinlestirin.
b. Call Direction i¢in Dial-in se¢enegini segin.

VPN and Remote Access == LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name Server Call Direction Baoth Dial-Qut '= Dial-in
¢ Enable this profile Tunnel Mode GRE Tunnel

Always on
VPN Dial-Out Through Idle Timeout 0 second(s)
WANT First ' Enable PING to keep IPsec tunnel alive
Metbios Naming Packet ® Pass Block PING to the IP
Multicast via VPN Pass '® Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

c. Dial-in Settings’de IPsec Tunnel’e izin verin.
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3. Dial.In Settings

Allowed Dial-In Type Username 297
| FETP Fassword(Max 11 char} Max- 11 characters
# IPsec Tunnel W1 Compression & On Off
—I 1Psec XAuth
| LZTP with IPsec Policy | Mone ' IKE Authentication Method
_ SSL Tunnel ¥ Pre-Shared Key
IKE Pre-Shared Key | Max: 64 characters
| Specify Remote VPN Gateway Digital Signature(X.509)
Pear VPN Server IP Mone *
] Local ID

or Peer ID |Max: 47 characters = Alternative Subject Name First

- Subject Name First

IPsec Security Method
' Medium(aH)
High({ESE) # DES ¥ 3DES ¥ AES

d. Remote Network IP ve Mask igin i¢in VPN Server tarafindan kullanilan IP Subnet’ini girin.
e. OK’atiklaym.

5. TCPI/IP Network Settings

My WAN IP 0.0.0.0 RIF Direction Disable d
Rermote Gateway IP 0.0.0.0 From first subnet to remote netwark, you have to do
Route ¥
Remote Network IP 192, 168.60.1 .
IPsec VPN with the Same Subnets
Remote Network Mask 255265 255.0
Local Network IP 192.168.62.1 ) Change default route to this VPN tunnel { Only
Local Network Mask 255.255.255.0 active if one single WAN is up )
Moare
QK Clear Cancel

VPN Client (Dial-Out) Ayarlari

3. Benzer sekilde, VPN and Remote Access >> LAN to LAN’da bir profil olusturun.
a. Profile name verin.
Enable this profile etkinlestirin.
Call Direction i¢in Dial-Out sec¢enegini segin.
Type of Server igin IPsec Tunnel ve IKEV2 segeneklerini segin.
Server IP/Host Name for VPN’de VPN sunucusunun WAN IP’sini ya da domain adin1 girin.
VPN sunucusunun Pre-Shared Key’ini girin.

-~ Do o0 o
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1. Common Settings

Profile Mame Client Call Direction Bothl . Dial—outl Dial-in

¥ Enable this profile Tunnel Made GRE Tunnel
Always on
WP Dial-0ut Thraugh Idle Timeout 300 second(s)
WAMN1 First v .
Enable FING to keep IPsec tunnel alive
. . -
Metbios Maming Packet Pass Block PING to the IP
Multicast via VPN Pass '® Block

(for some IGMP,IP-Camera, DHCP Relay..etc.)
2. Dial-Out Settings

Type of Server | am calling Usarname 777
EPTE Passwaord [Max: 15 characters
& IPgac Tunnel IKEv2 v PPP Authentication | PAP/CHAPMS-CHAP/MS-CHAPYZ »
TKEvY EAF W1 Compression on Off
IPsec Xauth
L2TP with IPsec Policy Mona " IKE Authentication Method
SSL Tunnel * Pre-Shared Key
IKE Pre-Shared Key [rreee |
Server IP/Host Mame for WPN. Digital Signature(x.509)
me_l Peer ID Mone v
ikevZ servernal Local iD
Server Port (for SSL Tunnel): 443 Alternative Subject Mame First

Subject Mame First
Local Certificate Mone v

IPsec Security Method

Medium{AH)
* High(ESP) | DES with Authentication *

Advancad |

g. Remote Network IP ve Mask i¢in VPN Server tarafindan kullanilan IP Subnet’ini girin.
h. OK’a tiklayn.

5. TCP/IP Network Settings

My WAN IP 0.0.0.0 RIP Directicn Disable A
Remote Gateway IP 0.0.0.0 Fram first subnet to remote network, you have to do
Rout
Remote Network IP 192.168.62.1 Ll
IPsec VPN with the Same Subnets
Remote Network Mask 255.265.255.0
Local Network TP 182.168.60.1 Change default route to this VPN tunnel { Only
Lacal Metwork Mask 255.255.265.0 active if one single WAN is up )
Mare

Ok Clear Cancel

4. VPN'i baglatmak i¢in VPN and Remote Access >> Connection Management sayfasina gidin. VPN profilini
se¢in ve Dial’e tiklayin.

VPN and Remote Access >> Connection Management

Dial-out Tool

General Mode: [ Client ) ikev2.server.net ¥ | Dial
Backup Mode: Y| Dial
Load Balance Mode: ¥ | Dial
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5. VPN basartyla kuruldugunda, baglanti durumu gosterilecektir.

VPN and Remote Access > Connection Management

Dial-out Tool
General Mode: | ( Client ) ikev2.server.net * | Dial
Backup Mode: Y | Dial
Load Balance Mode: T | Dial

VPN Connection Status

LAN-to-LAN VPN Status Remote Dial-in User Status
Virtual Tx Tx Rx Rx
VPN Type Remote IP Network  Pkts Rate(Kbps) Pkts Rate(Kbps) “P1Me
{ cl.:-nt} [ng%zgﬁﬁ ?.'LI’." ”i;.}'iﬁ,ﬁ?f“ 192.168.62.1/24 8 35.26 g 35.26 0:0:50 | Drop

xxxxxxxx : Data is encrypted.
Xxxxxxxx o Data isn't encrypted.

Linux

1. VPN and Remote Access >> IPsec General Setup sayfasina gidin. Preshared Key’i girin ardindan Apply’a
tiklayin.

VPN and Remote Access >> |[Psec General Setup

IPsec General Setup

Preshared Key : seasen (Max 46 characters)
WAN Profile : wan1 v |

DHCP LAN Profile - lanf v

IKE Port . 500

NAT-T Port : 4500

IPsec MSS : 1360

2. VPN and Remote Access >> VPN Profiles sayfasina gidin ve Add’e tiklayin.
a. Local IP/Subnet Mask’da VPN istemcisinin kullandigi IP Subnet’i girin.
b. Remote IP/Subnet Mask’da VPN Server’in kullandigi IP Seubnet’ini girin.
c. IKE Protocol i¢in IKEV2 se¢enegini segin.
d. Apply’a tiklayin.
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VPN and Remote Access == VPH Profiles == |Psec

metfast’

IPsac PPTP Digl-out | PPTP Digkin |~ SSL Diakout | SSLDwaln GRE
m & Edt ) Dslete P Rename 4% Refresh PRI
IPsec

Profile : IKEwZ_Server

|| Enabile

Basic Advanced GRE Froposal Multiple SAs

Auto Dial-Out Enable o Disable

For Remoie Dial-ln User © Enable » Disable

Dial-Out Through : |wen |2 i Default AN IF ) WAN Allas 1P

Failover to |

Local IP I Subriet Mask 182.168.239.0 255 265 255 (24 -

Local Kext Hop - 0000 (00000 default gateway)

Remote Host © 0.0.0.0

Remote IP ! Subnet Mask . 182183200 255 265 265024 -

More Remets Subnist

IKE Protocol
Auth Type
Prasharad Key

Security Protocol

VPN Client Ayarlar

3 add [ save
P

IKEVZ

FSK

ESF

Prafile Numser Limit 16

Subnet Mask

R items to show

3. VPN and Remote Access >> VPN Profiles sayfasina gidin ve Add’e tiklayin.
Local IP/Subnet Mask’da VPN istemcisinin kullandigi IP Subnet’i girin.
Remote Host’da VPN Server’in WAN IP’sini ya da domain adin1 girin.
Remote IP/Subnet Mask’da VPN Server’in kullandigi IP Seubnet’ini girin.
IKE Protocol i¢in IKEV2 se¢enegini segin.

Adim 1'de ayarlanan Preshared Key’i yazin

a.

- o o0 oc

IPzec

Apply’a tiklayin.
Profile - |KEW2_Ciant
V] Enable
Biasic Ardvanced GRE
For Remote Dialdn User Enable & Disable
Dial-Cut Through want
Failover o

Local IF [ Submet Mask

Local Next Hop

Remole Host |

Remate IF [ Subnet Mask

Mare Remote Subnaet

IKE Protoesl
Auth Type
Preshared Key

Security Protocol @
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192 166 29.0
0.0.0.0

ikev2 sener net
192 166 Z30.0

3 Ade [E] seve

IKEwE

PEK
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Proposal

Multipla SAs

w e Default WAN IP WAN Alias IP
255.265.255.0024 -

{0.000.0 : dedault geteway)
255255 265.0024 w

Prefile Number Limit - 16

Subnet Mask

MO LS B Sho.
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4. VPN'i aramak i¢in VPN and Remote Access >> Connection Management sayfasina gidin. VPN profilini
secin, Connect'a tiklayin.

WPH and Remeote Access »=» Conneclion Management »> Connection Management

Carmeclion Management Hisloey

Dial-Cut tool

» IPaec FFTFP F5L

Profiles :  IKEv2_Client

| l:‘:—COI‘Inem l N Refresh  Auto Refresh | 7 Mnute

5. VPN basariyla kuruldugunda, VPN durumu gosterilecektir.

WPHN and Remsate Access >> Connection Management > Connection Management

Connechon Managemeant History

Dial-Cut toal

# IPsec

PPTP SEL  Profiles :

WIPM Connection Status
Search
VPN

W Saanch
Type

1 IKEwZ Client [KEw2:IPsec/AES HMAC_MDS
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w | £F Connecl
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Int... Remo..  Winual Metwork
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wa_. 22001 192 168 239.0/24

Y Refiesh  Auto Refresh © 1 Minuta
¥ Search % Search ¥ Search
Up Time RX Rate TX Rate
00:01:05 B8{bp=) 240(bpa)
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