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AYNI IP SUBNET’iNi KULLANAN iKi VIGOR ROUTER ARASINDA IPSEC TUNNEL

Router A’nin Yapilandirmasi (VPN Server)

DrayOS

Bu makalede, ayn1 yerel IP araligini kullanan iki Vigor Router arasinda LAN-to-LAN VPN'in nasil yapilandirilacagi
gosterilmektedir. VPN tiinellerini ayn1 IP araligim1 kullanan bagka bir routera inga etmenin sorunu, ayni IP subnette
birbiriyle ¢akigan iki yol olacagidir. Higbiri IP subnetini degistiremezse, ¢6ziim yerel IP'yi VPN baglantisi igin
kullanilmamis bir araliga ¢evirmektir. Asagida Vigor Router'larda bunun nasil yapilacagi agiklanmaktadir.

1. Asagidaki sekilde bir VPN profili olusturmak i¢in VPN and Remote Access >> LAN to LAN sayfasina gidin.

Common settings’de:
e Enable this profile’: etkinlestirin.
e Call Direction i¢in Dial-In segin.

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name branch1

¥l Enable this profile
VPN Dial-Out Through
[ WANT First \
Metbios Maming Packet '® Pass Block
Multicast via VPN ' Pass '® Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

PING to the IP

call Direction _ © 50t © Darou] © ot ]
L) Always on
Idle Timeout 0 second(s)

[ Enable PING to keep alive

2. Dialln settings’de:

e Allowed Dial-in Type i¢in IPsec Tunnel’i segin.
o Specify Remote VPN Gateway’i se¢in ardindan Peer ID igin baz1 dizeler girin.
e IKE Pre-Shared Key’i tiklayin sonra Pre-Shared Key girin.

3. Dial-In Settings

Allowed Dial-In Type

PPTP
¥ IPsec Tunnel
L2TP with IPsec Policy |Mone v

Username 77
Password(Max 11 char)
V] Compression .

an off

¥ Specify Remote VPN Gateway
Peer VPN Server IP

or Peer ID |branchi
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IKE Authentication Method
¥ pre-Shared Key
| IKE Pre-Shared Key

Digital Signature(x.509)

Mone ¥

Local ID

Subject Name First

® Alternative Subject Mame First

IPsec Security Method
¥ Medium({AH)
High(ESP)
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3. TCP/IP Network Settings:
e |Psec VPN with the Same Subnets’i etkinlestirin.
o Translated Type i¢in Whole Subnet’i segin.
(Not: "Whole Subnet" routerm tiim ag IP Adresini otomatik olarak gevirecegi anlamina gelir. Ornegin,
Local IP 192.169.1.10 192.168.11.10 ‘a, Local IP 192.168.1.11, 192.168.11.11’e vb. doniistiiriilecektir.

"Specific IP Address" routerin yalnizca Ag Yoneticisinin Virtual IP Mapping tablosuna elle ekledigi IP
Adresini gevirecegi anlamina gelir.)

e Kullanilmayan bir IP aralig1 olarak Remote Network IP girin. (Router B’de kullanilacak olan Translated
Network IP’sidir.)

e Translated Local Network IP igin baska bir kullanilmamus IP aralig girin.
o Kaydetmek i¢cin OK’atiklayin.

3. TCPIIP Network Settings

Remote Metwork IP 192 168.11.0 G From Local Subnet to Remote network, you have
to do
Remote Metwork Mask (25525525510 @ Route ¥

Translated Local

LANT « | to ¥ IPSec VPN with the Same Subnets
Metwork

Translated Type ) @
192.168.129.0 @ YP Whole Subnet

Specific IP Address

Advanced

| Virual IP Mapping |

Router B’nin Yapilandirmasi (VPN Client)

1. VPN and Remote Access >> LAN to LAN sayfasina giderek asagidaki gibi profil ekleyin. Common Settings’de:
e Enable this profile’1 etkinlestirin.
e Call Direction i¢in Dial-Out segin.
¢ VPN Dial-Out Through Router A’nin WAN Interface’sini segin.

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name toHQ Call Direction Botl‘l ® Dial-OutI Dial-in

¥ Enable this proﬁlel ¥ Always on

Idle Timeout -1 | second(s)
VPN Dial-Out Through

| WAN1 First
[1-T 1SR SRR 2N v

I L) Enable PING to keep IPsec tunnel alive
v
PING to the IP

Netbios Naming Packet '® Pass Block
Multicast via VPN Pass '® Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

2. Dial-Out Settings’de yapilandirma:
e Type of Server | am calling i¢in “IPsec Tunnel”i se¢in.
e Router A’nin WAN IP’sini Server IP’ye girin.
e Router A’nin konfigiirasyonunda girin IKE Pre-Shared Key degerinin aynisini girin.

o |Psec Security Method i¢in High(ESP) se¢in ve Advanced’e tiklayin.
o "Aggressive mode' segin.
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e Router A’daki Peer ID’yi Local ID’ye girin.

2. Dial-Out Settings

Type of Server | am calling Username 777

PPTP Password(Max 15 char)

-
[Psec Tunnel I PPP Authentication
L2TP with IPsec Policy | None v PAP/CHAP/MS-CHAP/MS-CHAPv2 ¥
V1 Compression on Off

Server IP/Host Name for VPR,
(such as draytek.com or 123.45.57.89) IKE Authentication Method
220.132.85.33 ® pre-Shared Key

| IKE Pre-Shared Kay || |ssseserens

Digital Signature(X.509)
Peer ID None v
Local ID
Alternative Subject Name First
Subject Mame First

Local Certificate None v

IPsec Security Method

Medium{AH)
#' High(ESP) | DES without Authentication

I Advanced |I

3. TCP/IP Network Settings yapilandirma:
e IPsec with the Same Subnets’i etkinlestirin.
e Translated Type icin Whole Subnet’i se¢in.
e Router A’da Local IP doniisiimiinii Remote Network IP olarak girin.
e Translated Local Network IP’yi girin. (Router A’da Remote Network IP’deki yapilandirmanin aynist
olamalidir.)
e Konfigiirasyonu kaydetmek i¢in OK’a tiklayn.

5. TCP/IP Network Settings

Remote MNetwork IP 192.168.129.0 From Local Subnet to Remote network, you have
to do

Remote MNetwork Mask [255.255.25510 e Route v
- Translated Local LANT r | to #| IPSec VPN with the Same Subnets
MNetwork

192168 11.0 @ Translated Type ® Whole Subnet

- - Specific IP Address
aianced | Virtual IP Mapping |

4. Yapilandirmalardan sonra, Ag Yoneticisi VPN Durumunu VPN and Remote Access >> Connection
Management sayfasindan kontrol edebilir.

VPN Connection Status

Current Page: 1 Page No.| [[Go] [>>
: Tx Tx Rx Rx 3
VPN Type Remote IP  Virtual Network Pkts Rate(Bps) Pkts Rate(Bps) UpTime
(ohqy DD IR pugasas 4 3 7 3 owss [Dopl
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5. Router A'nin arkasindaki bir ana bilgisayara ulagsmak i¢in Router B'nin arkasindaki bir Host IP adresini

192.168.129.0/255.255.255.0 subnette kullanabilir.

1. VPN and Remote Access >> VPN Profile >> IPsec’e gidin asagidaki gibi bir profil olusturun.

inging 192.168.129.18 with 32 hytes of data:
122.168.129.18: hytez=32 time=31ins
1?22.168.129.18: hytez=32 time=78ns

122.168.129.18: hytez=32 time=38ns
1?22.168.129.18: hytez=32 time=31imns

Linux

e Basic sekmesinde profil adx girin ve Enable’yi etkinlestirin.
o Router A’nin LAN Network’iinii Local IP /Subnet Mask’a girin.
e Remote Host’da Router B’nin WAN IP’sini girin.
e Remote IP/ Subnet Mask’da Router B’nin translated LAN IP’sini girin.
e Pre-Shared Key girin.
IPsec '
Profile : branch2
V! Enable
Basic Advanced GRE Propasal
Local IP / Subnet 19216810 2552552550124 v
Local Next Hop : 0000 (0.0.00 dofault gatavay)
Remote Host : 200 200 200 200
Remote |P / Subnet 192 168210 255 255 255 0/24 [~
C5 ran [ save P
P Subnet Mask
More Remote Subnet No ftemns to show
IKE Phase 1 * Main Mode Aggressive Mode
Auth Type [PSK v
Preshared Key b odand If Agoressive mods 1S disablea and Remals Host 1P 15 0.0.0 0 then thy
Security Protocol ESP v

2. Advanced sekmesinde, Apply NAT Policy i¢in Enable se¢in ve Translated Local Network igin kullanilmayan
bir IP aralig1 girin. Ardindan profili kaydetmek icin Apply’a tiklayin.
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| IPsec
Profile : branch2
|| Enable
Basic Advanced | GRE Proposal
Phase1 Key Life Time : }BBOD 3
Phase2 Key Life Time : 3600
Perfect Forward Secrecy Status Enable (e Disable
Dead Peer Detection Status © Enable Disable
DPD Delay : 30
! DPD Timeout : 120
i Ping to Keep Alive Enable (e Disable
Route / NAT Mode Route v
| Source IP ;umi EQECT_SYTl;Ji v
] Apply NAT Policy e Enable Disable
I Transiated Local Network 192.168.11.0 2552552550124 v
f Netblos Naming Packet Enable (e Disable
: Multicast via VPN Enable (e Disable
I lt | m
{

Router B'nin Yapilandirmasi (VPN Client)

3. Benzer sekilde, VPN and Remote Access >> VPN Profile >> IPsec’e gidin ve agagidaki gibi bir profil ekleyin:
e Basic sekmesinde, Profil ad1 girin ve Enable’yi etkinlestirin.
e Router B’nin LAN Network’iinii Local IP /Subnet Mask’a girin.
e Remote Host’da Router A’nin WAN IP’sini girin.
e Remote IP/ Subnet Mask’da Router A’nin translated LAN IP’sini girin.
e Router A’nin VPN profilinde girilen Pre-Shared Key degerini girin.

IPsec
Profile : branch
|#| Enable
Basic Advanced GRE Proposal
Local IP / Subnet . 192.168.1.0 255.255.255.0/24 v
Local Next Hop : 0.0.0.0 (0.0.0.0 : default gateway)
Remote Host : 100.100.100.100
Remote IP / Subnet 192.168.11.0 255255 255.0024 v
£y Add [ save
IP Subnet Mask
More Remote Subnet : No items to show.
IKE Phase 1 # Main Mode Aggressive Mode
Auth Type : PSK v
Preshared Key - If Aggressive mode is disabled and Remote H
Security Protocol : ESP v

1] m
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4. Advanced sekmesinde, Apply NAT Policy i¢in Enable se¢in ve Router A’ninkinden farkli bir Translated Local
Network verin. Ardindan, profili kaydetmek igin Apply’a tiklayin.

IPsec
Profile : branchi
[ Enable
Basic ( Advanced . GRE Proposal
Phase1 Key Life Time : 28800
Phaze2 Key Life Time : 3600
Perfect Forward Secrecy Status - Enable (=) Disable
Dead Peer Detection Status - = Enable Disable
DPD Delay : 30
DPD Timeout : 120
Ping to Keep Alive Enable (e Disable
Route | NAT Mode : Route ¥
Source IP auto_detect_srcip b
Apply NAT Policy » Enable Disable
Translated Local Metwork 192 168.21.0 255255255024 |
Netbios Naming Packet - Enable (» Disable
Multicast via VPN : Enable (= Disable
L4 i

5. VPN!'i baglatmak i¢in VPN and Remote Access >> Connection Management’a gidin, olusturulan Profili se¢in
ve Connect’e tiklayin.

VPN and Remote Access >> Connection Management >> Connection Management

Connection Management History
Dial-Out tool
# IPsec () PPTP () SSL Profiles: branch2 » 4 Refresh  Auto Refresh : |1 Minute .v-

1] m

6. Tim ayarlar eslesirse, VPN baglantis1 kurulur. Baglant1 durumunda, Virtual agin translated IP adresi oldugunu
gorecegiz.

VPN and Remote Access >> Connection Management >> Connection Management

Caonnecfion Management History

Dial-Out tool
# IPsec () PPTP () SSL Profiles : v | %5 Connect | &M Refresh | Auto Refresh: |1 Minute v

1 1

VPN Connection Status

Search “Fo|Saarch *® Semcn| Tﬁ| Search Bo| Search %.Semcn -@ Search | Search TSb.Semcn .‘3: Se
VPN Type Interface  Remote IP Virtual Network Up Time RX Rate TX Rate RX Byte ™
1 branch2 IPsec/3DES... wanl 200.200.200 | 192.168.21.0/24 [00:00:31 176(bps) 336(bps) 240(Byte) 44
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7. Artik uzaktaki aga tranlated IP adresinden erisebiliyoruz.

Diagnostics => Ping/Trace Route

Ping/Trace Route

PING[192.168.21.1| (192.168.21.1) from 192.168.1.1: 56 data bytes
€4 bytes from 192.168.21.1: icmp seq=0 ttl=64 time=29.4 ms
64 bytes from 1%2.168.21.1: icmp seg=l ttl=64 time=28.6 ms
64 bytes from 192.168.21.1: icmp seqg=3 ttl=64 time=28.8 ms
64 bytes from 19%2.168.21.1: icmp seg=4 ttl=64 time=28.7 ms

=== 192.168.21.1 ping statistics ---

5 packets transmitted, 4 packets received, 20% packet loss
round-trip min/avg/max = 28.6/28.8/29.4 ms

Send ICMP ECHO REQUEST packets done.
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