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MICROSOFT AZURE VE VIGOR ROUTER ARASINDA IKEv2 VPN

Bu makalede, Microsoft Azure Server ve Vigor Router arasinda Dynamic Routing modunda IPsec tiinelinin nasil
kurulacagi gosterilmektedir. Ag topolojisi asagida verilmektedir.
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Microsoft Azure Server Kurulumu

1. All Services >> Networking altinda Virtual Networks ‘e tiklayarak yeni sanal aglar olusturabilir veya arama

yapabilirsiniz.
All services ”":"HE' ...................... | By category ~ Callapse all | Expand all
NETWORKING (20
& Virtual networks e &0 Virtual networks (classic) *
& Load balancers e 4 Application gateways *
54 virtual network gateways * % Local network gateways *

2. Sanal Aglari olusturmak i¢in Add’e tiklayin ardindan gereken ayarlari girin:
e Name girin.
e Address Space i¢in 6rnegin 10.0.0.0/16 girin.
e Source Group i¢in “Create new” secenegini segin.
e Router’unuza yakin bir Location segin.
e  Subnet ayarlarin1 default olarak ayarlaym. ( Azure Subnet’i otomatik olarak olusturacaktir.)
e Create’ e tiklayin.
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Automation options

3. All Services >> Networking altinda Virtual Network Gateways’e tiklayarak sanal gateway olusturun. Bu adimda
Azure, VPN Service i¢in Public bir IP tahsis edecektir.

Al services | File By category ~ Collapse all | Expand all

METWORKING (20)

© Wirtual networks ¥ 3 Wirtual networks (classic) u
49 Load balancers #r @¥  Application gateways *
EY Virtual network gateways * @ Lacal network gateways *

4. Sanal gateway olusturmak i¢in Add’e tiklayin ardindan gereken ayarlari girin.
e Name girin.
o Gateway type i¢in “VPN” secenegini segin.
e VPN type icin “Route-Based” secenegini secin.
e SKU i¢in “VpnGw1” segenegini segin.
o Virtual Network i¢in VNet1’i se¢in. ( VNetl 1.adimda olusturdugumuz sanal ag)
e Public IP igin “Create New” i se¢in ve herhangir bir IP’yi girin. ( Azure'un neden bir IP adresi girmek
istediginden emin degiliz.)
o Create’e tiklayimn.

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




DrayTek metfast’

A2 virtual network gateways

Home * Virtual network gateways * Create virtual network gateway

Virtual network gatew... « & X Create virtual network gateway o =

EEEiR

& Add == Edit calumins =er More * Name =
] toVigor2925 o

Gateway type @

NAME &) WPN ) FrpressRoute
ﬁ toVigorRouter | VPN type @
] ® Foute-based Folicy-hased
* KL 8
VpnGwi e

Enable active-active mode @

¥ Virtual network @ 5
VNetl

* Public 1P address @

& Crpate new ") Use existing

Suatomaton oplions

5. Azure’un VPN Gateway’i i¢in Public IP’yi ayarlamasi biraz zaman alabilir. Tamamlandiktan sonra Public IP’yi
ayn1 sayfada gorebilirsiniz.

Home » Virtual network gateways * toVigar2925

@ toVigor2925

Virtual nefwark gateway

o 1% D Movwe [ Delete

Resource group (change) SKU

& 4 N !
£ Overview Vet VanGw
EH  Activity lag Location Gateway type

. East Asia VPN
o Access control (lAM) -

u Subscription {change) VFN type
F Tags B AR Route-based

) Subscription 1D Wirtual network

K Diagnose and solve problems c2al2867-Thed-dcal-a25b-9587ak06dc3a WMetl

Settings —_— ::Ibh: IF address

6. Azure’da Local Network Gateway olusturun. . Bu adimda Vigor Router'm Internet IP'sini ve Local agini
girmemiz gerekiyor ve Vigor Router, bir NAT aygitinin arkasina dogrudan baglanmamali, dogrudan internete
baglanmalidir. Local Network Gateway olusturmak i¢in Add’e tiklayin ardindan gereken ayarlari girin.

e Name girin.

e IP Address i¢in Vigor Router’'un WAN IP’sini girin.

e Address Space i¢in Vigor Router’un LAN agim girin. Ornekte 192.168.8.0/24.
e Resource Group i¢in “Use Existing” e tiklaym ve VNet segenegini segin.

e Create’e tiklayin.
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Home > Local network gateways > Create local network gateway

Local network gateways « % X  Create local network gate... [0 X
TR

o= Add =2 Edit columns *++ More * Name

| sited v ‘

* P address @

T ]

Address space 0

192.168.8.0/24 ‘e

Configure BGP settings

* Subscription

| O ewsEE v

* Resource group @

) Create new (®) Use existing

O VNet v o

Create Automation options

1. Birkag¢ dakika bekleyin; ayni sayfada olusturulan Local Network Gateway profilini gorecegiz. Azure ile Vigor
Router arasindaki VPN baglantisini yapilandirmak i¢in Connections’a tiklaym.

Home * Local network gateways > site8

site8
Local network gateway
® =3 Move [0 Delete
) Resource group {change) IP address
@ Overview VNt (E329931
H Activity log Location Address space
East Asia 192.168.8.0/24

sha Acce tral (lakd
- s control {IAM) Subscription (change)

& Tags AN
Subscription 1D
Settings c2al2867-76e9-4cal-a25b-9581a0696dc3a

Tags (change)

& Configuration
Click here to add tags

o A
%) Connections 2

Y Properties

2. Azure’da VPN baglantist olusturun ve gerekli ayarlart girin.
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e Connection Type’1 Site-to-Site (IPsec) olarak ayarlayin.

e 3. Adimda olusturdugumuz Azure VPN Public IP’si olarak Virtual Gateway’i segin.

e 5. Adimda olusturdugumuz Azure VPN Router’unun Public IP ve ag1 olan Local Network Gateway’ini
secin.

e Pre-Shared Key girin.

e Resource Group i¢in VNet secenegini segin.

e OK’atiklaym.

Home > Local network gateways > site8 - Connections > Add connection

Add connection o X
sitel
e
* Mame
VPMN-Vigor2925 vy

Connection type @

* Virtual network gateway @

toVigor2925

* Local network gateway @

site8

* Shared key (PSK) @

Tgazdwsx W |

Subscription @

k= W

Resource group @

VNet o d

Azure'daki VPN yapilandirmalarini tamamladik sonra Vigor Router'da VPN profilini ayarlayacagiz.
DrayOS

1. VPN and Remote Access >> LAN to LAN sayfasina gidin. Profili asagidaki gibi ayarlamak i¢in uygun bir index
numarasina tiklayin:

e Enable this VPN profile’: etkinlestirin.
e Azure’un Local Network Gateway’inde yapilandirilan IP’yi Dial-Out Through’un WAN ‘1 olarak girin.
e Call Direction i¢in “Dial-Out” se¢enegini segin.
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e Always On’a tiklayn.

o Dial-Out Settings’de IPsec Tunnel ve IKEV2 segenegini segin.

e Server IP/Host Name’de Azure’un Local Network Gateway’inin Public IP adresini girin.
e Azure’un Connections yapilandirmasindaki IKE Pre-Shared Key’i girin.

e IPsec Security Method i¢in “AES with Authentication” segenegini se¢in.

e Proposal ve Key Lifetime ayarlarini yapilandirmak i¢in Advanced butonuna tiklayim.

2. IKE gelismis ayarlarinda,
e |IKE phasel proposal i¢in “AES 256 SHA1 G2” yi se¢in. ( Azure VPN Server yalnizca Diffie-Helman
Grup G2’yi desteklemektedir.)
o IKE phase2 key lifetime’1 “27000 seconds” olarak degistirin. ( Azure VPN Server Phase2 Key Lifetime
icin yalnizca P27000 seconds’1 desteklemektedir.)
e OK’atiklaym.

IKE advanced settings

IKE phase 1 mode(IKEv1) Main mode Aggressive mode
IKE phase 1 proposal | AES256_SHA1 G2 |

IKE phase 2 proposal jAESJ‘_SG_SHAl v

IKE phase 1 key lifetime 28800 (900 ~ 86400)

IKE phase 2 key lifetime (600 ~ 86400)

Perfect Forward Secret ® Disable O Enable

Local ID ' ]

3. TCP/IP Network Settings alaninda,
e Remote Network ve Mask i¢in Azure’un Virtual Network’ii ©“10.0.0.0” ve “255.255.0.0/16” girin.
e Local Network ve Mask igin “192.168.8.0” ve “255.255.255.0/24” girin.
o Kaydetmek icin OK’a tiklayin.

5. TCPIIP Network Settings

My WAN IF 0.0.0.0 RIP Direction Disable r
Remote Gateway IP 0.0.0.0 From first subnet to remote netwark, you have to do
Routa v
Remate Network IP 10.0.0.0 bt b =
IP VPN with the S Si t:
Remote Network Mask 255.25600/16 v sec VP with the Same Subnets
Local Network 1P 192.768.8.0 Change default route to this VPN tunnel { Only active if
Local Metwork Mask 2552552550/24 v one single WAN is up )
More

Bundan sonra Vigor Router'dan Azure'a VPN baglantisi saglanacaktir. VPN baglantisi durumunu VPN and Remote
Access >> Connection Management sayfasindan kontrol edebiliriz . VPN baglantisin1 dogrulamak i¢in sanal makineyi
Azure Sanal Agina ping yapmaya calisabiliriz.

VPN Connection Status

All VPN Status  LAN-to-LAN VPN Status Remote Dial-in User Status

VPN Type Remote [P Nf&lf]:rlk P-Il;)th Rat:[}::ips] PTc)t(s Rat;;ps] UpTime
s | eyl 192.168.0.0/24 D 0 6532 136  3:37:46 | Drop |
[mviia n] PPTP 192.168.230.0/24 260 24 380 24 22:47:57 | Drop |

(535) PRTR/MPPE 192.168.1.0/24 0 0 0 0 8:6:10 | Drop |
[A:.,m ) e i L"I'_I'LI""' 10.0.0.0/16 15 24 37 24 0:31:37 | Drop |
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1. VPN and Remote Access >> VPN Profiles >> IPsec sayfasina gidin. Profil olusturmak i¢in Add’e tiklayin.
Temel ayarlarda:

Enable’: etkinlestirin.

Auto Dial-Out i¢in “Enable” ve Always Dial-Out segeneklerini se¢in.

Azure’un Local Network Gateway’indeki IP’nin WAN’1n1 Dial-Out Through Interface igin girin.
Router’un Local IP’sini Local IP/Subnet Mask’a girin.

Remote Host IP’ye Azure’un Virtual Network Gateway’inin Public IP’sini girin.

IKE Protocol i¢in “IKEv2” segenegini se¢in. ( Azure Dinamik Routing IKEv2 kullanir.)

Auth Type igin “PSK” se¢enegini segin.

Azure’un Connections ayarlarinda yapilandirilan Pre-Shared Key ‘i girin.

Profile : Azure
|| Enable
Basic . Advanced GRE Proposal | Multiple SAs
Auto Dial-Out d. (s Enable Disahle|.ﬂ..lwa-_,r3 Dial-Ct W
For Remote Dial-In User Enable Disable
Dial-Out Through : b. |'.~.ran2 v  m Default WAN IP WAN Alias
Failover to : | v
Local IP ! Subnet Mask © C. 132 16880 255255 255.0v24 b

Local Next Hop : 0.0.0.0

(0000 - dedaull gateway)

Remote Host ©

d. I Azure Virtual Gateway IP

Remote IP | Subnet Mask - 10000 e. 255 255 0.0016 b d

‘ €3 Add [E] save

IP Subnet Mask

More Remote Subnet : Mo items to sho
IKE Protoceol : f. |IKEv2 w
Auth Type : g_| PSK v
Preshared Key . [+ i
Local ID . (optionaly
Remaote ID (optional)y

Security Protocol

2. Advanced sekmesine gidin. Phase2 Key Life Time ‘1 “27000” saniye olarak ayarlayin.
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Profile : Azure
[V/]Enable
| Basic | Advanced | cRE Proposal || Multiple SAs
Phase1 Key Life Time : 28800 saconds
Phase2 Key Life Time : IZTDUD Iseconds

Perfect Forward Secrecy Status

Dead Peer Detection Status :

3. Proposal sekmesine gidin:

. Enable (» Disable

# Enable Disable

e IKE Phasel Proposal igin “AES 256 G2” segenegini se¢in.

e IKE Phase2 Proposal igin “SHA1” segenegini segin.

o |IKE Phase2 Proposal i¢in “AES 256 with auth” segenegini segin.
o |KE Phase2 Proposal i¢in “SHA1” se¢enegini segin.

e Ayarlarr1 kaydetmek i¢in Apply’a tiklaymn.

Profile : Azure
[¥]| Enable
[ Basic | Advanced || GRE ‘ Multiple SAs |

IKE Phase1 Proposal [Dial-Out] AES256 G2 ¥
IKE Phase1 Authentication [Dial-Out] : |SHA1 v
IKE Phase2 Proposal [Dial-Out] : AES258 with auth ¥
IKE Phase2 Authentication [Dial-Out] : |SHA1 v
Accepted Proposal [Dial-in] - acceptall w

Bundan sonra Vigor Router'dan Azure'a VPN baglantis1 saglanacaktir. VPN baglantisi durumunu VPN and Remote
Access >> Connection Management sayfasindan kontrol edebiliriz . VPN baglantisin1 dogrulamak i¢in sanal makineyi

Azure Sanal Agina ping yapmaya c¢aligabiliriz.
VPN and Remote Access >> Connection Management >> Connection Management

| Conneclion Management " History

Dial-Out tool
wlPsec (PPTP (SSL Profles:|  |v| £ Cowedl &Y Reffesh AutoRemresh [1hawte v
1 | m
VPH Connection Status
|Sealch ] B Search | ’5.'| Search B Search | 3:.|Sez|rch B0 Search | ‘G.| Search ﬁJlSea:m | ‘6«'.|Sez|rch =
WEH Type Interface Remate IP Wirtusl Network  Up Time RX Rate TX Rate RX Byte
1 drayiekiest FPPTF wan2 192 168.239.12 011552 1.46 (Kbps) 1252 (Kops) 541 (MB)
2 viktsl FPTP wan2 192.168.230.11 11:06:42 O(bps) Oibps) 147 16 (KB)
30w FPTP wanz 192.168.239.... 224511 O(bps) Oibps) 1.02 (MB)
4 2952 1Psec/AES ... wan2 192.168.0.0... 16:24:18 {bps) O(bps) 256.32 (KB)
5 AZure IPsec/AES .. wan2 10.0.0.0/16  20:24:37 M bps) 0(bps) 38,34 (KB)
6 MIS3 IPsec/AES ... wan2 172.16.2.0/24 20:25:17 2.45 (Kbps)  1.56 (Kbps)  79.07 {MB)
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