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CISCO ASA VE VIGOR3900 ARASINDA IPSEC VPN

Bu belge CiscoASA ve Vigor3900 /2960 arasinda nasil bir [Psec tiineli kurulacagini tanitmaktadir. Senaryo, Vigor2960'in
iki WAN ara yiiziine sahip oldugu ve WANI1 kapaliyken Cisco'ya WAN?2 araciligiyla nasil seslenecegidir.

Bu ornekte, Vigor2960'm WAN1'inin Public bir IP adresi 1.1.1.1, WAN2’nin 2.2.2.2’si vardir ve local subnet IP’si
192.168.0.0/2°dir. Cisco ASA 5515'in Public bir WAN IP’si 4.4.4.4°1i vardir ve local subnet IP’si 10.1.0.0/24 tiir.

Vigor2960 Cisco ’
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— WAN2 IP: 2.2.2.2 WAN IP: 4.4.4.4 LAN: 10.1.0.0/24

LAN: 192.168.0.0/24

Cisco'yu VPN Sunucusu Olarak Yapilandirma (Dial-1n)

1. Vigor2960 Dial-In i¢in Site to Site VPN profili olusturmak i¢in VPN Sihirbazlarin1 kullanin.

(B Cisco ASDM 7.1 for ASA -

File View Tools | Wizards | Window Help
(3 Conf Startup Wizard... 5 Back | j Forward | 2 Help |
VPN Wizards > || Site-to-site VPN Wizard... —
High Availability and Scalability Wizard... AnyConnect VPN Wizard...
Unified Communication Wizard... Clientless S5L VPN Wizard... site-b
Packet Capture Wizard... IPsec (IKEv1) Remote Access VPN Wizard... —
£} Tunnel Groups | ‘ ‘ Enable interfaces for IPsec access.

2. Vigor2960'm WANT IP "1.1.1.1" yi Peer IP Adresi olarak belirtin.

@ Site-to-site YPM Connection Setup Wizard
Steps Peer Device Identification
1. Introduction This step lets you identify the peer VPN device by its IP address and the interface used to access the peer.
2. Peer Device
Identification Peer IP Address: 1.1.1.1
3. Traffic to protect
4, Seaurity WPM Access Interface: | OUTSIDE v
5. MAT Exempt
&. Summary
3. Local Network ve Remote Network’ii belirtin.
[y Site-to-site VPN Connection Setup Wizard
Steps Traffic to protect
1. Introduction This step lets you identify the local network and remote network between which the trafficis to be protected using IPsec encryption.
2. Peer Device Identificatio
3. Traffic to protect Local Metwork: 10.1.0.0/24
4, Security Remote Metwork: |192.168.0.0/24
5. MAT Exempt
B, Summary
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4. Pre-shared Key girin.

5.

6. Bu VPN profilinin 6zeti, asagidaki sekilde gosterilecektir, kabul edilen IKE Protocol’iinii, IKE Policy’i ve IPsec
Proposal’1 igerir.

N ey

net

[ Site-to-site VPN Connection Setup Wizard

Steps Security

1. Introduction This step lets you secure the selected traffic,

2. Peer Device Identificatio

3. Traffic to protect (®) Simple Configuration

4. Security ASA uses the pre-shared key entered here to authenticate this device with the peer, ASDM will select common IKE and ISAKMP security parameters for

5. MAT Exempt

6. Summary Preshared Key: sssssssssssssnns

(O) Customized Configuration

selected for you.

that will allow tunnel establishment. It is recommended that this option is also selected when configuring the remote peer.

‘fou can use pre-shared key or digital certificate for authentication with the peer device. You can also fine tune the data encryption algorithms ASDM

“Exempt ASA side host/network from address translation” segenegini segmeyin.

[5] Site-to-site VPN Connection Setup Wizard

Steps MNAT Exempt

1. Introduction This step allows you to exempt the local network addresses from network translation.

2. Peer Device Identificatio
3. Traffic to protect

4, Security

5. NAT Exempt

B, Summary

[[] Exempt ASA side host/network from address translation | INSIDE

[ Site-to-site VPN Connection Setup Wizard

VPN Wizard

Summary

Here is the summary of the configuration.

MName

= Summary
Peer Device IP Address
VPN Access Interface

Protected Traffic

IKE Version Allowed
[= Authentication Method
IKE vl

IKE v2

[=] Encryption Policy
Perfect Forward Secrecy (PFS)
= KE vl
IKE Policy

IPsec Proposal

= IKE v2
IKE Policy

IPsec Proposal
Metwork Address Translation

Value

Liil

OUTSIDE

Local Network: 10.1.0.0/24
Remote Metwork: 192,168.0.0/24
IKE version 1 and IKE version 2

Use pre-shared key

Use pre-shared key when local device access the peer
Use pre-share key when peer device access the local device

Disabled

pre-share-aes-256-sha

ESP-AES-128-5HA, ESP-AES-128-MD5, ESP-AES-192-5HA, ESP-AES-192-MD5,
ESP-AES-256-5HA, ESP-AES-256-MD5, ESP-3DES-5HA, ESP-3DES-MDS,
ESP-DES-5HA, ESP-DES-MDS

aes-256-sha5128sha3848sha2568sha-sha5128sha3848sha256&sha,
aes-192-sha-sha, aes-sha-sha

AES256, AES192, AES, 3DES, DES, AES_SHA

The protected traffic can be subjected to network address translation

Cancel Help
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7. 1kinci Peer IP Adresini ekleyerek (izin vererek) belirtilen Crypto Map’lere gidin ve belirtilen Crypto Map’leri
diizenleyin (Vigor2960'in WAN2 Public IP 2.2.2.2'sidir).
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8. Simdi VPN sihirbaz1 {izerinden ikinci VPN Baglantisim1 ekleyin. Peer Public IP hari¢, aynmi ayarlar
kullanin. $imdi 1.1.1.1 yerine 2.2.2.2 kullanin.

[Ey Edit IPsec Rule

: Tunnel Policy (Crypto Map) - Advanced  Traffic Selection

Interface: OUTSIDE Policy Type:  static Prigrity: |3

iPsec Proposals (Transform Sets)
IKE v1 IPsec Proposal: |ESP-AES-128-SHA, ESP-AES-128-MDS, ESP-AES-192-5HA, ESP-AES-192- | Select... |

IKE v2 IPsec Proposal: | AES256, AES192, AES, 2DES, DES, AES_SHA | Select... |

Peer Settings - Optional for Dynamic Crypto Map Entries

The Connection Type is appiicable to static tunnel polides only. Uni-directional connection type policies are used
for LAN-to-LAN redundancy. Tunnel palicies of the ‘Originate Only” connection type may specify up to 10

redundant peers.

Connection Type: bidirectional |

IP Address of Pesr to Be Added: 1.1.1.1
rddo 2.2.2.2 Move Up
Remave Mowve Down

[[] Enable Perfect Forwarding Secrecy

Diffie-Hellman Graup:

| oK I Cancel Help
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9. Bundan sonra, yapilandirma asagidakine benzer goriinmelidir.
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Vigor2960’1 VPN Client Olarak Yapilandirma (Dial-Out)

10. Teni bir profil olusturmak i¢in VPN and Remote Access >> VPN Profile >> IPsec sayfasina gidin.
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Basic sekmesinde profil ad1 girin ve profil i¢in “Enable” yi etkinlestirin.
Auto Dial-Out igin Always Dial-Out ‘u segin.

Dial-Out VPN Through igin wanl1’i se¢in.

Failover i¢in wan2’yi segin.

Local IP /Subnet Mask’a Vigor Router’in LAN agin1 girin.

Remote Host’da Cisco’nun WAN IP’sini girin.

Remote IP/ Subnet Mask’a Cisco’nun local agin1 girin.

IKEV1 segenegini segin.

Pre-Shared Key girin.

Basic Advanced GRE Propesal Multiple SAs

Auto Dial-Out : = Enable Disable | Always Dial-Out v

Dial-Out Through : wan w | @ Default WAN IP WAN Alias IP
Failover to : wan2 w

Local IP/ Subnet Mask : 192.168.0.0 255.255.255.0/24 w

Local Next Hop : 0.0.0.0 (0.0.0.0 : default gateway )

Remote Host : 4444

Remote IP [ Subnet Mask : 10.1.0.0 255255 255.0/24 w
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11. Advanced sekmesinde Phasel Key Lifetime 28800°den 3600’¢ ¢evirin. (Ciinkii Cisco VPN yapilandirmasi
phasel key lifetime 3600 saniyedir.)

Basic Advanced GRE Proposal

Phase1 Key Life Time : 3600

Phase2 Key Life Time : 3600

Perfect Forward Secrecy Status : Enable = Disable

Dead Peer Detection Status : # Enable Disable

DPD Delay : 30

DPD Timeout : 120

Ping to Keep Alive Enable & Disable

Route | NAT Mode : Route w

Source [P : auto_detect_srcip v

Apply NAT Policy : Enable & Disable

Methios Naming Packet Enable = Disable

Multicast via VPN : Enable (& Disable

RIP via VPN : Enable (s Disable
12. Proposal  sekmesinde  Cisco’daki  proposal ayarlarinda  girilenlerin ~ aynisin1  girin. Profili

kaydetmek i¢in Apply'a tiklayin.

Baszic Advanced GRE Proposal

IKE Phasel Proposal [Dial-Ouwt] : AES256 G5 w
IKE Phase1 Authentication [Dial-Ouf] : |ALL o
IKE Phase Proposal [Dial-Ouf] : AES256 with auth v
IKE Phase2 Authentication [Dial-Ouf] : |ALL W
Accepted Proposal [Dial-In] : acceptall w

Yukaridaki konfigiirasyonlar1 tamamladiktan sonra Vigor2960, IPsec tiinelini WANT {izerinden otomatik olarak Cisco'ya
cevirecek ve WANI kapaliyken Failover olarak WAN2 tizerinden Cisco'ya ¢evirecektir.
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