DrayTek metfast’

MIKROTIK VE VIGOR ROUTER ARASINDA IPSEC VPN

Bu makale, bir Mikrotik router ve bir DrayTek Vigor Router arasinda IPsec LAN to LAN ayarlarinin nasil yapildigini
gostermektedir.

DrayTek(client)  100400.100.100 0 s9s09099 Mikrotik (master)

LAN IP:
“ 192.168.1.0/24
192.168.101.0/24
2 s
z z

Mikrotik Router Yapilandirmasi

1. Yeni bir IPsec Proposal olusturun: 1Psec >> Proposal’a gidin ve yeni bir tane ekleyin.
a. Name girin.
b. Auth. Algorithms igin md5 segin.
c. Encr. Algorithms i¢in 3des segin.
d. Konfigiirasyonu kaydetmek i¢in OK’a tiklayin.

Policies Peers Remote Peers Proposas | Indsled SAs  Keys
+ = v 7
Name  / |Auh Aigorthms Encr Agorthms Lfetme  PFSGrow
defout md5 shal des 3des 0030

proposall  md5shal T
yoyoipsec md5 k%Y | [Peec Proposal <yoyospsec>

3 items (1 selected)

2. Peer yapilandirmasi: 1Psec >> Peer’e gidin ve yeni bir tane ekleyin.
Address i¢in DrayTek’in WAN IP’sini girin.

Pre shared key i¢in Auth. Method se¢enegini segin ve Secret girin.
Hash Algorithm’e md5, Encryption Algorithm’e 3ces girin.
Konfigiirasyonu kaydetmek i¢cin OK’a tiklayin.
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Port: (500
[y, | A Method: |pre shared key ¥ | rooy |
Secet [ [ ot |
Comment |
Exchange Mode: |man + Copy ]
¥ Send Initial Contact Remove
NAT Traversal
My ID User FQDN
Froposal Check: |obey |+
Hash Algorithm: | md5 ¥

o

-l

Encryption Algorithm: |lces
DH Group: | medp1024
Generate Policy

[

Lifetime: |1c 00:00:00
Lifebytes =

DPD nterval: | 120 ¥ s
OPD M=zamum Faiures: |5

enabled

3. Policy yapilandirmasi: IPsec >> Policy’e gidin ve yeni bir tane ekleyin. General sekmesinde:
a. Src. Address i¢in Mikrotik’in LAN IP’sini girin.
b. Dst. Address i¢in DrayTek’in LAN IP’sini girin.

|Psec Policy <192 168.1.0/24:0->152 168.1071.0/24:0>
General | Adtion 0K

d. || src. Address: [EFRERNE
Src. Port: -

. || Dst. Address: |192.168.101.0/24 |

|
| ooy
_ | Dsstle |
Dst. Pout: - ’m
| Coov |
| Remove |

Protocol: |255 (all) I

enabled

4. Action sekmesinde:
c. Tunnel’iisaretleyin.
d. SA Src. Address i¢in Mikrotik’in WAN IP’sini girin.
e. SA Dst. Address i¢in DrayTek’in WAN IP’sini girin.
f. Proposal i¢in daha 6nce olusturdugumuz Proposal’1 segin.
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|Psec Prolocols: esp s — |

C. [ Tove] |
Cl.[sa 5 Address: 99.99.93.99 | Comment |
@ || 5ADst. Address: |100.100.100.100 |_Copy |
f | Proposal: yoyopsec 3| | Remove |

Prionty: 0

enabled

5. NAT yapilandirmasi: Firewall >> NAT a gidin ve yeni bir kural ekleyin. (Not: Bu kural NAT Rules’da ilk kural
olmalidir.) General sekmesinde,
a. Chain i¢in srcnat segenegini segin.
b. Hedef networkiiniiziin araligin1 Dst. Address’e girin.
c. Out. Interface icin WAN Interface’inizi girin burada ether1’i kullaniyoruz.

NAT Rule <152.168.0.0/16>

Gereral  Advanced Ddra Action  Stefistics
a_ I Chaim; E ;—l | Cancal |
Src. Addrass: - | Apply |
fost Adgess: (11921880076 B —

Protocol | - Comment
Src. Port: - Copy
Dst. Port: | |- Remaowe

Ary. Port - = C =
c' In. Interface: | - Reset Al Courters
| out. inedtace: [ | etnert Ol |

6. Action sekmesinde:
d. Action’1 accept olarak ayarlayin.
e. Konfiglirasyonu kaydetmek i¢in OK’a tiklayin.

NAT Rule <152.168.0.0/16>
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Vigor Router Yapilandirmasi

1. LAN to LAN profil olusturun: VPN and Remote Access >> LAN to LAN sayfasina gidin. Profil eklemek i¢in
bir indexe tiklayin.
a. Profil adi girin ve Enable this profile’1 etkinlestirin.
b. Call Direction igin Dial-out segenegini segin.

VPN and Remote Access == LAN to LAN

Profile Index : 1
1. Commeon Settings b.

a. IF‘I’Dﬁ|E Name IPsec-out Call Direction Bot}i 2 DiaI—OutI Dial-in

¥/ Enable this profile Always on
Idle Timeout 300 second{s)

WP Dial-0ut Th h .
1au roug Enable PING to keep alive

WWANT First v

= PING to the IP
Nethios Naming Packet '® Pass Block
Multicast via WPN Pass '® Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

2. Dial-Out Settings’de:
c. Type of Sever | am calling i¢in IPsec Tunnel segenegini segin.
d. Mikrotik Server’in IP veya Hostname ‘ini girin.
e. IKE Authentication Method i¢in Pre-Shared Key’i se¢in ve key girin.
f. IPSEC Security Method igin High(ESP) seceneginde 3DES with Authentication segenegini segin.
g. Gelismis ayarlar i¢in Advanced’a tiklayin.

2. Dial-Out Settings

Type of Server | am calling

Username 227
c EETE Password(Max 15 char)
o ® IPsec Tunnel S
PPP Authentication
L2TP with IPsec Paolicy |Mone v PAP/CHAPMS-CHAPMS-CHAPYZ v

Y] Compression on Off
Server IP/Host Mame for YPM.,
{such as draytek.com or 123.45.67.89)

d. |99.99.99.99 ]

IKE Authentication Method
&, ] '* Pre-Shared Key
| IKE Pre-Shared Key | e

Digital Signature(x.509)
Peer ID None hd
Local ID
Alternative Subject Name First
Subject Name First

Local Certificate None v

IPsec Security Method

IMediymiAH
f.]® HighesP) | 3DES with Authentication v

g.|[Rances ]

Index(1-15) in Schedule Setup:

i ]
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3. IKE Advanced settings’de: IKE Phase 2 proposal i¢in 3DES_MDS5 ayarlaym ve OK’a tiklayin.
4. TCP/IP Network Settings’de:

a. Remote Network IP’ye Mikrotik’in LAN IP’sini girin.

b. Konfigiirasyonu kaydetmek i¢cin OK’a tiklayin.

B EE wearad el ek Tlosse

N 152 1RG0 L ne AR R Tt

IHE ndbeamzed wsllings

IKE akase o mooe L E LT Afgressna node
Ik dheme L fiujmiza R ¥

IKF bl & [rnka X « |

ikl ubeme b bey §ome . - ] PRl e

T b & Fay §oaljme T L80T0 = W)

Perraer Farware Sseres ® pPesbe Friakhz

Laeal iR

Mete: OF yod select "aute’ i IVE phass 1 prosessl, she nowter wil sz the ‘clo=irg propasals to regatiase wikh the ramess site. The proposals
mzhide: DES (MOESSHA) G, ADES MDE &1 ANSE MG &3 3085 (MLNHLY G5 AFS 29 MDS [C2y5R), AFSSRS SHA [GIAG5),

AEE2Ee_ShA_Gl4
I Chel I L8 = ] -

Yukaridaki konfigiirasyondan sonra, VPN otomatik olarak kurulacaktir. VPN baglantis1 durumunu kontrol etmek
icin, VPN and Remote Access >> Connection Management sayfasina gidin.

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds : 10 ¥  Refresh
General Mode:| ( IPsec-out ) 99.99.99.99 v || Dial
Backup Mode: v | Dial
Load Balance Mode: v | Dial

VPN Connection Status

Current Page: 1 Page MNo. Go >
Virtual Tx Tx Rx Rx
VPl Type Remots I Network  Pkis Rate(Bps) Pkis Rate(Bps) "P1 '™
“pselc_wt) e e TREEY 192 1681.0/24 1772 7 1929 3 1:55:33 | Drop
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