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DRAYOS ROUTER VE VIGOR3900 ARASINDA SSL VPN

Bu makalede, asagidaki topoloji tarafindan DrayOS Router (Vigor router) ve Vigor3900 / 2960 arasinda LAN to LAN
SSL VPN gosterilmektedir. DrayOS Router ve Vigor3900 / 2960, VPN sunucusu ve istemcisi olabilir. Bu nedenle,
sirastyla VPN sunucusu olarak kullanildiginda Vigor Router ve Vigor3900 / 2960 arasinda SSL. VPN baglantisinin nasil
kurulacagini géstermek i¢in bu makaleyi iki boliime ayirdik.

(TwoVigor Routerlar veya iki Vigor3900 arasinda SSL VPN tiineli igin Iki Vigor Router Arasinda SSL VPN makalesine
basvurun.)

https://youtu.be/yEPs6bn3gAs adresinden makalenin videosuna ulasabilirsiniz.

Vigor router Vigor3900

-

LAN: 192.168.66.1/24 LAN: 192.168.111.1/24

VPN yapilandirmasin1 yapmadan once, liitfen routerdaki VPN and Remote Access >> Remote Access Control
sayfasindaki SSL. VPN hizmetinin etkin oldugundan emin olun, bdylece SSLVPN, VPN sunucusu roliinii tistlenir.

VPN and Remote Access »> Remote Access Control Setup

Remaote Access Control Setup

Enable PPTF VPN Service
Enable IPSec WPN Service
Enable LZTPF VPN Service
Enable SSL VPN Service ]

I'h. % [

Mote:

Ta allow VPN pass-through to a separate VPN server on the LAN, disable any services above that use
the same protocal and ensure that MAT Qpen Ports or Port Redirection is also configured,

] Claar Cancal

Not: Vigor3900 / 29601 SSL VPN sunucusu olarak kullaniyorsaniz, SSL VPN ve HTTPS'nin varsayilan port olarak 443
numarali baglant1 noktasini1 kullanmasi nedeniyle, System Maintenance >> Access Control sayfasinda HTTPS erigimine
izin vermek gerekir.
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System Maintenance >> Access Control >> Access Control

Access Control ' Fail to Ban || Access Barmer

Default: Disable Auto-Logout - e Enable Disable
Use Validation Code Enable (o Disable
Customized Login Image : Enable e Disable
Enforce HTTPS Management - Enable '« Disable
v Intemet Access Control

Apply to WAN Interface : wani, wan2, wanld,... v | X
Web Allow Enable (o Disable
Telnet Allow - Enable (» Disable
SSH Allow : Enable (o Disable

| HTTPS Allow s Enablel | | Dizable
S5L Proxy Allow Enable » Disable
FTP Allow : Enable (e Disable
SAMBA Allow Enable s Disable
TROED Allow s Enable Disable
Server Certificate Default ™
Access List: Enable (s Disable

Alternatif olarak, HTTPS veya SSL VPN baglant1 noktasini1 degistirebilir, ardindan SSL. VPN baglantisini etkilemeden
HTTPS erisimini devre dis1 birakabilirsiniz.

Management Port Setup

Web Port : 80 Default:80
Telnet Port : 23 Default:23

S5H Port : 22 Default:22
'—IT[PS Port : 443 Default443

SSL Proxy Port : 44300 Default:44300
| SSL VPN Port : 443 Default443 |
FTP Port : 21 Default:21

SSL VPN portu, Vigor Routerlarin SSL VPN >> General Setup sayfasinda yapilandirilabilir.
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SSL VPN == General Setup

S5L VPN General Setup

Bind to WAN < OWANL ¥ OWANZ ¥ OWANS ¥ WaNg
Port Default: 443)
Server Certificate salf-signad »
HNote:;
1.The settings will act an all S5L applications.
2. Flease go to System Maintenance => Self-Signed Certificate to generate a new "self-signed” certificate.
[8]:4 Cancel

Boliim A: Vigor Router't VPN sunucusu olarak alin
Vigor Router Ayari (Dial-in):

1. VPN and Remote Access Control >> LAN to LAN secenegine gidin ve uygun bir index numarasina tiklayin.
2. Dial-In Ayarlar

a. Profil adi girin.
b. Enable this profile’i etkinlestirin.
c. Call Direction olarak Dial-in se¢enegini se¢in.

VPN and Remote Access >> LAN to LAN

Profile Index : 4

1_Commaon Raltinas

Profile Mame S5Lin Call Diraction Both Dial-Out |'® Dial-in
¥ Enable this profile Tunnel Made GRE Tunnel

- Always on

WPN Dial-Out Through Idle Timeout ] second(s)
WAMNT First T

Enable PING to keep IPsec tunnel alive

1- 0= 1= 18y v PING to the IP

Metbios Maming Packet '® Pass Block

Multicast via WFN Fass ® Black
(for some IGMP, IP-Camera, DHCP Relay..etc,)

d. Allowed Dial-In Type sekmesinde SSL Tunnel’i isaretleyin.
e. Username ve Password girin.

3. Dial-In Settings

Allowed Dial-In Type Username ESLuser
= PPTP Password(Max 11 char) e

IPsac Tunnel W1 Compression % On Off
L2TF with IPsec Policy Mone v

¥ S5L Tunnel I IKE Authentication Method

* Pre-Shared Key

Specify Remote VPN Gateway IKE Pre-Shared Key
Peer VPN Server IP Digital Signature(®.509)
Mone ¥
or Peer 1D Local 1D

= Alternative Subject Name First
Subject Name First

IPsec Security Method
+ Medium{AH)
High(ESF) “ DES ¥ 3IDES ™ AES
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f. Remote Network IP/Mask’da Vigor3900°’tin LAN 11 girin.
g. OK’atiklaym.

5. TCP/IP Network Settings

My WAN IP 0.0.0.0 RIF Direction Dizable L4
Remaote Gateway 1P 0.0.0.0 From first subnet to remote network, you have to do
emote Metwork IF 1821681111 Route ¥
- - IPsec VPN with the Same Subnets
emote Metwark Mask 255255 25850
ccal Network IP 192.168.66.1 Change default route ta this VEN tunnel { Gnly
ocal Network Mask 265,255 255 .0 active if one single WAN is up )
Maore
Ok Clear Caneel

Vigor3900 Ayar (Dial-out):

1. VPN and Remote Access >> VPN Profiles sayfasina gidin ve SSL Dial-out sekmesinde Add’e tiklayn.
a. Profil adi girin.

b. Profili etkinlestirmek i¢in “Enable” yi isaretleyin.
c. Dial-Out igin WAN ara yiiziinii segin.
d. Sunucu IP / Host adina Vigor Router’in WAN IP adresini veya doamin adin1 ve SSL VPN portunu girin.
e. SSL Username ve Password girin.
f. Local IP/ Subnet Mask’inde Vigor3900'in LAN’1n1 girin.
g. Remote IP / Subnet Mask’inde Vigor Router'in LAN’1n1 girin.
h. Apply’a tiklayin.
(VPN and Remate Access == VPN Prafiles = $5L Dial-aut
| isec | PPTPDwatos | PPTP Diakin | SsLpDistow | SsiDakn | GRE
||ﬁ.w # Edit ) Detete L Rename &% Refrash
S5L Diat-cut =
Frafile : | 5510w |
|| Enable
Alviays On Enatle & Disable
Dial-Cwt Through Va3 W » Default WAN P WaM Alias IP
Fallover to L
ke Timeout (aech o (Opticnal)
Server IPfHost Name : wpn, sareer il B443 :
S3L User Name - S5Luser
S50 Password . 0 seese
Local IP { Subnet Mask - | 192 1681111 | | 255255 255 024 v
‘._ﬁ Al H Save Frafile Mumber Limi - 7
P Subnet Mask
Fetats IF | Subnet Mask : |02 168 65.1 2552550550 | [
Faute | NAT Made Raoute w
Mathine Mamina Pashed Frahle o MEaahla =
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Artik VPN baglantisi icin VPN and Remote Access >> Connection Management sayfasina gidebiliriz.

WPH and Remnode Access > Conmection Management >> Connection Manapement =)
Coinaeion kianagamant ] Heslary
DCial-Diut tool
Fec [ FPTF g 5L Prunlrsl 55004 - GCMII &% Rubesh  Aut Refrosh - |1 Minda - VWihite Dats ar't el

al [ | &

VPN basariyla baglandiktan sonra VPN durumunu asagidaki gibi gorebiliriz.

WPH and Remote Access >> Connection Management == Connaction Management

[ Caonnection Marsgement Histary
Dial-Out teol
Wsec | PPTP s SSL  Profiles: | v 5 coment | G Retresh | Auto Refresh © |1 Minula > White -Data lan't &

VPN Conmviction Satus

Search By Search e Search By .. | W Search W Search W Search By Search s Search Wy Search ™
¥PH Typa Intariace Ram,. ‘iriual Netwark Up Time R Rata TX Rata R Byta TX Byte Qperatian
l SSLout SELTunnel wand 118 192 166.66.1/34  00:00:30 7.01 (Kbps) 113(bps) 45.32 (KB}  5.84 {KB) I V | B

Boliim B: Vigor3900'ii VPN sunucusu olarak alin.
Vigor3900 Ayar (Dial-in):

1. User Management >> User Profiles’a gidin ve Add’e tiklayin.
2. Dial-In Ayarlar
a. Username ve Password girin.
b. Profili etkinlestirmek i¢in “Enable” yi isaretleyin.
c. PPTP/L2TP/SSL Server boliimiinde SSL Dial-in'i etkinlestirin.
d. Apply’a tiklayin.

User Management == User Profile == User Profile

" UserProfle || Apply Al

' €y add ¥ Edit [[] Delete &M Refresh Search (), Search

User Profile =] |2
Usernarme : EsLusar |
Password I. .......... Isucnglh : Excellent
System User false |

PRTRIL2TRSSLPPPOE Server General Setup

ldle Timeout{sec) : i}
DHCF from : lan1 » =
Etatic IP Address (Dptianal)

# User Management

v PPTRIL2ZTR/SSL Server

PPTP Dial-im Enable = Disable
L2TP Dial-in - Enable s Disable
SSL Tunnel - Disable
Use mOTP Enable = Disable
Tima Objects v | X
S5L Proxy : w | X
SSL Application(VNG) w |3
55L ApplicatieniRDP) v |

=] Apply &3 Cancel
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3. VPN and Remote Access >> VPN Profiles’a gidin ve SSL Dial-in sekmesinde Add’e tiklayin.
Bir profil ad1 girin ve Enable’yi isaretleyin.

SSL VPN baglantisi i¢in SSL Username segeneklerinde kullanici profilini se¢in.
Local IP/Subnet Mask’inda Vigor3900’iin LAN 11 girin.

Remote [P/Subnet Mask’inda Vigor Router’in LAN’1n1 girin.

Apply’a tiklayn.

T o0 o

[ VPN and Remote Access == VPN Prafiles > S5L Dial-in

J IPsec ]JPPTPI]!&I—QM | PPTP Dialin " £ |:||amu||l|r S5 Diakn |[ GRE

||E;.w & Edit [[[) Detete G Rename 4% Refrash

F3L Dial-in - |

Profile SSLin

[V Enakle

550 User Name SSLuser >

Local IP ! Subnet Mask 192168111 255 255 355 024 )
Gy ama B save Prafile Numbes Limit 1ﬁ|
IP Subrnet Mask

Remate IP 7 Subnet Mask | 152 168 66 1 255 2552550 [ |

Metbios Maming Packet Enable (& Disable

Multicast via VPN Enatle (s Disable

RIP wvia WPN Enatle (s Disable

B acoly €3 cencal

Vigor Router Ayari (Dial-Out):

1. VPN and Remote Access Control >> LAN to LAN se¢enegine gidin ve uygun bir index numarasina tiklayin.
2. Dial-In Ayarlar
a. Profil adim girin.
Enable this profile’i etkinlestirin.
Call Direction olarak Dial-in segenegini segin.
Allowed Dial-In Type sekmesinde SSL Tunnel’i isaretleyin.
Server IP / Host Adina Vigor3900'iin WAN IP'sini veya domain adini girin.
Username ve Password girin.
Remote Network IP / Mask'a Vigor3900'in LAN'in1 girin.
OK'a tiklayin.

3. Dial-In Settings

SQ@ o o0

Allowed Dial-In Type Usermame BSLuser
L PPTP Password(Max 11 char) o=
) IPsec Tunnel W] Compression * On OFf
L L2TP with IPsec Palicy Mona v
¥ =5L Tunnel I IKE Authentication Method
* Pre-Shared Key
Specify Remote VPN Gateway IKE Pre-Shared Key
Peer VPN Server IP Digital Signature(X.509)
Mone »
ar Peer ID Local ID

® Alternative Subject Mame First
Subject Name First

IPsec Security Method
“ Medium({AH)
High({ESF) < DES ¥ 3DES ” AES
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Artik VPN baglantisi icin VPN and Remote Access >> Connection Management sayfasina gidebiliriz.

VPH and Remote Access »» Conneclion Management

Dial-out Tool Refresh Seconds : 10 * | Refresh
General Mﬂd4 { 5SLout) " 4.148 -3 12E *  Dial
Backup Made: v | Dial
Load Balance Made: | Dial
VPN basariyla baglandiktan sonra VPN durumunu asagidaki gibi gorebiliriz.
VPN Connection Status
Current Page: 1 Page No. Go | | ==
Virtual Tx = Rx Rx -
VPN Type Remote IP Network  Pkts Rate(Bps) Pkts Rate(Bps) “P1Mme
1 .
{ Server ) SSL Tunnel ]

[ 103 151 148 1052 0:1:33 Drop

xxxxxxxx : Data is encrypted.
xxxxxxxx¥ . Data isn't encrypted.
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