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VIGOR3900°’DAKI TUM TRAFIK VPN TUNELINE NASIL GONDERILIiR

Vigor3900'iin genel merkezde ve Vigor2960'n sube ofisinde oldugunu varsayarsak, ag Yoneticisi iki ofis arasinda bir
VPN olusturmak ve Vigor2960'n tiim trafigini bu VPN tiineline gondermek istiyor. Asagidaki drnekler size bu amaci
gerceklestirmenin iki yolunu gosterecektir.
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A. IPsec + Route Policy iizerinden GRE
Genel Merkezdeki Vigor3900’iin Konfigiirasyonlari

1. Yeni bir VPN profili ekleyin: VPN and Remote Access >> VPN Profiles sayfasina gidin. Add’e tiklayin ve
temel ayarlar yapilandirin:
a. Enable’yi isaretleyin.
Local IP / Subnet’i 10.0.0.0/8 olarak girin.
Remote Host’u Vigor2960’in WAN IP’si olarak girin.
Vigro2960’mn LAN IP’si olarak Remote IP/Subnet girin.
IKE Phase 1 i¢in Main Mode segin.
Preshared anahtarmi girin.
0. Security Protocol i¢in ESP secin.
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2. VPN profili i¢in GRE ayarlarinin yapilandirilmasi.

a. GRE function i¢in “Enable”yi segin.

b. Local GRE IP’yi girin. (Subedeki Vigor2960'taki Remote GRE IP ile ayni olmalidir.)
c. Remote GRE IP’yi girin. ( Subedeki Vigor2960'taki Local GRE IP ile ayni olmalidir.)
d.

Ayarlar1 uygulamak i¢in Apply’a tiklayin.

IPsec
Profile : 24960
[¥] Enable
Basic Advanced GRE Proposal Multiple SAs
Enable GRE Function : #» Enable Disable
Lecal GRE IP - 111.111.111.38
Remote GRE IP - 1M1.111.411.29

Auto Generate GRE Key . » Enable Disable

Note :
It is necessary create Load Balance Pool/Rule in VPN Trunk Management for making GRE tunnels wark.

3. Yeni VPN Load Balance havuzu olusturun: VPN and Remote Access >> VPN Trunk Management >> Load
Balance Pool sayfasina gidin. Ardindan yeni bir profil olusturmak i¢in Add’e tiklayin.
a. Profil ad1 girin.
b. Olusturdugumuz VPN profilini segmek ve Weight vermek i¢in Add’e tiklaymn. (Burada sadece GRE
ayarl1 VPN profili listelenir.)
c. Kaydetmek icin Apply’a tiklayin.

Load Balance Pool *

Profile :  pool

Mode : Load Balance v
©y ada [B] save Profile Number Limit : 16
Interface Weight

Interface : | 2960 1 1]

4. VPN Load Balance Kurali olugturun: VPN and Remote Access >> VPN Trunk Management >> Load Balance
Rule sayfasina gidin. Ardindan yeni bir profil olusturmak i¢in Add’e tiklayin.
a. Profil adim girin.
b. Protokol igin ALL secenegini segin.
c. Source(kaynak) IP adresini girin.
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Source Mask ‘1 girin.

Destination(hedef) IP adresini girin.

Destination Mask’1 girin.

Load Balance Pool i¢in VPN Trunk Load Balance Pool segenegini segin.

| VPN and Remote Access >> VPN TRUNK Management >> Load Balance Rule

[ Load Balance Pool “ Load Balance Rule 1
!@ Addi JX Edit [[]] Delete &% Refresh
Load Béiance Rule || X
Profile : to29
/| Enable
Protocol : {ALL v
Source IP Address - 10.0.0.0 (Optional)
Source Mask - 1255.0.0.0/8 v | (Optional)
Destination IP Address . 192.168.1.0 (Optional)
Destination Mask : (255255 255.0/24 v. | (Optional)
Load Balance Pool : pool v
: Apply @ Cancel

Note: VPN Load Balance Rule olan VPN Trunk tiinelinden ne tiir bir trafik gegmesi gerektigini tanimlamak gerekir. Aksi
takdirde, trafik VPN Trunk tiinelini gegemez.

Subedeki Vigor2960’daki Konfigiirasyonlar

1. Yeni bir VPN profili ekleyin: VPN and Remote Access >> VPN Profiles sayfasina gidin. Add’e tiklayin ve
temel ayarlar1 yapilandirn.

a.

S@ e oo

Enable’yi etkinlestirin.

Auto Dial-Out i¢in Enable’yi isaretleyin ve Always Dial-Out segenegini segin.
Local IP/Subnet’i 192.168.1.0/ 255.255.255.0 olarak girin.

Remote Host IP’yi Vigor3900’tin WAN IP’si olarak girin.

Remote [P/ Subnet’i 10.0.0.0/ 255.0.0.0 olarak girin.

IKE Phase 1 i¢in Main Mode segenegini segin.

Preshared anahtarimi girin.

Security Protocol i¢in ESP segenegini segin.
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2. GRE ayarlarini ya da VPN profilini yapilandirin.
a. Enable GRE function i¢in Enable’yi isaretleyin.
b. Local GRE IP’sini girin. (Merkezdeki Vigor3900°deki Remote GRE IP’si ile ayni1 olmalidir.)
c. Remote GRE IP’sini girin. (Merkezdeki Vigor3900°deki Local GRE IP’si ile ayn1 olmalidir.(
d. Ayarlan kaydetmek icin Apply’a tiklayin.

IPsec
Profile : 240
|| Enable
Basic Advanced GRE Propozal Multiple SAs
Enable GRE Function : # Enable | Disable
Local GRE IP . 111 111.111.28
Remote GRE IF : 111.111.111.39

Auto Generate GRE Key : @ Enable |  Disable

Note :
It is necessary create Load Balance Pool/Rule in VPN Trunk Management for making GRE tunnels work.
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3. VPN Load Balance Havuzu olusturun: VPN and Remote Access >> VPN Trunk Management >> Load
Balance Pool sayfasina gidin. Ardindan Add’e tiklayin ve yeni profil olusturun.
a. Profil adim girin.
b. Yeni olusturulan VPN profilini segmek ve Weight vermek i¢in Add’e tiklayin. (Burada sadece GRE
ayarlt VPN Profili listelenir.)
c. Kaydetmek i¢in Apply’a tiklayin.

Load Balance Pool

Profile :  loop

Mode : Load Balance »

€3 Add [H] save

Inferface Weight
Interface : 103900 1

4. VPN Load Balance Kurali olusturun: VPN and Remote Access >> VPN Trunk Management >> Load Balance
Rule sayfasina gidin. Ardindan profil olusturmak i¢in Add’e tiklayn.
a. Profil adim girin.

b. Protocol i¢in ALL segenegini segin.
c. Source IP adresini girin.
d. Source Mask’1 girin.
e. Destination IP adresini girin.
f.  Destination Mask’1 girin.
g. Load Balance Pool i¢in VPN Trunk Load Balance Pool se¢enegini segin.
VPN and Remote Access >> VPN TRUNK Management >> Load Balance Rule
Load Balance Pool | Load Balance Rule ‘
X Edit [[[] Delete ¢ Refresh
Profile Enable Protocol Source IP Address
Load Balance Rule - || X
Profile : to39
V] Enable
Protocol ALL \ v
Source IP Address : 192.168.1.0 (Optional)
Source Mask | 255.255.255.0/24 w v | (Optional)
Destination IP Address : 10.0.0.0 (Optional)
Destination Mask - 255.0.0.0/8 || (Optional)
Load Balance Pool loop } v
E Apply Q Cancel
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5. Yukaridaki konfiglirasyonlar1 tamamladiktan sonra VPN tiineli artik dialed-up olmustur. VPN and Remote
Access >> Connection Management sayfasindan VPN durumunu kontrol edebilirsiniz. Ayrica yerel bir
bilgisayarin uzaktaki bir bilgisayardan ping yanit1 alip almayacagini kontrol edebilirsiniz.

VPN and Remote Access >> Connection Management >> Connection Management

Cennection Management History
Dial-Out tool
e IPsec PPTP  Profiles : w -E Connect ™ Refresh  Auto Refresh: |1 Minute

VPN Connection Status

Search %%o| Search “Ho| Search S0l Search “%o| Search %% Search
VPN Type Interface Remote IP Virtual Network Up Time
1 to3900 IPsec/3DES_HMA.. wanl 220.132.88.33 111.111.111.39/32 00:43:12
e S EBRTIL0 - ping 10.11.1.254 -t - O

sUserssaadl »ping 168.11.1.254 —t¢

inging 18.11.1.254 with 32 hytes of data:
from 18.11.1.254: hytes=32 time=33msz TTL=63
from 19.11.1.254: hytes=32 time=32ms TTL=63
from 18.11.1.254: hytes=32 time=32msz TTL=63
from 18.11.1_.254: bhytes=32 time=33ms TTL=63

from 18.11.1.254: bhytes=32 time=33msz TTL=63
from 18.11.1_.254: hytes=32 time=33ms TTL=063
from 18.11.1.254: bhytes=32 time=3%msz TTL=63
from 18.11_.1.254: bhytes=32 time=32m=z TTL=63
from 18.11.1.254: hytes=32 time=32ms TTL=63
from 18.11.1.254: hytes=32 time=34msz TTL=63
from 18.11.1.254: hytezs=32 time=33ms

0 ) ] ] nE =. Uk

6. Tim trfigi VPNTrunk Tiinelinden gegmeye zorlamak igin bir Policy Rule olusturun: Routing >> Policy Route
sayfasina gidin ve yeni bir kural eklemek i¢in Add’e tiklayin.
a. Profil adinm girin.
Enable’yi isaretleyin.
Protocol igin ALL segenegini segin.
Source Type i¢in ANY secenegini segin.
Destination Type i¢in ANY se¢enegini segin.
Out-going Rule i¢in VPN Trunk LB Pool segenegini segin.
Load Balance Pool i¢in VPN Load Balance Profile secenegini segin.
Mode i¢in NAT segenegini segin.
Kaydetmek igin Apply’a tiklayin.

SQ@ oo
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Routing >> Policy Rule

Palicy Rule
[y add | & Edt [[[] Delete 4 MoveUp ¥ MoveDown Gf Rename Auto Refresh: |1 Minute ~
Policy Rule - |3

Profile : toANY

/| Enable

Prierity High v |

Protocol ALL v

Time

Time Objects v | X

Source

Source Type Any v

Destination

Destination Type : Any w

Route Rule

Out-going Rule VPN Trunk LB Paol W

Load Balance Pool 'Ioc,c v

Mode : NAT v

Failover to Next Rule : » Enable Disable

= when interface down
when target ping for seconds

Failback (Quick Recover) Enable » Disable

U Apply \J Cancel

1. Tim trafigin VPN tiinelinden gecip ge¢medigini gorebilmek igin traceroute komutu trecert -d kullanarak
Ogrenebilirsiniz. Asagidaki ekran goriintiisiindeki traceroute sonucundan ikinci diiglimiin Vigor3900’iin LAN
IP’si oldugunu goriiyoruz ve bu 8.8.8.8’¢ giden trafigin VPN tiineli iizerinden gonderildigi anlamina geliyor.

B SSIBTRETE - tracert -d 8.8.8.8 - oK
eply from 172.16.2.8: bytes=32 time=32ms TTL=b2

ing statistics for 172.16.2.8:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss),
poroximate round trip times in milli-seconds:

Hinimum = 32ms,. Maximum = 34ms,. Average = 33ms

sUserssul>tracert —d 8.8.8.8
racing route to 8.8.8.8 over a maximum of 38 hops

ms ms ms 192.168.1.1
ms ns ms 18.11.1.254
ms mns ms 168.95.98.254
mns ms 168.95.25.218
ms ng mns 228.128.7.46
ms ms ms 228.128.2.38
ms ms ms 220.128.9.81
ms mns mns  228.128_9_225
ms ms ms P2.14.196.3
ms ng ms V2.14.233.28
ms ms ms 209.85.252_.213
ms ms ms  72.14.237.177
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B. NAT Policy
Subedeki Vigor2960’1n Konfigiirasyonlari

1. Yeni bir VPN profili ekleyin: VPN and Remote Access >> VPN Profiles sayfasina gidin. Add’e tiklayin ve
temel ayarlar yapilandirm.
a. Enable’yi etkinlestirin.
Auto Dial-Out i¢in Enable’yi isaretleyin ve Always Dial-Out segenegini segin.
Local IP/Subnet’i 192.168.1.0/ 255.255.255.0 olarak girin.
Remote Host IP’yi Vigor3900’tin WAN IP’si olarak girin.
Remote IP/ Subnet’i 10.0.0.0/ 255.0.0.0 olarak girin.
IKE Phase 1 i¢in Main Mode segenegini segin.
Preshared anahtarimi girin.
Security Protocol i¢in ESP se¢enegini segin.
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2. Advanced sekmesinde Enable NAT Policy i¢in “Enable” segenegini segin.
a. Ara ylizin tiim trafigi géndermesi i¢in Vigor2960’larin LAN’1n1 ¢evirecek bir ag girin.

Set VPN as Default Gateway i¢in “Enable
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IPsec

Profile : 3900

[#/] Enable
Basic Advanced GRE Froposal Multiple 5As
Phase1 Key Life Time : 28800 seconds
Phase? Key Life Time : 3500 seconds
Perfect Forward Secrecy Status Enable & Disable
Dead Peer Detection Status = Enable Disable
DPD Delay : 30 seconds
DPD Timegut : 120 seconds
Ping to Keep Alive Enable |« Disable
Route | NAT Mode - Foute w
Source IP - auto_detect_srcip w
Apply NAT Policy : » Enable Disable
Translated Local Metwork 192.168.2.0 _255 2552560024 ]
Set VPN as Default Gateway « Enable Disable
Netbios Naming Packet : Enable |« Disable
Multicast via VPN ; Enable |« Disable
RIP via VPN - Enable |« Disable

Merkezdeki Vigor3900’iin Konfigiirasyonlari

1. Yeni bir VPN profili ekleyin: VPN and Remote Access >> VPN Profiles sayfasina gidin. Add’e tiklayin ve
temel ayarlar1 yapilandirm.
a. Enable’yi etkinlestirin.
Local IP/Subnet’i 10.0.0.0 olarak girin.
Remote Host IP’yi Vigor2960’mm WAN IP’si olarak girin.
Remote [P/ Subnet’i Vigor2960’in doniistiiriilmiis network IP’si olarak girin.
IKE Phase 1 i¢in Main Mode segenegini segin.
Preshared anahtarini girin.
Security Protocol i¢in ESP secenegini segin.

b.
C.
d.
e.
f.
g.
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2. Tim trafigin VPN tiinelinden gegip ge¢medigini gorebilmek igin traceroute komutu trecert -d kullanarak
Ogrenebilirsiniz. Asagidaki ekran goriintiisiindeki traceroute sonucundan ikinci diigimiin Vigor3900’iin LAN
IP’si oldugunu goriiyoruz ve bu 8.8.8.8’¢ giden trafigin VPN tiineli iizerinden gonderildigi anlamina geliyor.

] BB TEIT - tracert -d 8.8.8.8 - OE

ing statistics for 172.16.2_.8:

Packetz: Sent = 4. Received = 4, Lost = @ (Bx lossl.
pproximate round trip times in milli—seconds:

Hinimum = 32mz, Maximum = J4ms. Average = 33ms

vzerssaod *tracert —d 8.8.8.8
racing route to 8.8_.8.8 over a maximum of 3B hops

ns ms ms 192.168.1.1
ns ms mz 1@.11.1.254
ms ms ms 168.75.98.254
ms mz 168.95.25_.2108
ns ms mz 220.128.7.46
mns ms ms 220_128.2.38
ns ms mz 220.128.7.81
ms ms ms 220_.128.9.225
ns ms mz F2.14.196.3
ms ms ms 72.14.233.28
ns ms mz 209.85.252.213
ns ms mz 72.14.237.177
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