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Bir VPN Profilinde IPsec Tiinelinin Birden Fazla Subnet’i Baglamasi i¢in Birden Fazla Phase 2 SA Olusturmak

Bir [Psec VPN iizerinden birden fazla LAN agma baglanirken Vigor Router, ayn1 [Psec tiineli iizerinde ek Route
kurallarina izin vermek i¢in IPsec “birden ¢ok" Remote Subnet 6zelligine sahiptir, bu nedenle ek aglar i¢in birden fazla
IPsec SA (Giivenlik Birligi(Security Association)) gerekli degildir. Ancak, bu mekanizma sadece DrayTek Vigor
Router'lar arasinda ¢alisir. DrayTek olmayan bir VPN sunucusuna baglanirken, LAN to LAN VPN istemcisi olarak Vigor
Router, bir VPN profilinde her bir subnete birden fazla IPsec tiineli olusturmak i¢in IKE Phase 2'deki IPsec SA'larim
goriismeyi destekler. Ve bu belge, bir VPN profili iizerinden birden fazla remote subnete erigsmek i¢in IPsec Multiple SA
ozelliginin nasil kullanilacagini tanitmaktadir.

DrayOS

IPSec Tunnels

HQ Office Branch Office
VPN Server VPN Client
| |
LANL LAMNZ2 LAN3
192.168.13.1/24 192.168.14.1/24 192.168.26.1/24

Hem VPN sunucusu hem de VPN istemcisi DrayTek routerlari oldugunda, "More" secenegini kullanarak da amacimiza
ulagabilecegimizi unutmayin. Bu durumda, "Create Phase2 SA for each subnet (IPSec)” gerekli degildir ve
etkinlestirilmemelidir.

Draytek Router’1 VPN Client Olarak Yapilandirma

1. VPN and Remote Access >> LAN to LAN sayfasina gidin ve yeni bir IPsec profili olugturmak igin bir index

numarasina tiklayin.

LVPN and Remote Access >> LAN to LAN] 0
LAN-to-LAN Profiles: | Setto Factory Default |
View: @ All © Trunk

Index Name Active Status Index Name Active Status
E 277 B 17. 27? [l
2. 277 B 18. ?7? [l
3. 777 B 19. ?7? Il
4. 277 B 20. ?7? m
5. 277 B 21. ?7? |
6. 277 [ 22. ?7? 0
1. EEE £ 23. s ]
8. 77 [ 24, 77 [
ER 7?7 [l 25. 777 0
10. 77 [} 26. 77 0
1. EEE [} 2. s [}
12. 77 [} 28. 77 0
13. EEE [} 29. s [}
14. 77 [} 30. 77 0
15. EEE [} 3. s [}
16. 777 ] 32 77?7 ]

Lok | [ Cancel ]

[HKKXX: This Dial-out profile has already joined for VPN Backup Mechanism]
[XXXXKX:This Dial-out profile does not join for VPN TRUNK]
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2. 1Psec profil yapilandirmalarini ayarlayin.

a.

0o o0 o

©«
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Profil ad1 girin ve Enable this profile’1 etkinlestirin.

Dail-Out’u segin.

Type of Server i¢in "IPsec Tunnel” i segin.

Server IP’i girin.
Pre-Shared Key girin.
Remote Network IP girin.
More’a tiklayin.

VPN and Remote Access >> LAN to LAN

Profile Index : 1

1. Common Settings

Profile Name

Enable this profile

branch1

Call Direction
[T Always on b.
Idle Timeout 300 second(s)

Multicast via VPN

VPN Dial-Out Through| WAN1 First
Netbios Naming Packet

(for some IGMP,IP-Camera, DHCP Relay..etc.)

] Enable PING to keep alive
PING to the IP

2. Dial-Out Settings

|Type of Server | am calling

Username ?77?

L2TP with IPsec Policy None

Password{Max 15 char)

PPP Authentication
PAP/CHAP/MS-CHAP/MS-CHAPY.

(such as draytek.com

Server IP/Host Name for VPN.

or 123.45.67.89)

|118.160.99.63

] d.

V] Compression

off

IKE Authentication Method e.
@ pre-Shared Key

IKE Pre-Shared Kay

© Digital Signature{X.509)

Peer ID None
Local ID

@ Alternative Subject Name First

) Subject Name First

Local Certificate None

IPsec Security Method
@ Medium(AH)
High(ESP) 3DES with Authentication El

Index(1-15) in Schedule Setup:

3. Dialdn Settings

Allowed Dial-In Type

Username 797

PPTP
IPsec Tunnel

L2TP with IPsec Policy | None [=]

Password(Max 11 char)

W] Compression ® on © Off

Peer VPN Server IP

or Peer ID

[C] specify Remote VPN Gateway

IKE Authentication Method
Pre-Shared Key
IKE Pre-Shared Key
[T pigital Signature(X.509)
None
Local 1D

Alternative Subject Name First

© Subject Name First

IPsec Security Method

Remote Network IP
Remote Network Mask
Local Network IP

Local Network Mask

f.[192.166.13.1

255255 2550
192.168.26.1

255255 2550

Medium{AH)

High(ESP) pes /| 3pes || aEs
4. GRE over IPsec Settings
[C] Enable IPsec Dial-Out function GRE over IPsec
7] Logical Traffic My GRE IP Peer GRE IP
5. TCP/IP Network Settings
My WAN IP 0000 RIP Direction Disable  [~]
Remote Gateway IP 0.00.0 From first subnet to remote network, you have to

do

Route E

Change default route to this VPN tunnel { Only
single WAN supports this )

www.draytek.com

[ ok ] [ clear | [ cancel

E-mail: teknik@netfast.com.tr

Tel: (312) 232323




DrayTek metfast’

3. Acilir Pencerede
i.  Remote’da ikinci Network IP ve Netmask’1 girin.
ii.  Add’e tiklayin.
iii.  Create Phase2 SA for each subnet (IPSec)’i isaretleyin.
iv.  Pencereyi kapatmak i¢in OK’a tiklayin ve ardindan kaydetmek i¢in OK’a tiklayin.

Profile Index :1

Remote Metwork
I. [Network 1P 192 168.14.1 / 24 "
192 168.14.1

Metmask
2RE2ERZRE0N 24 |E|

iI.1Add | [Delste | |Edit|

[¥| Create Phase2 SA for each subnet.{IPsec}I |||

| ok | | Close |

VPN Baglantisim1 Kontrol Edin

VPN baglatisini kontrol etmek i¢in VPN and Remote Access >> Connection Management sayfasina gidin. Gordiigiiniiz
gibi iki IPsec tiineli kuruldu.

VPN and Remote Access *> Connection Management

Dial-out Tool Refresh Seconds : |10 E|

General Mode: ( branch1 ) 118.160.99.68 |~|[_ Dial |
Backup Mode: |E|

VPN Connection Status

Current Page: 1 Page MNo.

Virtual Tx Tx Rx Rx
VPN Type Remote IP UpTime
YP Network  Pkts Rate(Bps) Pkts Rate(Bps) ©
1 IPsac Tunnel 118.160.99.68
{ branch1 ) 2DES-SHA1 Auth via WANZ 132.188.14.1/24 4 3 4 E 0:1:58 | Drop
2 IPsac Tunnel 118.160.99.68
{ branchi ] 3DES-SHAL Auth via wanz  192.168.13.1/24 54 73 78 so 0:1:38

xooooeod @ Data is encrypted.
wooocoood @ Data isn't encrypted.

Linux
Durum 1: Vigor3900°’de bir local ag varken VPN Peer’de iki local ag bulunmaktadir

Bu o6rnekte, Vigor3900iin LAN ag 192.168.1.0/24'tiir. VPN Peer'in LAN1 ag1 192.168.100.0/24 ve LAN2 ise
192.168.200.0/24'tiir.
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LAN1

192.168.100.0/24

LANL /_mmu—
, 192.168.1.0/24

Local Vigor3900 : LAN2 VPN Peer
192.168.200.0/24

1. Basic sekmesinde, Vigor3900'in LAN agini (192.168.1.0/24) Local IP / Subnet Mask’1t ve VPN Peer'in LAN1
ag1 (192.168.100.0/24) Remote IP / Subnet Mask’1 olarak yapilandirabiliriz.

IPsec

Profile = toVPMN_Peer

Enable
Basic Advanced GRE Proposal Multiple SAs

Auto Dial-Out : # Enable Disable  Always Dial-Out v
Dial-Out Through : wan w | (@ Default WAN IP WAN Alias IP
Failover to : w

Local IP/ Subnet Mask : 1592.168.1.0 255.255.255.0424 w
Local Next Hop : 0.0.0.0 {0.0.0.0 : default gateway )
Remote Host : 172.16.2.245

Remote IP | Subnet Mask :  192.168.100.0 255.255.255.0/24 v

2. Multiple SAs sekmesinde, Vigor3900'iin Local IP / Subnet Mask’1 igin LAN agini tekrar ve VPN Peer'in Remote IP
/ Subnet Mask’1 icin LAN2 agini girin.

IPsec
Profile : toVPMN_Peer
Enable
Basic Advanced GRE Proposal Multiple S&s

Enable  Local I[P/ Subnet Mask Remote [P/ Subnet Mask Clear
msal 192.168.1.0424 192.168.200.0/24 J'J.||T
msa2 ]
msad D
msad |:|

O

O

msas

msat

3. Benzer sekilde Multiple SA ayarim yapilandirmamiz veya Vigor3900 Remote noktasindaki iki IPsec VPN Dial-
in profil olusturmamz gerekiyor.
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4. TIPsec baglantisi kurulurken, Vigor3900 iki IPsec SA olusturacaktir. Bunlardan biri, 192.168.1.0/24 ve
192.168.100.0/24 ag1 arasindaki verileri sifrelemek. Diger ise 192.168.1.0/24 ve 192.168.200.0/24 ag1 arasindaki
verileri sifrelemek.

Durum 2: Vigor3900°de iki local ag varken VPN Peer’de bir local ag bulunmaktadir

Bu ornekte, Vigor3900in LAN1 ag 192.168.1.1/24 ve LAN2 192.168.2.1/24'tlir. VPN Peer'in LAN agi
192.168.100.1/24'tiir.

LAN1
192.168.1.0/24

—u.l.umu—\ LANL |
192.168.100.0/24 \A
i

Local Vigor3900  LAN2 VPN Peer
192.168.2.0/24

1. Basic sekmesinde, Vigor3900in LAN1 agmi Local IP / Subnet Mask’t ve VPN Peer'in LAN agim
(192.168.100.0/24) Remote IP / Subnet Mask’1 olarak yapilandirabiliriz.

IPsec

Profile : toWPMN_Peer

Enable
Basic Advanced GRE Proposal Mutltiple SAs

Auto Dial-Out : » Enable Disable &hways Dial-Out »
Dial-Out Through : wan L » Default WAN IP WAN Alias IP
Failover to : w

Local IP/ Subnet Mask : 192.168.1.0 255.255.255.0124 w
Local Next Hop : 0.0.0.0 (0.0.0.0 : default gateway )
Remote Host : 172.16.2.245

Remote IP | Subnet Mask :  192.163.100.0 255.255.255.0124 w

2. Ardindan Multiple SAs sekmesinde, Vigor3900'in LAN2 agin1 ve VPN Peer's LAN agim girin.

Profile : toVEMN_Peer
Enable
Basic Advanced GRE Proposal Multiple SAs
Enable  Local IP / Subnet Mask Remote IP / Subnet Mask Clear

msal 192.168.2.0/24 192.168.100.0/24 i
msaz |:|
msald |:|
msad |:|
]

msas
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3. Benzer sekilde Multiple SA ayarim yapilandirmamiz veya Vigor3900 Remote noktasindaki iki IPsec VPN Dial-

in profil olusturmamiz gerekiyor.
4. IPsec baglantis1 kurulurken, Vigor3900 iki IPsec SA olusturacaktir. Bunlardan biri, 192.168.1.0/24 ve

192.168.100.0/24 ag1 arasindaki verileri sifrelemek. Digeri, 192.168.2.0/24 ve 192.168.100.0/24 ag1 arasindaki
verileri sifrelemek icindir.

Durum 2: Hem Vigor3900 hem de VPN Peer'in iki Local ag1 bulunmaktadir

Bu ornekte, Vigor3900iin LANI ag1 192.168.1.0/24 ve LAN2 192.168.2.0/24'tiir. VPN Peer'in LAN1 ag1
192.168.100.0/24 ve LAN2 ag1 192.168.200.0/24'tiir.

LAN1 LAN1

192.168.1.0/24 VPN Tunne 192.168.100.0/24
192.068.2.0024 Lo (00 iy ——192:168.100.0/24

Local Vigor3900 ~ LANZ2 LANZ VPN Peer
192.168.2.0/24 192.168.200.0/24

1. Basic sekmesinde, Vigor3900in LANI agimi Local IP / Subnet Mask’t ve VPN Peer'in LANI1 agim
(192.168.100.0/24) Remote IP / Subnet Mask’1 olarak yapilandirabiliriz.

IPsec

Profile : toWVPM_Peer

Enable
Basic Advanced GRE Proposal Mutltiple SAs

Auto Dial-Out : # Enable Disable|Always Dial-Out L
Dial-Out Through : wan1 L # Default WAN IP WAN Alias IP
Failover to : w
Local IP ! Subnet Mask : 192.168.1.0 255.255.255.0124 ¥
Local Next Hop : 0.0.0.0 (0.0.0.0 : default gateway
Remote Host : 172.16.2.245
Remote IP/ Subnet Mask : 192.168.100.0 255.255.255.0¢24 v

2. Multiple SAs sekmesinde, asagidaki ii¢ ayar1 girin:
e  Vigor3900’iin LAN2 ag1 - VPN Peer'm LAN1 agina
o Vigor3900’in LAN2 ag1 VPN Peer''n LAN2 agina
e  Vigor3900'in LANT1 ag1 - VPN Peer''n LAN2 agina

IPsec

Profile : toWVPN_Peer
Enable
Basic Advanced GRE Proposal Multiple SAs
Enable  Local IP/ Subnet Mask Remote IP / Subnet Mask Clear

msal 192.168.2.0/24 192.168.100.0/24 J-JTﬁ
msa2 192 168.2.0/24 192.168.200.0/24 mﬁ
msald 192.168.1.0/24 192.168.200.0/24 m
msad =
msas ]
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3. IPsec baglanti kurulusu sirasinda Vigor3900, 4 IPsec SA olusturacaktir. Bunlardan biri, 192.168.1.0/24 ve
192.168.100.0/24 ag1 arasindaki verileri sifrelemek ve bunlarin geri kalani, 192.168.1.0/24 ve 192.168.200.0/24
agl, 192.168.2.0/24 ve 192.168.100.0/24 ag1 ile 192.168.2.0/24 ag1 ile 192.168.200.0/24 ag1 arasindaki verileri
sifrelemek icindir.

IPsec
Profile : from3900
Enable
Basic Advanced
Auto Dial-Out :

For Remote Dial-In User :

GRE

Proposal Multiple Sas

Enable (e Disable

Enable (# Disable

Dial-Out Through : wan

Failover to :

Local IP / Subnet Mask : 192.168.100.0

Local Next Hop : 0.0.0.0

Remote Host : 172.16.2.194

Remote IF | Subnet Mask : 152.168.1.0

v | (@ Default WAN IP WAN Alias IP

255.255.255.024 v

(0.0.0.0 : default gateway )

255.255.255.024 »

4, Tabi ki, VPN Peer uygun konfigiirasyonlara sahip olmalidir. Ornegin VPN Peer olarak calisan baska bir
Vigor3900 atin. Basic sekmesinde, LAN agin1 (192.168.100.0/24) Local IP / Subnet Mask’1 ve diger
Vigor3900'in LAN agin1 (192.168.1.0/24) Remote IP / Subnet Mask’1 olarak yapilandirabiliriz.

5. Sonra Multiple SAs sekmesinde, asagidaki ii¢ ayar1 girin:

IPsec
Profile = from3s0o
Enable
Basic Advanced GRE
Enable | Local [P/ Subnet Mask

msai 192.168.100.0/24
msa2 192.168.200.0/24
msal 192.168.200.0/24
msad [

Proposal Multiple S&s

Remaote IP / Subnet Mask
192.168.2.0/24
192.168.1.0/24
192.168.2.0/24

6. Yukaridaki yapilandirmalardan sonra, iki router arasinda 4 IPsec baglantis1 gérmeliyiz. Farkli aglar arasinda
aktarilan veriler dort farkli IPsec SA tarafindan sifrelenir.

Connecticn Management History

Dial-Out tool

# IPsec PPTP S5L  Profiles :

VPN Connection Status

Search <% Search % Search
VPN Type Interface
1 toVPM_Peer#Zmsal IPsec/AES_H... wanl
2 toWPN_Peer£Zmsaz IPsec/AES_H.. wanl
3 toVPM_Peer£Zmsal IPsec/AES_H.. wanl
4 toWPMN_Peer IPsec/AES_H.. wanl

www.netfast.com.tr

v -:: Connect N Refresh  Auto Refresh : |1 Minute

| Search | Search | Search | Search
Remote [P Virtual Metwork Up Time RX Rate
172.16.2.245 192.168.200.0/24 00:23:36 0(bps)
172.16.2.245 192.168.100.0/24 00:23:37 0(bps)
172.16.2.245 192.168.200.0/24 00:23:38 480(bps)
172.16.2.245 192.168.100.0/24 00:23:40 168(bps)

www.draytek.com E-mail: teknik@netfast.com.tr

White :Data isn't encrypted.

| Search S| Search <% Search
TX Rate RX Byte TX Byte
0(bps) 0(Byte) 0(Byte)
o{bps) 0(Byte) 0{Byte)
960(bps) 2.40 (KB) 4.80 (KB)
304(bps) 168(Byte) 304(Byte)
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7. Local agin 192.168.2.0/24 remote aga 192.168.200.0/24 erisimini istemiyorsak ne yapabiliriz? Birden ¢ok SAs
sekmesinde msa2'yi kaldirmaniz yeterli!

IPsec
Profile : toWPMN_Peer
Enable
Basic Advanced GRE Proposal Multiple SAs
Enable | Local IP/ Subnet Mask Remote IP / Subnet Mask Clear

msal 192.168.2.0/24 192.168.100.0/24 s
msa2 W 192.168.2.024 192.168.200.0.24 s
msa3 192.168.1.0/24 192.168.200.0/24 J'JTH
msad |:|
msas D
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