DrayTek netfast

VPN ACIK ANCAK REMOTE NETWORK’DEKI HOST’A ERISILEMIYOR

VPN ¢evrimigi goriiniiyor, ancak remote agdaki Host’a erisemiyorsaniz, iste bazi sorun giderme ipuglari.
1. Remote PC ping islemine izin veriyorsa?

[lk olarak, ping istekleri varsayilan olarak PC'nin Firewall’u tarafindan engellenebilir ve ping yanitlarini alamamanizin
nedeni bu olabilir. Remote agdaki diger Hostlar1 deneyin veya PC'nin Firewall ayarlarin1 degistirin.

2. Yonlendirmelerin dogru olusturuldugunu gérmek icin Routing Tablosunu kontrol edin.

Router’1n routing tablosunu Diagnostics > Routing Table’da gorebilirsiniz.Routing tablosunda, VPN ara yiizii tizerinden
Remote LAN agina giden Route’a ihtiyacimiz var.

Diagnostics == View Routing Table

Current Running Routing Table IPvb Routing Table
Fey: C - connected, 5 - static, R - RIP, * - default, ~ - private
# 0.0.0.0/ 0.0.0.0 via 168.95.98.254 WAN1
| S~ 192.168.11.0/ 255.255.255.0 wig 1311.251.163.163 VPN-1
C~ 182.168.1.0/ 255.255.255.0 irectly connected LANI
5 111.248.122.210/ 255.255.255.255 wia 111.248.122.210 WAN1
# 168.95.98.254) 255.255.255.255 wia 168.95.98.254 WAN1

Remote aga dogru yonlendirme yoksa, liitfen VPN profilindeki TCP / IP Network Settings’i kontrol edin.

5. TCP/IP Network Settings

My WAN IP 0.0.0.0 RIP Direction Disable v
Remote Gateway IP 0000 Egum first subnet to remote netwaork, you have to
Remote MNetwork IP 192.168.11.0 Route | v

Remote Network Mask 265.255.265.0

Change default route to this VPN tunnel { Only

Local Network IP 192.168.1.0 slng|e WAN sUppDrts this :I
Local Network Mask 255 2552550
More

3. Router, bilgisayarin Default Gateway’i midir?

Bir PC'de birden fazla ag aray iizii varsa, trafik routera baglanmayan arabirime gonderilebilir ve bu nedenle VPN'den
gecmez ve remote aga ulagsmaz. Trafigin dogru arabirime gonderilip gonderilmedigini dogrulamak igin, ilk sekmenin
router IP olup olmadigini gérmek igin “tracert” komutunu kullanabiliriz. Degilse, PC'de manuel olarak bir route eklemeniz
gerekir.

C:\Users\windows user>tracert 192.168.11.10

Tracing route to 192.168.11.10 over a maximum of 30 hops

2 ms = 1 ms [192.168.1.1

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




4. Router’n erisimi engelleyen Firewall Policies’i varsa?

Her iki VPN Peer Router’inin Firewall ayarlarimi kontrol edin ve remote aga veya

birakabiliriz.

Firewall == General Setup

N ey

netf

remote agdan gelen trafigi
engelleyebilecek bir sey olup olmadigina bakin. Ayrica, denemek i¢in her iki routerdaki Data Filter'ini devre disi

General Setup

General Setup Default Rule
Call Filter ® Enable Start Filter Set | Set#1 v|
) pisable
Data Filter () Enable Start Filter Set |Set#2 w
® pisable

¥ Accept large incoming fragmented UDP or ICMP packets ( for some gam
[¥| Enable Strict Security Firewall

es, ex. C5 )

5. Router’1n, trafigi baska bir Interface’e gonderebilecek Route Policies’i varsa?

Her iki VPN Peer’inde de Route Policies’i ve Static Route’lar1 kontrol edin ve routerin trafigi VPN yerine baska bir ara

ylize gonderip gondermedigini kontrol edin. Route Policies’i da devre dis1 birakabiliriz.

Load-Balance/Route Policy

9

Load-Balance/Route Policy 10 ¥ rules per page | Setto Factory Default |
Dest Dest

Index Enable Protocol Interface Priority Src 1P SrcIP DestIP DestIP Port Port Move Move

Start End Start End S Up Down
tart End

1 v Any WAN1 200 Any Any Any Any Any  Any Down

2 Any WAN1 200 Any Any Any Any Any Any UP Down

3 Any WAN1 200 Any Any Any Any Any  Any UP Down

6. Her iki Network’iin IP ayarlar1 ayniysa?

Local Agin ve Remote VPN Aginin IP'si ayniysa, bir VPN kurmadan 6nce onlar1 ¢cevirmeliyiz, aksi takdirde yonlendirme
catismasmna neden olur. (Aym IP Subnetini Kullanan iki Vigor Router Arasinda IPsec Tiineli makalesine

bakabilirsiniz.)

7. IPsec AH kullamiyoruz ancak router NAT'in arkasinda mi?

Liitfen AH’1i IPsec’in NAT dan ge¢emedigini unutmayin, bu nedenle routerlardan herhangi biri NAT’1n arkasindaysa,

ESP ile IPsec tiineli olusturmak gerekir.
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2. Dial-Out Settings

Type of Server | am calling Username 7277

O ppTP

Password{Max 15 char)
'® IPsec Tunnel

PPP Authentication
- L2TP with IPsec Policy |None PAP/CHAP/MS-CHAP/MS-CHAPYZ

W1 Compression ® 0On Off
Server IP/Host Mame for WPN.

(such as draytek.com or 123.45.67.89)

IKE Authentication Method

tim-2920_dyndns_org @® Ppre-Shared Key

IKE Pre-Shared Key
O Digital Signature(X.509)
Peer ID Mone
Local ID

® Alternative Subject Name First
() Subject Name First

Local Certificate Mone

IPsec Security Method
2 Medium{AH)
® High(ESP) | DES without Authentication | v

Advanced
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