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CENTRAL VPN MANAGEMENT (CVM) KULLANIMI

Merkezi VPN Yonetimi (CVM), birden fazla sube routerint VPN tiinelleriyle merkezi bir routera baglama o6zelligidir ve
Merkezi Yonlendiricideki Ag Yoneticisinin 1. subeye erismesine izin verir. Tek bir tiklamayla VPN baglantilarini kurma,
2. sube yedekleme ve geri yiikleme , 3. sube Routerlart igin {iriin yazilimi yilikseltme gibi islevleri saglamaktadir.
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CVMMhin calismas1 i¢in hem Merkezi Router'da (VPN sunucusu) hem de sube routerlarinda (VPN istemcileri)
yapilandirmalar gerekir. DrayOS Router i¢in merkezi bir router, 8'e kadar sube routerini yonetebilir.

https://youtu.be/HNgrZXhk-yo linkinden detaylarina bakabilirsiniz.

Merkezi Router Yapilandirma

1. Central VPN Management >> General Setup sayfasina gidin. General Settings sekmesinde,
a. CVM SSL Port’u etkinlestirin ve port numarasi girin.
Remote Routera baglanamk i¢cin WAN interface/ IP adresi girin.
ACS sunucusunun URL'sini yazin. Sube router1 yapilandirmasi igin buna ihtiyacimiz olacak.
(Not: https ve http iceren URL'ler sirastyla CVM SSL Port ve CVM Port igindir.)
Username ve Password girin.

®©® oo o

CVM == General Setup

General Settings IPsec VPN Settings
a.| ¥ cyM ssL port: 8443 |
CYM Port: 5000
P.[ waN 1P for Remote Cannection: | WANI v| / [36.226.157.194

Copy the following URL to paste onto Remote devices' ACS Server URL field
“hittp: /30,220 157, .71 8000/ ACSServer/services/ACSServ|et"
C_I”https: ShLE L TN S T Nk 8443/ ACSServer/services ACSSeruIet"|

d_ Username: CWIm
Password: wnnnnan
Polling Interval: 600 Seconds
Note:

1. To enable the Cv¥M feature, one of the Port MUST be Enabled !

2. If you choose to use CVWM Port, the data between CVM Server & CPE Client will be
transfered in plaintext, and could be revealed to ISP.
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2. IPsec sekmesine gidin. LAN-to-LAN VPN baglantist  kurmak i¢in Local Subnet’i segin.
Kaydetmek i¢in OK"a tiklayin .

CVM == General Setup

General Settings IPsec VPN Setiings
IPsac Mode: Aporessive mode
Security Method: ESP r
Encryption Type: AES r
Local Subnet: LAN1 v |
192.168.92.2 J (28525525510

3. System Maintenance >> Management sayfasina gidin.CVM Port’un aktif oldugundan emin olun.

System Maintenance >> Management 0

IPvd Management Setup IPvt6 Management Setup

Router Name

#| Default:Disable Auto-Logout Management Port Setup
* User Define Ports Default Ports
Internet Access Control Telnet Port 23 (Default: 23)
# allow management from the Internet
) HTTP Port a0 (Default: 80)
Domain name allowed
HTTPS P {44
FTP Server S Port 443 (Default: 443)
¢ HTTP Server FTP Port 21 (Default: 21)
¥ HTTPS Server TROB9 Port B0ED (Default: 8069)
¥ Telnet Server
S5SH Port 22 (Default: 22)
¥ TROGY9 Server
v

SSH Server
Disable PING from the Internet

CVM Access Control
CWV¥M Port 8000 (Default: 8000

LAN Access Control | ¥ CYM SSL Port 8443 (Default: 8443)

Sube Router (CPE) Yapilandirmasi

1. System Maintenance >> TR-069 sayfasina gidin.
a. Internet’de ACS Server’1 segin.
Merkezi routerdan kopyalanan ACS sunucusunun URL'sini girin .
Merkezi routerin CVM ayarlarinda oldugu gibi Username ve Password girin.
CPE Client’1 etkinlestirin.
Periodic Inform Settings etkinlestirin.
Kaydetmek i¢in OK’a tiklayin.
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System Maintenance == TR069 Setting

ACS and CPE Settings

a. l ACS Server On Internet ¥
ACS Server
b. | ueL http:##1 11 247 171 T-8000/ACS Server/service/ACSSenet]
C. | Username cum
Password
CPE Client
d. Disable
URL http: A1 10 12 &2 8069/ cwm/CRM. htm|
Port 8069
Username vigar
Password 000 |ssssssss

Periodic Inform Settings

Disable
e.
Interval Time 900 second(s)
STUN Settings

* Disable

Enable

Server address

Server Port 3478
Minimum Keep Alive Period 60 second(s)
Maximum Keep Alive Period -1 second(s)

fol_ok |

System Maintenance >> Management sayfasina gidin. Allow management from the Internet’i isaretleyin ve TR069
Server’m isaretli oldugundan emin olun.

System Maintenance >> Management ‘_'

IPv4 Management Setup IPv6 Management Setup

Router Mame

¥ Default: Disable Auto-Logout Management Port Setup
* User Define Ports Default Ports
Internet Access Control Telnet Port 23 (Default: 23)
¥ pllow management from the Internet
) HTTP Port 80 (Default: 80)
Domain name allowed
FTP Server HTTPS Port 443 (Default: 443)
¥ HTTP Server FTP Port 21 {Default: 21)
¢ HTTPS Server TROGY Port 059 {Default: 2069)

¥ Telnet Server

SSH Port 22 (Default: 22)
¥/ TRO69 Server

i
. =5H Server CVM Access Control
Disable PING from the Internet
CY¥M Port 8000 (Default: 2000%

www.netfast.com www.draytek.com E-mail: teknik@netfast.co Tel: (312) 232323




DrayTek metfast’

Yukaridaki konfigiirasyondan sonra, sube raouter1 Merkezi Router'a kaydolur ve Merkezi Router'in Unmanaged Device
List’inde goriindiigiinii gormeliyiz.

Managed Device List’ini Diizenleme

Artik Merkezi Router, sube routerim Central VPN Management >> CPE Management >> Managed Devices
List’de gorebilirsiniz. Router1 Managed Device List’e eklemek igin,

a. Unmanaged Devices List’den cihazi segin.
b. Description Adi ve Location girin.
c. Managed Devices List’e tasimak i¢cin OK’a tiklayin.

CVM == CPE Management == Managed Devices List

Managed Devices List CPE Maintenance Google Map Refresh
Managed Devices List

Chicago of...
192.168.1.11

| Edit | | Delete |

Unmanaged Devices List

rsir] e | 55 o | o

¥ 192.168.1.14 00:1D:AA:83:DC:B4 Vigor2912 LA office |Los Angeles|

172.16.2.198 00:1D:AA:B3:85:B8 Vigor2925FVn
192.168.1.12 00:50:7F:7B:83:18 Vigor3900

Add

Bundan sonra router, adi1 ve IP adresiyle birlikte Managed Devices List’te goriinecektir. Detayl bilgileri kontrol etmek
i¢in iizerine ¢ift tiklayin.

CVM == CPE Management == Managed Devices List

Managed Devices List CPE Maintenance Google Map Refresh

Managed Devices List

- e v =

Chicago of... LA office NYC office Houston of...
192.168.1.11 192.168.1.14 172.16.2.198 192.168.1.12
@ ) ) @

| Edit | | Delete |

Unmanaged Devices List

——

Add
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Tam adresi girdiyseniz, konumunu Google Map sekmesinden kontrol edebilirsiniz.

CVM >> CPE Management >> Google Map

Managed Devices List CPE Maintenance Google Map Refresh
ONTARIO QUEBEC
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Map data ©2015 Google, INEGl ' Terms of Use  Report a map error

VPN Baglantilar1 Kurmak

1. VPN baglantis1 kurmak i¢in: Central VPN Management >> VPN Management sayfasina gidin. VPN
Management sayfasi, Managed Device List’te tiim cihazlar1 ve baglanti durumlarini gosterir.

CVM == VPN Management

| Refresh |

Remote Site
Online

Remaote Site
Offline

iEEEEEN IPsec VPN

s PPTP VPN

——  SSL VPN
Houston of...

VPN
Disconnected

Note: CWM SSL LAN-to-LAN dial-up might fail with the CPE of old version firmware. Please update the
remote CPE to the latest version.
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2. VPN tiirli segeneklerini gostermek icin bir cihaza tiklayin, ardindan VPN baglantisini kurmak i¢in se¢eneklerden
birine tiklayin. PPTP, IPsec ve SSL’de sistem otomatik olarak bir kullanici ad1 ve sifre verecektir; ancak, Ydnetici
“Advanced” i segerek sifreleme yontemlerini degistirebilir.

CVM == VPN Management

| Refresh |

Remote Site
Online

Remote Site
Offline

@00

iammEnn IPsec VPN

f—  PPTP VPN

Huston of| Advanced SSLVEH

Disconnected

|;__. ven

Note: CWM SSL LAN-to-LAN dial-up might fail with the CPE of old version firmware. Please update the
remote CPE to the latest version.

3. Birkag saniye bekleyin ve sayfay1 yenileyin, VPN baglantisinin agik oldugunu ve baglanti bilgilerinin asagida
CPE VPN Connection List ‘inde oldugunu gorecegiz.

| Ketresh |

Remote Site
Online
Remote Site
Offline

iammann IPsec VPN

— PPTP VPN

o — SSL VPN
Houston of...
VPN
Disconnected

Note: CWM SSL LAN-to-LAN dial-up might fail with the CPE of old version firmware. Please update the
remote CPE to the latest wersion.

CPE VPN Connection List

T T Rx up
IPsec
1 Tunnel QAL ZS 0 0 IZ3
(cvm_83DCB4 ) AES-SHA1 via WAN2 LLIEal L g e 2 e Trzisz
Auth
2 [N NN -
( cvm_B38588 ) SSL Tunnel iz WAN-2 192.168.1.1/24 122 11 1 3 0:23:27
3 RN P A L —
{ cvm_84B47C) PPTR/MFPE via WAN2 192.168.200.1/24 0 a 135 21 0:23:22
4 PPTP/MPPE SLEILTELER 192.168.2.1/24 4} a 0 0 0:22:49
(cvm_7B8318) via WAN2 : - o
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4. Bundan sonra, hem sube routeri hem de merkezi router, VPN and Remote Access >> LAN to LAN sayfasinda
LAN-to-LAN profili olusturacak. Network Yoneticisi, orada VPN tiiriinii de degistirebilir ve ayarlar LAN-to-
LAN profiline otomatik olarak uygulanir.

VPN and Remote Access == LAN to LAN 0
LAN-to-LAN Profiles: | Setto Factory Default |
View: @ Al Trunk
Index Name Active Status Index Name Active Status
1. cvm_83DCB4 v Online 7. 77 ===
2. cwm_B385B8 v Online 18. 777 ---
3 cwm_84B47C ' Online 19. 77 s=c
4. cwm_7B8318 ' Online 20. 277 ---
5. ?7? === 21. ?2? ===
Sube Router (CPE) Bakimi

Ag Yoneticisi sube routerinin yapilandirmasini giinde bir kez yedeklemesini istiyorsa, merkezi routerdan CVM ile
yapilabilir.

1. Konfigilirasyon yedegi icin bir schedule olusturun: Application >> Schedule sayfasina gidin Schedule eklemek
icin bir index numarasina tiklayin.
a. Enable Schedule Setup’: etkinlestirin.
b. Konfigiirasyon yedegi i¢in Start Date ve Start Time segin.
c. Duration Time i¢in 5 dakika girin. (NOT: Daha uzun siire, sube routerinin merkezi routerla olan
baglantiy1 kaybetmesi durumunda routera daha fazla yeniden deneme siiresi saglar.)
d. Yapilandirma yedeklemesinin ne siklikla olacaginit How Often’da segin.

Applications == Schedule

Index No. 1
a. |* Enable Schedule Setupl
b, [Start Date (yyyy-mm-dd) 2014 v .10 v |1 ¥

Start Time {hh:mm) 12 v |30 »
C. [Duration Time (hhmm) 0 +* : 5 ']
Action Force On v
Idle Timeout 0 rinute(s).(max, 255, 0 for default)
How Often
Once

d. | ® weekdays
Y Sun * Mon ¥ Tue ¥ wed & Thu # Fri # Sat

e, Clear Cancel

2. Central VPN Management >> CPE Management >> CPE Maintenance sayfasina gidin, routera bagl bir
USB disk oldugundan emin olun.
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CVM >> CPE Management >> CPE Maintenance

Managed Devices List CPE Maintenance Google Map Refresh
use Disk : [Jjcy  Disk Usage : 384ME / 1525MB
| Set to Factory Default
Index Profile Name Device Name Action File/Path Schedule
1. 0 0 [ Now |
2. 0 0 | Now |
kN 0 0 [ Now |
4, 0 [0 | [ Now |
5. 0 |0 ] [[Mow]]
3 0 |0 | [Now]
L 0 |0 | [ Now ]
8. 0 0 [ Now
=< 18| 916 ==
Note: To enable the schedulings, an USB storage MUST be plugged onto router.

3. Bir CPE Bakim profili ekleyin: CPE Maintenance sayfasinda, yeni bir profil eklemek igin bir index numarasina

tiklayin.
a. Profil ad1 girin.
b. Enable’: isaretleyin.
c. Device Name i¢in sube routerinin MAC Adresini segin.
d. Action Type i¢in Config Backup se¢in.
e. Schedule profile’a index girin.
f. Kaydetmek i¢in OK’a tiklayin.

Central VPN Management == CPE Management == Maintanance Profile

Profile Name: 2925

¥ Enable

Device Name: 001DAAZIZL_ »

Router Name: NYC office

Router Model: Wigor2925Fvn

Action Type: Config Backup v

File Mame:

Index in Schedule: 1 0

Note: Action and Idle Timeout settings will be ignored.

| OK | | Clear | | Cancel |

4. Yapilandirma yedeklemesinden sonra, yapilandirma dosyalarinin basarili bir sekilde kaydedilip kaydedilmedigini
kontrol etmek i¢in USB Application >> File Explorer sayfasina gidin .
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Linux

CVM'in galismas: igin hem Merkezi Router'da (VPN sunucusu) hem de sube routerlarinda (VPN istemcileri)
yapilandirmalar gerekir. Merkezi Router olarak Vigor2960, 12 router1 ydnetebilir; Vigor3900, 16'ya kadar router
yonetebilir.

1. Central VPN Management >> General Setup >> General Setup sayfasina gidin.
a. Enable’1 isaretleyin.
Remote routera baglantis1 igin WAN interface segin.
0~65535 arasinda port number girin. Ornekte 9000 kullaniyoruz.
Username ve Password girin. Sube router ayarlarinda ayni kullanici adina ve sifreye ihtiyacimiz olacak
Apply’a tiklayn.

©® o0 o

Central VPH Management >> General Setup >> General Setup

General 5etup || WPN General Setup

Enable

VAN Profile : wani (¥
Port : 5000

Username ; CWIm

Password :

Polling Status : (@) Enable () Disable
Polling Interval : 500

2. Central VPN Management >> General Setup >> VPN General Setup sayfasina gidin.
a. WAN Profile i¢in wan1’i segin.
b. Remote routera baglantisi i¢in Local IP ve Subnet girin.
c. Apply’a tiklayn.

Central VPN Management >> General Setup >> VPN General Setup

General Setup VPN General Setup

WAN Profile wani w
Local IP/ Subnet 182 ) 168 ) 1 _ 0 255.255.255.0/24 W
IPgsec Security Method A&H W
IKE Phase1 Mode : Aggressive (o)
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3. "Web Allow,"” "Telnet Allow," "SSH Allow," and "HTTPS Allow" etkinlestirmek i¢in System Maintenance >>
Access Control sayfasina gidin.

System Maintenance >> Access Control >> Access Control

Access Control Fail to Ban Access Barrier
Customized Login Image Enable (e Disable
Enforce HTTPS Management : Enable (e Disable

v Intemet Access Control

Apply to WAN Interface : wan1, wan2, wan3... | v X
Web Allow e Enable Disable
Telnet Allow e Enable Disable
SSH Allow : e Enable Disable
HTTPS Allow : « Enable Disable
SSL Proxy Allow Enable (e Disable
FTP Allow : Enable (s Disable
SAMBA Allow Enable (s Disable
TR069 Allow e Enable Disable
Access List: Enable (e Disable

4. Sube routerin1 merkezi routera kayit olacak sekilde yapilandirma (Liitfen bu makalenin DrayOS boliimiine bakin)
Sube Router (CPE) Yonetimi

5. Central VPN Mangement >> CPE Management’a gidin. Sube routerinin goriilmesi, yukaridaki tiim ayarlarin
dogru oldugu anlamina gelir. Router1 segin ve Edit’e tiklayin.

Central VPN Management >> CPE Management >> CPE Maintenance

CPE Maintenance || VPN Management Map

it Managed Devices Status

& Edit | E5) Detal  [[]] Delete & Refresh  JT Recycle Bin Total number of devices: = 1

-

DrayTek_00507F_. ..
R | - ELUL
@

+* Maintenance
€y add & Edit  [[I] Delete &S Refresh  [E5] File Explorer

Profile Device Hame Action Schedule Weekdays Filename Status

6. Sube router ile ilgili ayrintili bilgileri, iletisim kutusu iginde adi ve konumu gibi goriinen iletisim kutusuna
girebiliriz.
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Edit Device

Model Hame :

Device Hame :
Hame :

Manufacturer :
oul:
Product Class :

lac Address :
Location :

Lating :

IP:

Port :

LRI

Description :
Hardware Wersion :
Software Wersion :

IModem Firmware Yersion :

Vigor32oo

DrayTek_00507F_Vigor_00507F-aLiE
Vigor3200

DrayTek
00507F

Vigor
00S07TF A td=d
Germany

31.165691,10.451528
11816057218

2065

low miCRN html
CrayTek Vigor Router
142

3563

Mo DSL

ﬂ Apphy |@ Cancel

7. VPN ag1 kurmak i¢in Central VPN Management >> CPE Management >> VPN Management’a gidin.
a. Bir sube router1 segin.
b. VPN tipini tiklayin, burada PPTP kullaniyoruz.
c. VPN tiineli olusturmak istendiginde OK'a tiklayin .

Central VPN Management >=> CPE Management >> VPN Management

CPE Maintenance

B pzec & Advanced 4P Reifresh

VPH Management Map

::: Keep VPN Settings

€y add [ Delete  &D Refresh
Profile Device Name
’ No items to show.
Confirm *
Vigor3z00 o )
e IRt Are you sure establizhing a PPTP tunnel with
DrayTek_00507F_Vigor_00507F717717
<

==

W Cannactad Navicoe % Moo

8. Birkag saniye bekleyin, VPN baglantis1 kuruldugunu gorelim.
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Central VPH Management >» CPE Management => VPN Management a)
CPE Maintenance VPN Management Map
TT peTP 2 Psec & Advanced 4™ Refresh :1: Keep VPN Settings

€y add ] Delete & Refresh

Profile Device Hame
’ Hao items to show.
Vigor3200
e |- TP P
@
¥ Connected Devices M Refresh
VPN Type Remote IP Virtual Network Up Time RX(Packets) TXiPackets) Disconnec
Il CWM_7ADZE8 PPTR/MPPE |17 17037717 192.168.40.0/24 00:02:48 2 0 b4 I
N m | [
Sube Router (CPE) Bakimi

1. CVMaile, yedekleme ve geri yiikleme yapilandirmalari gibi merkezi routerdan, router bakimi da yapabiliriz. Sube
Router Bakimi yapmak i¢in Central VPN Management >> CPE Management >> CPE Maintenance’a gidin,
sube routerina tiklaym ve Add'e tiklaymn .

2. Profil adt yazin, sube routerini secin, Action segin (burada Configuration Backup’1
se¢iyoruz), Schedule'da action zamanini ayarlayin (burada Simdi kullaniyoruz) ve Filename adini yazin .

r

Maintenance =

Profile : Vigor3200

Device : DrayTek_00507F_Vigor_0 »
Hame : WigorIZ2000] 1 ol V)
Action ; Configuration Backup W

Schedule : Now W

Filename Wigor3200_config If{}

G Cancel

3. Birkag¢ saniye bekleyin ve sayfayir yenileyin. Status [Son], yapilandirmanin routera basariyla kaydedildigini
gosterir. Merkezi routerda yaklasik 800 Mbyte depolama alani alacaktir.
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Certral wPMH Management == CPE Management == CPE Maintenance

CPE Mairtenznce | WFHN Management Map

i3% Managed Devices Status

metfast’

& Edit =5 Detail  [[[] Delete

" Refrash

]'m'[ Recycle Bin

Total number of dewices: © 1

-

Wigor3200
1 GIELST

@

k4

+* Waintenance

n-]] Delete &% Refrash

03 add & Edit

la File Explarar

Frofile Dewice

Name

Action

Schedule Filename Status

igor3200 DrayTek 00507 F_Wigor_O0507F3SnIz

Vigor3200(1 13 e Lk Lt}

Configuration Badup Mow

Vigord200_config [Finished] I

1. Konfigiirasyonu File Explorer ile bilgisayarlarimiza da indirebiliriz. Dosya adini se¢in ve Download" tiklayin.

File Explorer

m Lelate

ﬂ! Upload

E. Crawunload

ﬁﬁ Create folder

M Refresh

Filename Property
Driractony
Drirectony

Vigor2200baduppp file

Size
G20
23z
5248

La=t Modify
20130915 09:20:«
20130908 09:52:2
201209408 10:17:2

SowmMilesO0S0TFT.
Sewmiffiles

SowmfilesO0OS0TFT.

Directory

igor3200_config  file

9472

201309018 09:29:

Sevmftiles 00507 F7. I

Crraytak Driractony

action file

backup_config file

160
5852
5236

2012309008 10:05:7 .
20130908 10:17:
201230000 09:52:% .

Sowmffiles 00507 F7.

fovmifiles 00507 FT.

fovmifiles 00507 FT.
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