DrayTek metfast’

RADIUS SUNUCUSUYLA UZAKTAN CEVIRMELI VPN iISTEMCILERINi KIMLIK DOGRULAMA

Aginizda zaten bir RADIUS sunucunuz varsa, routerin yerel kullanici veri tabanini kullanmak yerine, harici sunucunun
Uzaktan Cevirmeli PPTP / SSL VPN istemcilerini de dogrulayabilirsiniz. Bu makalede, Vigor Router''n VPN kimlik
dogrulamasi i¢in harici bir RADIUS sunucusu kullanacak sekilde nasil yapilandirildigi agiklanmaktadir.
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1. Applications >> RADIUS/ TACACS+ igindeki RADIUS Sunucu ayarlarini yapilandirin .
e External RADIUS’u Enable yapin.
e RADIUS sunucusunun IP adresini Server IP Address olarak girin.
e RADIUS sunucusunun Share Secret (Paylasim sifresi) girin.
e Share Secret’1 tekrar girin.

Applications >> RADIUSITACACS+

External RADIUS Internal RADIUS External TACACS+

¥ Enable
Server IP Address 1721628
Destination Port 1812

Shared Secret [ssssees

Confirm Shared
Secret

Note: If your radius server does not support MS-CHAP / MS-CHAPvZ, please go to VPN and Remote
Access >> PPP General Setup, and select 'PAP Only' for 'Dial-In PPP Authentication'.

| OK | | Clear | | Cancel |

2. Uygulamak i¢in OK’a tiklayin . Vigor sistemin yeniden baslatilmasini isteyecek.
3. Router1 Remote Dial-In VPN istemcilerinin dig sunucuyla kimligini dogrulamak i¢in yapilandirin: VPN and
Remote Access >> PPP General Setup‘a gidin ve PPP Authentication Method’da “RADIUS” u etkinlestirin.
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VPN and Remote Access >> PPP General Setup

net

PPP General Setup

PPP/MP Protocol

Dial-In PPP
Authentication

Dial-In PPP
Encryption(MPPE)

Mutual Authentication (PAP)

Username

PAP/CHAP/MS-CHAP/MS-CHAPvZ v

v

Optional MPPE

Yes ® No

Password

IP Address Assignment for Dial-In Users
(When DHCP Disable set)
Assigned IP start LAN 1

LAN 2
LAN 3
LAN 4
LAN 5
LAN &

192.168.1.200
192.168.2.200
192.168.3.200
192.168.4.200
192.168.5.200
192.168.6.200

PPP Authentication Methods
¥/ Remote Dial-in User
¥ RADIUS
¥ AD/LDAP
¥ vpn
¥ TACACS+

Note: Please select 'PAP Only 'Dial-In PPP
Authentication',if you want to use AD/LDAP or
TACACS+ for PPP Authentication.

Note: Default priority is Remote Dial-in User -=
RADIUS -> AD/LDAP -> TACACS+.

While using Radius or LDAP Authentication:
Assign IP from subnet: |LANT ¥

Sorun giderme:

*main [Wireshark 1.12.2 (¥l.12.2-0-g898fa22 from master-1.12)]
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Filter: |radius v| Expreson.. Clear Save

No. Time Soumce Destination Protocol len Info

0172.16.2.1%4
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RADIUS 100 Access

RADIUS

Internet Protocol version 4,

DEE®BB

Radius Protocol
Code: access-peject (3)
Packet ddentifier: 0x92 (144)
Length: 44
Authenticator:

Frame 2800: 86 bytes on wire (688 bits), 86 bytes captured (688 hits) on interface 0

Ethernet II, src: vmware_77:4d:ac (00:0c:29:77:4d:ac), Dst: Draytek_a®:26:29 (00:1d:aa:as:
srcr 172.16.2.8 (172.16.2.80,
User Datagram Protocol, Sre Port: radius (18120, Dst Port: 41539 (41539)

Dst: 172.16.2.1%4 (172.16.2.1%4

freteflalfr7eaf34fE8a08a8c7ocdazal

[This is a response to a request in frame 27437

[Time from reguest: 1.003836000 seconds]
attribute value Pairs

avpP: 1=24 t=Reply-Message(l8):| Password Has Expiredhyrin
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Not: 4 PPP Kimlik Dogrulama Y 6ntemi vardir: Uzaktan Cevirmeli Kullanier (yerel veri tabani), RADIUS, AD / LDAP,
TACACS +. Hepsi bir kimlik dogrulama istegi iizerine etkinlestirildiginde, Vigor Router 6nce yerel VPN Uzaktan
Cevirme profillerini deneyecek. Eslesmezse, yonlendirici daha sonra kimlik dogrulama bilgilerini RADIUS sunucusuna
ve ardindan kimlik dogrulama basarisiz oluncaya kadar LDAP / AD sunucusuna iletir.

4. Yukandaki konfigilirasyonla, uzaktaki istemciler RADIUS sunucusundaki kullanici hesaplariyla giris yaparken
bir VPN baglantis1 kurabileceklerdir.

Not: Vigor yonlendirici, VPN istemcisine bir IP adresi atamak i¢in RADIUS sunucusundan Frame-IP-Adresini de

RADIUS kimlik dogrulama tizerinden VPN basarisiz oldugunda, WADSUS sunucusundaki paketleri hata ayiklamak igin
yakalayabiliriz. Ve iste bazi genel nedenler:

Parola hatasi veya siiresi dolmus, Sunucu "Access-Reject” e yanit veriyorsa, parola hatasi nedeniyle parola siiresi
dolmus olabilir veya parolanin siiresi dolmus olabilir.
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e Pre-shared anahtar uyusmazIigi: Sunucu "Access-Accept" yanitini veriyorsa, Shared Secret’in eslesmemesinden

kaynaklanabilir. Liitfen hem Vigor Router'da hem de RADIUS sunucusunda Shared Secret'i tekrar yazin ve tekrar
deneyin.

* *main [Wireshark 1.12.2 (v1.12.2-0-2898fa?? from master-1.12)]

File Edit View Go Capture Analyze Statistics Telephony Tools  Internals  Help

codma BN/ eraTFL(EE QAQQD EEM K|

Filter: |Iadiu.s v| Expression... Clear Vave
No. me Sourze Protocal len Info
L =LA LWLV U R e i L A I 4 = | FAL LD LS HLLUUIILIIIH—HEDPUIIbEkJJ LU= oy, =Ly
50274 F17.556557 172.16.2.194 RADIUS 190 Access—Request(l)

(id=151, 1=
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RADIUS g ais

Frame 50275: 227 bytes on wire (1816 bits), 227 bytes captured (1816 bits) on interface 0
Ethernet II, Src: wmware_77:4d:ac (00:0c:29:77:4drac), Dst: Draytek_a%9:26:29 (00:1d:aa:a®:26:29)
Internet Protocol wversion 4, Src: 172.16.2.8 (172.16.2.8), Dst: 172.16.2.19%4 (172.16.2.194)

User Datagram Protocol, Src Port: radius (1812), Dst Port: 59850 (598500
= Radius pProtocol

code: access-accept (20

Packet ddentifier: 0xG7 {151)

Length: 185

Authenticator: 15857038b0d38achhéz4dllab7f7da04d
[This s a response to a request in frame 502747
[Time from reguest: 0.002294000 seconds]

Hala ise yaramazsa, liitfen hata ayiklamamiza yardimci olmak i¢in asagidaki bilgileri teknik@netfast.com.tr adresine e-
postayla génderin:

1. Vigor Router’in uzaktan yonetim bilgisi
2. Uzaktan test icin RADIUS sunucusunda bir kullanici adi ve sifre
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