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macOS’TAN VIGOR ROUTER’A IKEv2 VPN

Bu makale, Vigor Router’in Remote Dial-in IKEv2 VPN baglantilar1 i¢in 6zellikle macOS’tan VPN ag gecidi olarak nasil
ayarlanacagim gostermektedir. Router’in ve IKEv2 VPN kurulumunun gerekli konfigiirasyonunu macOS’ta da
gosterecegiz.

Vigor Router Uzerinde Kurulum
DrayOS

1. Router’in internete bagl oldugundan ve internetteki VPN istemcilerinin erigebilmesi icin ortak bir WAN IP
adresine sahip oldugundan emin olun.
2. VPN and Remote Access >> IPsec General Setup sayfasina gidin. Pre-Shared Key girin. OK’a tiklaymn.

VPN and Remote Access >> |IPsec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).
IKE Authentication Method
Certificate for Dial-in None ¥
Pre-Shared Key
Pre-Shared Key =~ seeseenene

Confirm Pre-Shared Key =~  ssssesenes

eeurty-Wethod
¥ Medium (AH)
Data will be authentic, but will not be encrypted.

High (ESF) * DES ¥ 3DES ¥ AES
Data will be encrypted and authentic.

oK | | cancel

3. VPN and Remote Access >> Remote Dial-in User sayfasina gidin. Profili ayarlamak i¢in uygun bir index
numarasina tiklayin.
e Enable this account isaretleyin.
e Allowed Dial-In Type sekmesinde IPsec Tunnel isaretleyin.
o Kaydetmek i¢in OK’a tiklayin.

Index No. 4
jcation Username 222
¥ Enable this account Password(Max 19 char)
Icle Timeout 0 second(s) Enable Mobile One-Time Passwords(mOTP)
PIN Code
All d Dial-In Ty
ower Jla-n ype Secret

O PPTP
|| @ IPsec Tunnel IKE Authentication Method

[} L2TP with IPsec Policy None v ¥ Pre-Shared Key

] SSL Tunnel | IKE Pre-Shared Key

Specify Remote Node Digital Signature(X.509)
Remote Client IP Nene »
- IPsec Security Method

or Peer ID + Medium(AH)

Netbios Naming Packet @ Pass Block High(ESP) 7 DES ¢ 3DES < AES
Multicast via VPN Pass ‘= Block Local ID (optional)

(for some IGMP,IP-Camera,DHCP Relay..etc.)

Subnet

LAN 1 v

Assign Static IP Address
0.0.0.0

OK Clear | Cancel
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VPN and Remote Access >> IPzec General Setup

IPsex General Sefup

Preshared Key

LT T TR

(hlax 46 characiers)

IPaec User Preshared ey -
WAN Profile -

DHCP LAM Profile

IKE Port :

MNAT-T Port :

IPsec MSS :

ErEERE

(Oinky for XAuth, Max 46 characiers)
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Router’m internete bagh oldugundan ve internetteki VPN istemcilerinin erigebilmesi igin ortak bir WAN IP
adresine sahip oldugundan emin olun.
VPN and Remote Access >> IPsec General Setup sayfasina gidin. Pre-Shared Key girin. Kaydetmek i¢in
Apply’a tiklayn.

3. VPN and Remote Access >> VPN Profiles sayfasindan asagidaki adimlar1 takip ederek bir profil ekleyin.

Local IP/Subnet Mask ‘inda VPN client i¢in LAN agin1 belirtin.

o Enable’i isaretleyin.
o For Remote Dial-in User i¢in “Enable” se¢in.
[ ]
e IKE Protocol icin “IKEv2” secin.
e Auth Type igin “PSK” segin.
e Profili kaydetmek i¢in Apply’a tiklayin.
IPsec
Profile ; IKEwE
Basic Advanced GRE Proposal

For Remate Dialln User

Mulliphe Shs

WiAN Allas IP

Profie Mumber Limil - 18

Dilal-0ut Throwgh wianl .v = Default WAN IP
Fallovar tg i
I Local IPJ Subnet Mask V21682000 255255 2550:24 *| I
Local Maxt Hop : 0000 [ 0.0.0: datault gabeay)
Remote Hast : D000
Remate IF
s add [E5] sove
P Subnet Mask
More Rermote Subnet Mo [l2ms b show
IKE Protacol [mEv2 iv
Auth Tepe PSK .v
Prashared Key @
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macOS Uzerinde IKEv2 VPN Kurulumu

1. System Preferences >> Network’e gidin ve ‘+’ tiklayin.
o Interface i¢in VPN segin.
e VPN Type i¢in IKEV2 se¢in
e Service name girin ve Create tiklayin.

Network
Select the interface and enter a name for the new service.
Interface: VPN ‘
= VPN Type: | IKEv2 fi-Fi Off
d has the IP
Bluetooth PARN n .
@ Mot Connected Service Name: VPN {IKEv2)
LPSS S..apter ~
e Not Configured Cancel ‘ hd
PPPoE oS | AsK to join new networks
Not Connected N7 Known networks will be jeined automatically. If
no known networks are avallable, you will have
® USB 10/..00 LAN - -~ te manually selact a natwork.
Not Connected N
VPN (L2TP)
Mot Connected hSY
wpnl
Mot Connected N
v Show Wi-Fi status in menu bar Advanced... ?
Assist me... Revert Apply

2. Router’in WAN IP adresini veya hostname ‘ini hem Server Address’te hem de Remote ID’de yazin.

@ < o Network Q, Search
Location: = Automatic E
Wi-Fi —
Connected = Status: Not Connected

Bluetooth PAN
® Mot Connected

LPSS S..apter (2) . "

Mot Configured gy
:;P(?immm \ / Server Address: | ikevZ2.server.net
USB 10/..00 LAN ~ - Remote ID: | ikev2.server.net
Not Connected N
Local ID:
::INC!;EIC':];G AN Connect on demand
wpni i~ Authentication Settings...
Mot Connected SN
Connect
N
=g Show VPN status in menu bar Advanced... ?
Assist me... Revert Apply
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3. Authentication Settings’e tiklayin ve agilan pencerede,
e Authentication Settings i¢in “None” segin.
o Shared Secret i¢in routerda yapilandirilan Pre-Shared anahtarini girin.
e Kaydetmek i¢cin OK’a tiklatin ve pencereyi kapatin.

Network

Authentication Settings:

None

(o]

Wi-Fi
Cennected © Shared Secret: | ssssaned

Blustooth PAN Certificate Select..  Mone selected

Not Connected

@ LPSS S..apter (2) carcel (L

Mot Configured

Eipgfmcmc_d \ 4 Server Address: ikev2.server.net
USB 10/..00 LAN  ° Remote ID:  ikev2.server.net
Not Connected N

Local ID:
VPN (L2TP)

Connect on demand

Not Connected %
vori ¢ [_ Authentication Settings... j
Not Connected %
Connect
A\
Show VPN status in menu bar Advanced... ?
+ | — %~
Assist me... Revert Apply

4. Apply’a tiklaym. Daha sonra IKEv2 VPN’i Vigor Router’a kurmak i¢in Connect’e tiklayimn.

[ ] < 5 Network Q, Search
Location:  Automatic a

Wi-Fi —
Connected by Status: Not Connected

@ Bluetooth PAN 9

Mot Connected

LPSS S..apter (2) | "
Not Configured g,

PPPOE

Mot Connected \ / Server Address:  ikevZ.server.net

USB 10/...00 LAN Remote ID: | ikev2.server.net
Mot Connected N
Local ID:
x;ﬂ:gﬁ;ﬂd A\ Connect on demand
vl Authentication Settings...

Not Connected Y
onnec

¥

I v Show VPN status in menu bar Advanced... ?

Assist me... Revert Apply
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