DrayTek metfast’

ANDROID TELEFONLARDAN VIGOR ROUTER’A SSL VPN

Bu makale Vigor Router’in Internet istemcileri, 6zellikle Android akill telefonlarin local aga bir SSL VPN tiineli
iizerinden erisebilmesi i¢in SSL VPN ag ge¢idi olarak nasil ayarlanacagim gostermektedir. Makalede routera igin gereken
yailandirmanin yam sira, DrayTek tarafindan saglanan iicretsiz VPN istemci uygulamasi olan SmartVPN’i kullanarak
Android’den SSI VPN baglantisinin nasil baglatilacagini gosteriyoruz.

Vigor Router Uzerinde Kurulum
DrayOS

1. Router’in internete bagh oldugundan ve internetteki VPN istemcilerinin erigebilmesi i¢in ortak bir WAN IP
adresine sahip oldugundan emin olun.

2. VPN and Remote Access >> Remote Access Control sayfasina gidin ve “SSL VPN Service”in etkin oldugundan
emin olun.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup

.

Enable PPTP VPN Service
Enable IPSec VPN Service
Enable LZTP VPN Service
Enable S5L VPN Service

Ulv ®

3. SSL VPN istemcileri i¢in kullanici profilleri olusturun. VPN and Remote Access >> Remote Dial-in User
sayfasina gidin ve profili asagidaki adimlardaki gibi ekleyin.
e Allowed Dial-In Type sekmesinde “SSL Tunnel”i etkinlestirin.
e Username ve Password girin.
o Profili kaydetmek i¢in OK’a tiklayin.

VPN and Remote Access >> Remote Dial-in User

Index No. 5

User account and Authentication
| ®@ Enable this account |

Username SSLuser

Password(Max 19 char)  sesssses

Idle Ti 0 second(s,
dle Timeout () Enable Mobile One-Time Passwords(mOTP)
Allowed Dial-in Type PIN Code

PPTP Secret

IPsec Tunnel
L2TP with IPsec Policy none
SSL Tunnel |

Specify Remote Node
Remote Client IP

IKE Authentication Method
/ Pre-Shared Key

IKE Pre-Shared Key
Digital Signature(X.509)

Nene 3

or Peer ID IPsec Security Method
Netbios Naming Packet @ Pass ~ Block < Medium(AH)
Multicast via VPN Pass @ Block High(ESP) ~ DES ~ 3DES .~ AES

(for some IGMP,IP-Camera,DHCP Relay..etc.) Local ID {optional)
Subnet

LAN 1

Assign Static 1P Address
0.0.0.0
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Linux

1. Router’in internete bagl oldugundan ve internetteki VPN istemcilerinin erisebilmesi i¢in ortak bir WAN IP
adresine sahip oldugundan emin olun.

2. VPN and Remote Access >> Remote Access Control sayfasina gidin ve “SSL VPN Service”in etkin oldugundan
emin olun.

VPN and Remote Access => Remole Access Control

Remole Access Control |

|| Enable PRTP VPN Service

| Enable 55L Tunnel Service -].‘mule SEL VPN Port iz equal to HTTPE Management Port, please ensure HTTPE Allow i3 22t as Enable via System Maintenance == Accesz Contral )

[ Enable OpenVPN Service (Open''PH will craate interface tund {udp) & tuni{icp) automatically when service is enabled. )

|| Enable IPsec Service

IPsec Remote Dial-n Service : () None () L2TP over IPsec DHCP over IPsec

3. SSL VPN istemcileri i¢in kullanic1 profilleri olusturun. User Management >> User Profile’a gidin ve Add’e
tiklayin.
e Enable’yi etkinlestirin.
e Username ve Password girin.
e PPTP/L2TP SSL Server’da, SSL Tunnel i¢in “Enable” se¢enegini segin.
e Profili kaydetmek i¢in Apply’a tiklayn.

User Managemant >> User Profile == User Profile

| User Profile | Apply Al

@ bdd  #E | User Profile = [
Usern... k|
Usernamae : 55Luser
R =y 7] Enable
2 SS5Lusar
— Passward: e .
System User Tl | W

PRETPLZTRIZZLPPPOE Server General Selup

Idla Timeoutisec) : 0
DHCP from - lan [ ]
Static |P Address - (Cptinnal)

# Liger Managemant

w PPTPILZTRISSL Sanver

PFTF Dial-in : Enable ) Disabla

L2TP Diakin : Enabls ) Disabls —

55L Tunnel - D Enable ' Disabla

Usze mOTE : Enable £ Disable

551 Proxy e [ ¢

5L Application(VHC) : [w | E
1 m | .

B apely &3 cancel
4l T
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Android Telefonlarda SSL VPN Kurulumu

1. Smart VPN uygulamasini Google Play’den indirin ve kurun.
2. Uygulamayi baslatin ve yeni bir profil eklemek i¢in “+”’ya dokunun.

Dray Tek —

Please add a NEW TUNNEL from
here!

@
N
fersion 1.0,
DrayTek Corp. All Rights Reserved.

3. Profili asagidaki gibi ayarlayin.
e Bu baglanti i¢in bir Description (agiklama) girin.
e Server’da routerin WAN IP’sini girin.
e Routeri SSL VPN i¢in varsayilan olarak kullandig1 443 portunu Port’a girin.
e Profili kaydetmek i¢cin SAVE’e tiklaym.

Z SmartVPM

Deserpticn SSLVPN

Server 192.168.195.100

Port 443
l@) Automatically get IP and DNS server address
[_Fj Manually set IP and DNS server addrass
() Manually set DNS server address
P Address  €.0. 192.168.1.150
DNS Server  €.0. B.8.8.8
[] Enable 551 2.0
[ | Enable server certificate authentication
|:| Use default gateway on remaote netwark
More Route €.9. 172.16.7.0/24

Mete: We recammend keeping S5L 3.0 disabled to protect
against 55Lv3 vulnerabilities including POODLE attackes, but
the remote SSL server must support TLS 1.0
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Not:
Sunucu sertifikas1 dogrulamasini etkinlestirmek i¢in 6nce ilgili Root CA’y1 yiiklemeniz gerekir.

Uzak agda varsayilan ag gecidi kullan segenegini isaretlerseniz VPN bagliyken tiim internet trafigi VPN yo6nlendiricisine
gonderilir.

1. SSL VPN baglantisini baglatmak i¢in profile dokunun.

DrayTek SR

2. Routerm kullanici profilinde ayarlanan Username ve Password’ii girin. Arindan Dial’e dokunun.

#%) Dial SSL VPN ...

Username SSLuser

Password TR RN
L

E Remember Password

Dial

3. VPN baglandiginda profilin rengi yesile donecektir. Profile tekrar dokununca baglant1 kesilecektir.

WAL
oL @ ’

4. Profili diizenlemek veya kaldirmak i¢in kalem simgesine dokunun.

DrayTek —

SELVPN >
S5LTunnel VPN
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