DrayTek metfast’

SSL VPN iCiN SERVER KiMLiK DOGRULAMASINI ETKiNLESTiRME

Server kimlik dogrulamasi istemcinin istedigi sunucuya baglanmasini saglayarak SSL istemcilerini man-in-the-middle
(ortadaki adam) saldirisindan koruyabilir. SSL VPN ag gecidi olarak, Vigor Router, SSL baglantisi igin gereken sunucu
sertifikalar1 vermek i¢in Root Certificate Authority (CA)’da olusturabilir. Ayrica Root CA’y1 disa aktarabilir ve
sertifikanin orjinalligini dogrulayabilmeleri i¢in istemci cihazlardaki giivenilir CA listesini alabilirsiniz. Bu makale, SSL
VPN ig¢in nasil bir server sertifikasi olusturulacagini, Root CA’nin i0S’a nasil alinacagimi ve Root CA’nin Android
telefonlara nasil alinacagini igerir.

DrayOS
Local Sertifika Olusturma

1. Router’n zaman ayarlarinin dogru oldugundan emin olmak i¢cin System Maintenance >> Time and Date
sayfasina gidin ve istemcinin zaman dilimi ile eslestirilmesi daha iyidir. Ciinkii serverin kimligini dogrularken,
istemci, gecerli saat ve tarihin server sertifikasinin gegerlilik siiresi iginde olup olmadigini kontrol eder.

System Maintenance >> Time and Date

Time Information

Current System Time 2015 Dec 7 Mon 11 : 6 : 51 Inguire Time '

Time Setup

Use Browser Time
& Use Internet Time

Time Server pool.ntp.org
Priority | Auto v
Time Zone (GMT+08:00) Taipei v
Enable Daylight Saving | | Advanced
Automatically Update Interval A0 min ¥
| OK Cancel

2. Certificate Management >> Trusted CA Certificate sayfasina gidin. Create Root CA’ya tiklayin.

Certificate Management >> Trusted CA Certificate

X509 Trusted CA Certificate Configuration

MName Subject Status Modify
Trusted CA-1 --- - View | | Delete
Trusted CA-2 --- - View | | Delete
Trusted CA-3 --- - View | | Delete

Note:
1. Please setup the "System Maintenance = > Time and Date" correctly before you try to generate a
RootCAll

2. The Time Zone MUST be setup correctly!!
| IMPORT | | REFRESH |
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3. Asagidaki bilgileri tamamlayin:
e Subject Alternative Name i¢in “None” tiiriinii se¢in.
e Konum, organizasyon, ad ve E-mail dahil olmak iizere icerigi doldurun.
e Dabha giiclii giivenlik icin Key Size’1 “2048 Bit” olarak segin.
e Root CA’y1 olusturmak i¢in Generate tiklayim.

Certificate Management >> Root CA Certificate

Generate Root CA

Certificate Name Root CA
Subject Alternative Name
Type [None v
Subject Name
Country (C) ™
State (ST) Taiwan
Location (L) Hsinchu
Organization (0) DrayTek
Organization Unit (OU) FAE
Commeon Name (CN) _Fioot CA
Email (E) support@draytek.com
Key Type RSA v
Key Size 2048 Bit v
 Generate |

4. Root CA’nin olusturulmasi birkag¢ dakika siirecektir. Durumda OK gériinene kadar bekleyin.

Certificate Management > Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Modify
Root CA JC=TW/ST=Taiwan/L=Hsinchu/0=... QK Export View Delete |
Trusted CA-1 - | View | | Delete |
Trusted CA-2 - | View | | Delets |
Trusted CA-3 | View | | Delete

5. Ardmdan bir Local Sertifika olusturun. Bu routerin SSI VPN istemcilerine gonderecegi sertifikadir. Certificate
Management >> Local Certificate sayfasina gidin. Generate’e tiklayin.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration
Name Subject Status Modify

— — ——- View | | Delete
— — ——- View | | Delete
— — ——- View | | Delete

Note:

1. Please setup the "System Maintenance = Time and Date” correctly before signing the local certificate.
2. The Time Zone MUST be setup correctly!!

| GENERATE || IMPORT | | REFRESH |
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6. Asagidaki alanlar1 dogru bilgilerle doldurun:

o Certificate Name girin.

e Subject Alternative Name igin VPN istemcilerinin routera nasil erisecegi tiiriinii secin. Ornegin IP
adresini seciyoruz.

e IP Address icin routerin WAN IP’sini girin. VPN istemcilerinin Server ayarlari i¢in kullandiklar1 IP
adresi olmalidir.

e Konum, organizasyon, Ortak Ad (CN) ve E-mail adresinizi girin. CN, Subject Alternative Name ile ayni
olmalidir. Bu ylizden IP adresini buraya koyalim.

e Dabha giilii giivenlik i¢in Key Size’1 “2048 Bit” olarak ayarlayin.

e Local Sertifika olusturmak i¢in Generate’e tiklayin.

Certificate Management >> Local Certificate

Generate Certificate Signing Request
Certificate Name

[Local Certificate

Subject Alternative Name
Type IP Address v

IpP

[118.36.- 92 242

Subject Name

Country (C) ™
State (ST) Taiwan
Location (L) |Hsinchu
Organization (Q) :Dra}rTek
Organization Unit (OU) [FAE
Commaon Name (CN) [118.35.- 92 242
Email (E) |support@draytek.com
Key Type RSA v
Key Size 2048 Bit v

7. Imzalama istegi hazir olana kadar birkag dakika bekleyin. Ardindan Root CA ile sertifikay1 imzalamak igin

Sign’a tiklayin.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

i Generate |

Local
Certificate

Name Subject

/C=TW/ST=Taiwan/L=Hsinchu/0=.,

Reguesting

Modify
i Sign | View Delete |

View | | Delaete

View |  Delete

8. Local sertifikanin bitis tarihini girin ve Sign’a tiklayin.
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Certificate Management >> Local Certificate Signing

Local Certificate Signing

Certificate Name Test
Validity YYYY-MM-DD
Not Before 2016-01-28
Not After 2025 v {1 w|-28 v
Sign Back

1. Local Sertifikanin durumunun OK oldugundan emin olun.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
cooc@l  /C=TW/ST=Taiwan/L=Hsinchu/O=... oK [ View | | Delete
- _— -— View Delate
View | | Delete

2. Artik sertifikayr SSL VPN olarak kullanabiliriz. SSL VPN >> General Setup sayfasina gidin. Server
Certificate i¢in 6nceki adimlarda olusturulan sertifikay1 segin. Ayarlart kaydetmek i¢in OK’a tiklayin.

S5L VPN == General Setup

SSL VPN General Setup

Port 443 (Default: 443)
Server Certificate

Note: The settings will act on all SSL applications.
Please go to System Maintenance >> Management to enable SSLv3.0 .

(O |EaCancelsl

3. Simdi VPN istemcileri, dogrulama i¢in “Match Server Name” kullanabilir. Bagka bir deyisle, SSL baglantisi
kurarken serverin sertifikasindaki domain adi veya IP adresinin, domain ad1 veya baglandigi IP adresiyle eslesip
eslesmedigini kontrol eder.

sesec PIIRE T 16:43 @ ¥ 83D+

Settings

S5L PROTOCOL

Max. version TLS 11
Min. version TLS 1.0
¢ Settings
REFRESH STATISTICS DATA
Refresh Frequency 5 Sec. Basic v

Match server name

CERTIFICATE
Verify Root CA

Verify Level Basic
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Root CA’y1iSO’a Verme

1. Root CA’y1 Certificate Management >> Trusted CA Certificate sayfasinda olusturduktan sonra Root CA’y1
indirmek i¢in Export’a tiklaym. Ardindan e-mail ile istemci cihaza génderin.

Certificate Management > Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Modify
Root CA /C=TW/ST=Taiwan/L=Hsinchu/O=... OK _ View | | Delete |
Trusted CA-1 - - View | | Delete |
Trusted CA-2 --- --- View Delete
Trusted CA-3 --n --- View | | Delete |
Note:
1. Please setup the "System Maintenance >> Time and Date" correctly before you try to generate a
RootCAll
2.The Time Zone MUST be setup correctly!!
_ IMPORT | | REFRESH |
2. Istemci cihazda, .cret dosyasini agin.
4 Back to Settings 14:07 & g 92%
< Inbox v
From: kzdda hrlagsdraytak.eom Hide

To: A2R27E5Ewas v Lo~

RootCA
Today at 14:07

RootCA.cr

3. Kurulumu baglatmak i¢in Install’a dokunun ardindan sifreyi girin.

eene RERE T 14:07 @ @ 92% .

Cancel Install Profile

RootCA

Signed by RootCA
Not Verified

Contains Certificate

More Details
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4. Uyari mesajii okuyun ardindan Install’a dokunun.

Install

Cancel

5. Kurulum tamamlandiktan sonra Root CA’nin dogrulanmis oldugunu goreceksiniz.

Profile Installed Done

Signed by RootCA
Verified +

Contains Certificate

More Details

6. Istemci cihazda General >> About >> Certificate Trust Settings’e gidin. Yiiklenen Root CA’y1 etkinlestirin.
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sene RFERE =T 14:07 @ O 92%

£ About Certificate Trust Settings

Trust Store Version 2016102100

ENABLE FULL TRUST FOR ROOT
CERTIFICATES

RootCA a)

Learn more about trusted certificates

7. Simdi sertifika dogrulama ayarlar i¢in Verify Root CA’y1 kullanabiliriz. Yani SSL anlagmasi sirasinda, cihaz
sadece server sertifikasim kontrol etmekle kalmayacak aymi zamanda sertifikayr veren sertifikay1 da
dogrulayacaktir. VPN yalnizca server giivenilir, Root CA tarafindan imzalanmig bir sertifika sunarsa baglanti
Kurar .

Root CA’y1 Cihazlara Aktarma
1. Root CA’y1 indir.

Mo SIM card

Power saver on

RootCA.crt
Download complete

2. .crt dosyasimi a¢in. VPN ve uygulamalar i¢in kullanin. Ardindan OK’a dokunun.

Name the certificate

CERTIFICATE NAME:

S5L

CREDENTIAL USE:

VPN and apps
The package contains:
one CA certificate

CAMNCEL
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Linux

1. Router’in zaman ayarlarmin dogru oldugundan emin olmak i¢in System Maintenance >> Time and Date
sayfasina gidin ve istemcinin zaman dilimi ile eslestirilmesi daha iyidir. Ciinkii serverin kimligini dogrularken,
istemci, gecerli saat ve tarihin server sertifikasinin gecerlilik siiresi i¢inde olup olmadigini kontrol eder.

System Maintenance >> Time and Date

Time and Date

Time Type : NTP Y,
Server ! pool.ntp.org

Port : 123

Interval : 600

Time Zone : .Taipei W
Daylight Saving : () Enable (s Disable

2. Certificate Management >> Trusted CA’ya gidin ve Root CA olusturun.
e Tim bilgileri doldurun.
e Dabha giiclii giivenlik i¢in Key Size’1 “2048 Bit” olarak segin.
e Bir CA Key Passphrase ( CA Anahtar Sifresi) girin.
e Ayarlan bitirmek i¢in Apply’a tiklaym.

| Certificate Management >> Trusted CA

T
Trusted CA |

@ Upload ][T] Delete 5 Download |,* Build RootCA

Name Subject Issuer
Trusted CA -

Certificate Name :  RootCA
Organization Unit:  FAE

Organization : Draytek

Locality(City) : Hsinchu

State/Province : Taiwan

Common Name : RootCA

Email Address : support@draytek.com
Key Size : '2043 v
Country : ™

CA Key Passphrase : |+« |

E) Apply (D Cancel
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3. Certificate Management >> Local Certificate ‘e gidin ardindan Generate’e tiklayn.

e Domain ad1 veya [Padresi olarak 1D Type’i se¢in. Hangisinin VPN istemcisinin servera baglanmak i¢in
kullanacagina gore degisir.

e Routerin domain adi veya IPadresi olarak 1D Value tiiriinii girin. VPN istemcilerinin server ayarlarinda
kullandiklar1 domain adi veya IP adresi olmalidir.

e Tiim bilgileri doldurun.

e Self Sign i¢in “Enable” se¢in.

e Root CA’nin CA Key Passphrase ile eslesmesi icin CA Key Passphrase girin.

e Bitirmek igin Apply’a tiklayin.

Certificate Management >> Local Certificate

' Local Certificate

i® Upload [[] Delete [ Download

Name Subject Issuel

Local Certificate o1 5C

Certificate Name : SSLVPN
D Type:: Domain Name Y
ID Value : sslvpn.test.net |

Organization Unit:  FAE

Organization : Draytek

Locality(City) : Hsinchu

State/Province : Taiwan

Common Name : SSLVPN

Email Address : support@draytek.com
Country : ™

Key Size : 2048 \4
Self Sign : ‘e Enable | ) Disable

CA Key Passphrase : |+

=) Apply @ Cancel

4. System Maintenance >> Access Control >> Access Control’e gidin ve Server Sertifikasi i¢in olusturulan local
sertifikay1 secin. Kaydetmek i¢in Apply’a tiklayin.
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System Maintenance >> Access Control >> Access Control

Access Control | Fail to Ban

v Internet Access Control

Access Barrier

Apply to WAN Interface : wan1, wan2, wan... | v | X
Web Allow : Enable (e Disable
Telnet Allow : Enable (e Disable
SSH Allow : Enable (e Disable
HTTPS Allow : ¢ Enable Disable
FTP Allow : Enable (e Disable
SAMBA Allow : Enable (e Disable
Server Certificate : SSLVPN Y
Access List: Default

SSLVPN

< a
i No items to show.
Allow Ping from the WAN : e Enable Disable

1. Simdi VPN istemcileri, dogrulama i¢in “Match Server Name” kullanabilir. Bagka bir deyisle, SSL baglantisi
kurarken serverin sertifikasindaki domain adi veya IP adresinin, domain adi veya baglandig IP adresiyle eslesip

eslesmedigini kontrol eder.

esseo HiRERE = 16:43

Settings

SSL PROTOCOL

Max. version

Min. version

REFRESH STATISTICS DATA

Refresh Frequency

CERTIFICATE

Verify Level

www.netfast.co

@ @ 83% =4

TLS 1.1
TLS 1.0
< Settings
5 Sec Basic
Match server name
/' Verify Root CA
Basic

www.draytek.com

E-mail: teknik@netfast.co

Tel: (312) 232323




