DrayTek metfast’

EAP KiMLIiK DOGRULAMA iLE macOS’TAN VIGOR ROUTER’A IKEv2 VPN

DrayOS firmware 3.9.0 versiyonundan beri EAP kimlik dogrulamasi ile IKEv2’yi desteklemektedir. Vigor3900 ile
Vigor2960 da firmware 1.4.0 versiyonundan beri EAP kimlik dogrulamasi ile IKEv2’yi destekliyor. Ek olarak kullanici
adi/sifre ve sertifika dogrulama ile IKEv2 VPN’i daha giivenli hale getirebilirsiniz. Bu makale server kimlik dogrulamasi

icin self-signed bir sertifika olugturmayi, Vigor Router’1 bir IKEv2 VPN server kurmayi ve macOS ile baglant1 kurmayi
gosterir.

Vigor Router Kurulumu
DrayOS

1. Certificate Management >> Trust CA Certificate sayfasina gidin. Ve Create’e tiklayin.

Certificate Management => Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Modi
Root CA - -
Trusted CA-1 -— -—= View Delete
Trusted CA-2 === --- View | Delete
Trusted CA-3 == - View Delate
Note:
1. Please setup the "System Maintenance >> Time and Date" correctly before you try to generate a
RootCAll

2.The Time Zone MUST be setup correctly!!

IMPORT REFRESH

2. Sertifika bilgilerini girin. Key Size i¢in “2048 Bit” girin. Sonra Generate’e tiklayin.

Certificate Management >> Root CA Certificate

Generate Root CA
Certificate Name Root CA

Subject Alternative Name

Subject Name
Country (C) TW—
State (ST) Hsinchu
Location (L) [Hukou
Organization (O) -Dray'tek
Organization Unit (OU) Vigor
Common Name (CN) Roct

Email (E) |example@ikev2vpn.net
Key Type RSA
Key Size |2048 Bit |
Algorithm SHA-256 ~
Generate

3. RootCA’y1 indirmek i¢in Export’a tiklayin.
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Certificate Management >> Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Modify
Root CA JC=TW/ST=Hsinchu/L=Hukou/0=D... oK . View Il Delets _
Trusted CA-1 == --- View | Delete
Trusted CA-2 -- -—- View | Delete
Trusted CA-3 --- --- View | Delete
Note:
1. ;I:;tsg;];atup the "Systemn Maintenance => Jime and Date” correctly before you try to generate a

2.The Time Zone MUST be setup correctly!!
IMFORT REFRESH

4. Certificate Management >> Local Certificate sayfasina gidin ve Generate’e tiklayin.
e Subject Alternative Name Type i¢in “Domain Name “ girin.
e Domain Name ve Common Name(CN) i¢in routerin domainini girin.
e Sertifika i¢in diger tiim bilgileri doldurun.
o Key Size i¢in “2048 Bit” girin.
o Generate’e tiklayn.

Generate Certificate Signing Request

Certificate Name «certificate |
Subject Alternative Name

Type Domain Name ~

Domain Name ikev2server.ddns.net
Subject Name

Country (C) ™

State (5T) 'Hsinchu

Location (L) [Hukou

Organization (0) Draytek

QOrganization Unit (QU) Vigor

Common Name (CN) ikev2server.ddns.net

Email (E) ‘example@ikev2vpn.net
Key Type RSA
Key Size (2048 Bit ~ |
Algorithm SHA-256 ~

Generate

5. Sertifikay1 olusturmak icin Sign’a tiklaymn.

Certificate Management >> Local Certificate Signing

Local Certificate Signing

Certificate Name certificate
Validity YYYY-MM-DD
Mot Before 2017-09-13
Not After [2025 ~Hg ~l13 -
Algorithm [SHA-256 |
Sign Back
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6. Gegerli olan tarihi belirtin sonra Sign’a tiklayin.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Mame Subject Status Modify
certificate JC=TW/ST=Hsinchu/L=Hukou/O=D... Requesting Sign | View Delete
View  Delete
-—- -—- - View Delete
Note:
1. Please setup the "System Maintenance >> Time and Date" correctly before signing the local
cartificate.

2. The Time Zone MUST be setup correctly!!
GENERATE IMPORT REFRESH

7. VPN and Remote Access >> IPsec General Setup sayfasina gidin, Certificate for Dial-in i¢in 6nceki adimlarda
olusturulan yerel sertifikay1 secin.

VPN and Remote Access >= IPsec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).

IKE Authentication Method
Certificate for Dial-in
Local ID
® Alternative Subject Name First

) Subject Name First
General Pre-Shared Key

Pre-Shared Key sesssans |
Confirm Pre-Shared Key seseseee |
Pre-Shared Key for XAuth User
Pre-Shared Key sessssse |
Confirm Pre-Shared Key sesssnes |
IPsec Security Method

Medium (AH)
Data will be authentic, but will not be encrypted.

High (ESP) “Ilpes [¥I3DES [“lAES
Diata will be encrypted and authentic.

0K Cancel

8. VPN and Remote Access >> Remote Dial-in User sayfasina gidin. Uygun bir index numarasini se¢in ve profili
asagidaki gibi diizenleyin.
e Allowed Dial-In Type’de IKEv2 EAP seg¢in.
e Username ve Password girin.
o Kaydetmek i¢in OK’a tiklayin.
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VPN and Remote Access >> Remote Dial-in User

Index No. 3
User account and Authentication Username ||_=_Ap |
Enable this account Password(Max 19 char) [TTTIIIIT |
Idle Timeout 0—| second(s) [] Enable Mobile One-Time Passwords(mOTP)
Allowed Dial-In Type PIN Code
Secret
[ pPTP
I IPsec Tunnel IKE Authentication Method
[ 1Psec XAuth ) Pre-Shared Key
[+] L2TP with IPsec Policy | Nene bl IKE Pre-Shared Key
(4 SSL Tunnel [] pigital Signature(X.509)
[] IKEw2 EAP None
["] specify Remote Node
Remote Client IP IPsec Security Method
Medium({AH)
or Peer ID High(ESP) DES - 3DES - AES
Metbios Naming Packet @ pass ) Block Local ID (optional)
Multicast via VPN ' Pass ® Block
{for some IGMP,IP-Camera,DHCP Relay..etc.)

Linux

1. Certificate Management >> Trusted CA ‘ya gidin Build RootCA’y1 tiklayin.
e Tiim bilgileri girin.
o Key Size i¢in “2048” girin.
e Yerel sertifikay1 imzalamak i¢in Passphrase’yi (Parolay1) girin.
e Kaydetmek icin Apply’a tiklayin.

Certificate Management >> Trusted CA

Trusted CA
i(* upload [[f] Delete & Download |.‘.—""- Build Romc.n.l ) view
Name Issuer Subject
Trusted CA =[x

Certificate Name : RootCA
Organization Unit:  Vigor

Organization : Draviek

Locality(City) : Hukou

State/Province : Hsinchu

Common Name : Roaot

Email Address : example@test net

Key Size - 2048 [v
Country : W

Passphrase : sesnnse

=] Apply 3 cancel
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2. VPN istemcisine kurulmasi gereken Root CA’y1 disa aktarmak i¢in Download’a tiklayin.

Certificate Management >> Trusted CA

Trusted CA

[* upioad  [[]] Delete | B Download| .+ Build RootcA  [E) view

Name Issuer Subject =

RoolCA Root Foot
Trusted CA - %

@j Local Certificate
O PKCS512 Certificate

() Certificate and Private Key

5 Download (3 Cancel

3. Certificate Management >> Local Certificate ‘e gidin. Generate ‘e tiklayin.
e ID Type igin “Domain Name” se¢in ve ID Value i¢in routerin domainini girin.
e Tiim bilgileri girin.
e Common Name i¢in routerin domainini girin.
o Key Size igin “2048“ secenegini segin.
o Self Sign i¢in “Enable” segenegini segin.
e CA Key Passphrase’de Root CA’nin parolasini girin.
o Apply’a tiklayn.

Certificate Management >> Local Certificate

' Local Certificate |
® Upicad [ff] Delete S Download B} Viev
Name [ ocal Certificate =[x

Certificate Name : EAP

Subject Alternative Name:

1D Type : Domain Name v
1D Value : .ikEVZSBWEdMgs_.nel
Subject Name

Country (C) - w

State (S) - Hsinghu

Locality (L) - Hukou

Organization (O) : Draytek

Organization Unit (OU) © Vigor

Common Name (CN) :  ikev2server.ddns.net
Email (E) : example@test.net
Key
Key Size : 2048 v
— Self Sign - (8)Enable () Disable =

CA Key Passphrase . ssesssee
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4. Kullanici profili eklemek i¢in User Management >> User Profile’a gidin.
e Enable’yi aktiflestirin.
e Username ve Password girin.
e PPTP/L2TP/SSL/OpenVPN Server’da Xauth/EAP i¢in “Enable” segin.

User Management >> User Profile >> User Profile

[UselProﬁle |[ Apply All

£ Add| & Edit [[] Delete &% Refresh Search : Q, seerch
User Profile - |5
Username : EAP
[¥]|Enable
Password - | ........ { Strength © ¢
System User false w

PPTP/IL2TP/SSLIPPPoE/OpanVPN Sarver Genaral Setup

Idle Timeout{sec) : 300
DHCP from - [1ant =
Static IP Address {Optional)

A User Management

~ PPTPILZTP/SSLIOpenVPN Server

PPTP Dial-in : Enable (s Disable
L27TP Dial-in Enable (s Disable
S5L Tunnel - Enable (e Disable
l' OpenVFN Dial-in Enable (s Disable
@uthr EAF : » Enable Dianﬂ
— Use mOTP Enable (s Disable
Tima Cihiarte | el 3

5. Profil eklemek i¢in VPN and Remote Access >> VPN Profiles >> IPsec’e gidin.
e Profil ad1 girin ve Enable’yi aktiflestirin.
e Remote Dial-In User igin “Enable” segenegini segin.
e Local IP/ Subnet Mask i¢in routerin LAN agin1 girin.
e IKE Protocol i¢in “IKEv2” se¢enegini segin.
e Auth Type i¢in “RSA” se¢in ve Local Certificate i¢in énceki adimlarda olusturulan sertifikay1 se¢in.

VPH and Romote Accoss >= VPN Profiles == IPsec

Frac FPTPDalo | FRTPDGHn | SSLOGlew  SSLDiakn oRE

>§aﬂ [ Deize  Gf Rename &% Rafresh

Weng

Profile ; KEvEAR
[ Enabile

Basic Anencad GRE Propasal | Mubipio SAs

For Remate Dialln User . () Enable () Disabie

Dial-Out Throwugh winl = () Delault WAN IF (™ VEAN Alias IF

Failar 10 -

Local IP/ Subnet Mask - 182158 1.0 265.266 265.02¢ =

Leoal Next Hop © e Q000 defuk gatemay)

Remois Host © ro0n
G add [ e Paciils Nembar Lini - 95
" Subnat Mask

Mors Hemate Subest [

WE Protncal = -

Auth Type RAzA

Local Centificate EAP

Local I Susjact Hame B

Femate 1D Anzest Any =
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macOS’tan Baglanti

1. Keychain Access’i agin. Router’dan indirilen RootCA’y1 pencereye siiriikleyerek kurun.

P,

net

-

Click to lock the System keychain.

Keychains
||' lagin
||' Laocal Items
@ System
=] system Roots

CS[EQOW’
& Al lterns
£, Passwords
Secure Notes
[ My Certificates
| Reys
O certificates

=

Keychain Access

o

] |-.‘=-'l|

T

Bt Apple Worldwide Developer Relations Certification Authority
Intermediate certificate authority
-~ Expires: Wednesday, 8 February 2023 at 5:458:47 AM Taipei Standard Time
i Thig certiticate iz valid
Mame ~ Kind Date Modified Expires Keychain

’{“ 2120n-james-tbd AirPort netweork pas.. 5 Sep 2017, 4:03:24 PM - System
L. 2925 - IKEvE IPSec Shared Secret 21 Dec 2016, 2:28:18 PM - System
J"“ 292536 james-1hd AlrPort netwerk pas... 5 Sep 2017, 811712 FM -- System
j_‘ 2925n-james-thd AirPort network pas.. 8 Sep 2017, 3:41:18 PM == System
.. 2960 IKEVZ IPSec Shared Secret 21 Dec 2016, T20:29 PM —- System
] Apple Warldw... fification Authority  certificate - B Feb 2023, 5:48:47 AM  System
|2 com.apple.kerberos_kde certificate - 20 Mey 2036, 12:33:23 AM  System

¢ comapplekerberos. kde public key = = System

¢ com.applekeroeros.kdc private kay - - System
_'{“ com.gpple.log...ow.guest-eccount  application password 24 Jen 20M7, 0BT PN System
é.':“ com.apple.systemdefault certificate - i 2036, 12:33:21 AM  System

¢ com.apple.systemdefault public key - 1 od | System

¢ comapplesystemdefault private key - - System
j__ DraytekV2B60CarosPQC AirPort network pas.. 16 Jun 2017, 1:33:17 BM - System
AL, INTZ AlrPoct network pas... 28 Jun 2017, 10857 AM - System
A, PPPoE PPP Bl 8 Sep 2017, 1012123 AN == System
[ Root certificate - B Sep 2027, 3:55:53 PM System
A, staffs AirPort netwosk pas.. 19 Jul 2017, 2:03:57 PM -- System
L. staffs aF AirPort network pas...  2.Jun 2017, 8:20:47 AM -- System

+ i 30 [tems

2. Extensible Authentication (EAP) ve IP Security (IPsec) i¢in “Always Trust” segenegini se¢in.

www.netfast.com.tr

® 0@ Root
(= == Root
s #erte | Root certificate authority
Z - Expires: Monday, 6 September 2027 at 3:55:53 PM Taipei Standard Time
© This certificate has custom trust settings
v Trust
When using this certificate: Use Custom Settings ?
Secure Sockets Layer (SSL) no value specified
Secure Mail (S/MIME) no value specified
Extensible Authentication (EAP) Always Trust
IP Security (IPsec) Always Trust
Code Signing no value specified
Time Stamping no value specified
X.509 Basic Policy no value specified
V¥ Details
Country TW
State/Province Hsinchu
Organization Draytek
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3. Network ayarlarina gidin ve yeni bir ag olugturmak i¢in ‘+’’a tiklayin.
e Interface i¢in “VPN” segenegini se¢in.
e VPN Type i¢in “IKEv2” segenegini segin.
o Create’e tiklayin.

Netwark

Select the interface and enter a name far the new service.

Interface: VPN

Wi-Fi .

® Connected VPN Type:  IKEvZ
. Bluetooth PAK Service Name: EAP

Mot Connected

@ LPSS S.apter Cancel o

not Conflgured

PPPoE AT
Mot Connected N
USE 10/...00 LAN

® ot ce ed N
vivian
Mot Connectad AN
vpn2
Not Connected ¥
VPN (Ci..o IPSec)
Mot Connected '\_\
tang
Mot Connected O

_ o Set Up Bluetooth Device.. Advanced... 7

Assist Me...

4. Server Address ve Remote ID igin routerin domainini girin. Sonra Authentication Settings...’e tiklayin

® < i3 Network Q searct
Location: Automatic z
EAP
& e iad N Status: Connected
Connect Time: 0:00:28
@:CURtootl DA 8 1P Address: 192.168.1.36

LPSS S...apter (2)
® Lotc nfigured

PPPOE ; Server Address: ikev2server.ddns.net
Not Connected N/
& Remote ID: | ikev2server.ddns.net
@ USB10L.00LAN - —

Not Connected N7 Local ID:
vpn2
Not Lonnectad x Authentication Settings...
vivian :
Not Conn: AN Disconnect
VPN (Ci...0 IPSec)
Not Cc AN\
tang
Not Connected N
= o Show VPN status in menu bar Advanced... ?
Assist Me... Revert Apply

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




/_f\

DrayTek netrast

5. Username segenegini se¢in ve Username ve Password girin. Sonra OK’a tiklayin.

Network

Authentication Settings:

® Bluetooth PAN

Not Connected

°® LPSS S.:.vaplt.ir (2)

Not Config

PPPoE

Not Connected

@ USB10/..00 LAN 7~
Not Connected

VPN (Ci...0 IPSec)

Username

Username: EAP

Password: eeseseses

Cancel

|
)

<

Remote ID:

Local ID:

ikev2server.ddns.net

Authentication Settings...

Not Connected N\ Connect
tang
Not Connected N
Show VPN status in menu bar Advanced... ?
Assist Me... Revert Apply

6. Routera VPN baglantis1 baglatmak i¢in Connect’e tiklayin.

Network

Location: Automatic

EAP

@ Connected N Status: Connected
Connect Time: 0:00:28

Ao AN 8 IP Address: 192.168.1.36

Not Connected

LPSS S..apter (2) . .
g Not Configured

PPPOE 3 Server Address: ikev2server.ddns.net

Not Connected /

Remote ID: | ikev2server.ddns.net

@ USB10/..00LAN . : —

Not Cennected Local ID:

vpn2

Horoane A Authentication Settings...

vivian 2

Not Connected N\ Disconnect

VPN (Ci...0 IPSec)

Not Connected \

N
Show VPN status in menu bar Advanced... ?
Assist Me... Revert Apply
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