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EAP KiMLIiK DOGRULAMA iLE iOS’TAN VIGOR ROUTER’A IKEv2 VPN

DrayOS firmware 3.9.0 versiyonundan beri EAP kimlik dogrulamasi ile IKEv2’yi desteklemektedir. Vigor3900 ile
Vigor2960 da firmware 1.4.0 versiyonundan beri EAP kimlik dogrulamas: ile IKEv2’yi destekliyor. Ek olarak kullanici
adi/sifre ve sertifika dogrulama ile IKEv2 VPN’i daha giivenli hale getirebilirsiniz. Bu makale server kimlik dogrulamasi

icin self-signed bir sertifika olusturmayi, Vigor Router’t bir IKEv2 VPN server kurmayi ve i0S ile baglanti kurmay1
gosterir.

Vigor Router Kurulumu
DrayOS

1. Certificate Management >> Trust CA Certificate sayfasina gidin. Ve Create’e tiklayin.

Certificate Management => Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Modi
Root CA - -
Trusted CA-1 -— -—= View Delete
Trusted CA-2 === --- View | Delete
Trusted CA-3 == - View Delate
Note:
1. Please setup the "System Maintenance >> Time and Date" correctly before you try to generate a
RootCAll

2.The Time Zone MUST be setup correctly!!

IMPORT REFRESH

2. Sertifika bilgilerini girin. Key Size i¢in “2048 Bit” girin. Sonra Generate’e tiklayin.

Certificate Management >> Root CA Certificate

Generate Root CA
Certificate Name Root CA

Subject Alternative Name

Subject Name
Country (C) TW_
State (5T) |Hsinchu
Location (L) [Hukou
Organization (O) 'Dra',rr.ek
Organization Unit (OU) Vigor
Common Name (CN) Root

Email (E) |example@ikev2vpn.net
Key Type RSA
Key Size |2048 Bit |
Algorithm SHA-256 ~
Generate

3. RootCA’y1 indirmek i¢in Export’a tiklayin.
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Certificate Management >> Trusted CA Certificate

N
net

X509 Trusted CA Certificate Configuration

Name Subject Status Modify
Root CA  /C=TW/ST=Hsinchu/L=Hukou/0=D... oK _ View  Delete
Trusted CA-1 - - View | Delete
Trusted CA-2 - - View | Delete
Trusted CA-3 - --- View | Delete
Note:
1. Please setup the "System Maintenance > Time and Date” correctly before you try to generate a
RootCAll
2.The Time Zone MUST be setup correctly!!
IMPORT REFRESH

e Subject Alternative Name Type i¢in “Domain Name “ girin.
e Domain Name ve Common Name(CN) i¢in routerin domainini girin.
e Sertifika i¢in diger tiim bilgileri doldurun.
o Key Size i¢in “2048 Bit” girin.

o Generate’e tiklayn.

Generate Certificate Signing Request

4. Certificate Management >> Local Certificate sayfasina gidin ve Generate’e tiklaym.

Certificate Name

Subject Alternative Name
Type

Domain Name

certificate |

Domain Name ~

ikev2server.ddns.net

Subject Name
Country (C)
State (ST)
Location (L)
Organization (O)
Organization Unit (OU)

Common Name (CN)

™

Hsinchu

Hukou
Draytek
Vigor

ikevZserver.ddns.net

5. Sertifikay1 olusturmak icin Sign’a tiklaymn.

Email (E) ‘example@ikev2vpn.net
Key Type RSA
Key Size (2048 Bit ~ |
Algorithm SHA-256 ~
Generate

Certificate Management >> Local Certificate Signing

Local Certificate Signing

www.netfast.com.tr
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Certificate Name certificate
Validity YYYY-MM-DD
Not Before 2017-09-13
Not After [2005 ~[{g ~Ll13 -
Algorithm |SHA-256 ~ |
Sign Back

E-mail: teknik@netfast.com.tr

Tel: (312) 232323




DrayTek metfast’

6. Gegerli olan tarihi belirtin sonra Sign’a tiklayin.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Mame Subject Status Modify
certificate JC=TW/ST=Hsinchu/L=Hukou/O=D... Requesting Sign | View Delete
View  Delete
-—- -—- - View Delete
Note:
1. Please setup the "System Maintenance >> Time and Date" correctly before signing the local
cartificate.

2. The Time Zone MUST be setup correctly!!
GENERATE IMPORT REFRESH

7. VPN and Remote Access >> IPsec General Setup sayfasina gidin, Certificate for Dial-in i¢in 6nceki adimlarda
olusturulan yerel sertifikay1 segin.

VPN and Remote Access >> IPsec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).

IKE Authentication Method
Certificate for Dial-in
Local ID
® Alternative Subject Name First

O Subject Name First
General Pre-Shared Key

Pre-Shared Key sessssns |
Confirm Pre-Shared Key sesssnas |
Pre-Shared Key for XAuth User
Pre-Shared Key essssnns |
Confirm Pre-Shared Key sesssnes |
IPsec Security Method

Medium [AH)
Data will be authentic, but will not be encrypted.

High (ESP) *IbEs [¥I3DES [“lAES
Data will be encrypted and authentic.

OK Cancel

8. VPN and Remote Access >> Remote Dial-in User sayfasina gidin. Uygun bir index numarasini se¢in ve profili
asagidaki gibi diizenleyin.
o Allowed Dial-In Type’de IKEv2 EAP segin.
e Username ve Password girin.
e Kaydetmek i¢cin OK’a tiklayin.

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




metfast’

DrayTek

netrast

VPN and Remote Access >> Remote Dial-in User

Index No. 3
User account and Authentication

Enable this account
Idle Timeout 0 second(s)

Allowed Dial-In Type

I ppTP
[ IPsec Tunnel

IPsec XAuth

L2TP with IPsec Policy | None ]
SSL Tunnel

IKEv2 EAP

] specify Remote Node

Remote Client IP

or Peer ID

Metbios Naming Packet (® Pass ' Block
Multicast via VPN O Pass ® Block

(for some IGMPIP-Camera,DHCP Relay..etc.)

Linux

Username |EAP |

Password(Max 19 char) ([TIILiiiL)

[[] Enable Mobile One-Time Passwords{mOTF)
PIN Code

Secret

IKE Authentication Method
Pre-Shared Key
IKE Pre-Shared Key
L] Digital Signature(X.509)
None

IPsec Security Method
Medium{AH)

High(ESP) DES

Local ID (optional)

3DES AES

1. Certificate Management >> Trusted CA ‘ya gidin Build RootCA’y1 tiklayin.

e Tiim bilgileri girin.

o Key Size i¢in “2048” girin.

e Yerel sertifikayr imzalamak i¢in Passphrase’yi (Parolay1) girin.
o Kaydetmek i¢in Apply’a tiklayin.

Certificate Management >> Trusted CA

Trusted CA

[® Upload [J]] Delete [ Download l}'- BLildRorJtEAl E) view

Mame Issuer

Trusted CA

Certificate Name :

Organization Unit :
Organization :
Locality(City) :
State/Province :
Common Name :
Email Address :
Key Size .

Country :

Passphrase :

Subject

x

RootCA
Wigor

Draytek

Hukou

Hsinchu

Root
example@test net
2043

www.draytek.com
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2. VPN istemcisine kurulmasi gereken Root CA’y1 diga aktarmak i¢in Download’a tiklayin.

Certificate Management >> Trusted CA

Trusted CA

[* uUpload []] Delete | B Download| .+ BuildRootcA [E) View

Name Issuer Subject s

ROGICA Root Root R
Trusted CA -|%

@j Local Certificate
O PKCS12 Certificate
_'j Certificate and Private Key

5§ Download () Cancel

3. Certificate Management >> Local Certificate ‘e gidin. Generate ‘e tiklayin.
e ID Type igin “Domain Name” se¢in ve ID Value i¢in routerin domainini girin.
e Tim bilgileri girin.
e Common Name i¢in routerin domainini girin.
o Key Size igin “2048“ secenegini segin.
e Self Sign i¢in “Enable” segenegini segin.
e CA Key Passphrase’de Root CA’nin parolasi girin.
o Apply’a tiklayn.

Certificate Management >> Local Certificate

"Local Certificate |
[® Upload [fJ] Delete 5 Download B} viev
Name |ocal Certificate =

Certificate Name : EAP

Subject Alternative Name

ID Type : Domain Name v
ID Value : ikev2servelddns.net
Subject Name

Country (C) : w

State (S) - Hsinchu

Locality (L) : Hukou

Organization (O) : Draytek

Organization Unit (OU) : Vigor

Common Name (CN) :  ikev2server.ddns.net
Email (E) : example@test.net
Key
Key Size : 2048 v
—— Self Sign - (@) Enable () Disable =

CA Key Passphrase . ssssssss
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4. Kullanici profili eklemek i¢in User Management >> User Profile’a gidin.
e Enable’yi aktiflestirin.
e Username ve Password girin.
e PPTP/L2TP/SSL/OpenVPN Server’da Xauth/EAP i¢in “Enable” segin.

User Management >> User Profile >> User Profile

[Useerﬁle |[ Apply All

% Edit [[[] Delete &S Refresh Search : Q) search

User Profile -|(%
Username : EAP
V| Enable
Password:  |sesseses { Strength :
System User : false »

PPTR/L2TP/SSLIPPPoE/OpenVPN Server General Setup

Idle Timeout(sec) : 300
DHCP from - [lant v
Static IP Address : {Optional)

A User Management

v PPTPILZTPISSLIOpenVPN Server

PPTP Dial-in : Enable (s Disable
L2 TP Dial-in Enable (s Disable
S5L Tunnel : Enable (= Disable
l. OpenVPN Dial-in Enable (= Disable
Euthf EAP : = Enable Diuﬂ
— Use mOTP Enable (e Disable
Time Ohiarcte [ wle b

5. Profil eklemek i¢in VPN and Remote Access >> VPN Profiles >> IPsec’e gidin.
e Profil ad1 girin ve Enable’yi aktiflestirin.
¢ Remote Dial-In User igin “Enable” se¢enegini segin.
e Local IP/Subnet Mask i¢in routerin LAN agin1 girin.
e IKE Protocol igin “IKEv2” se¢enegini segin.
o Auth Type i¢in “RSA” se¢in ve Local Certificate i¢in dnceki adimlarda olusturulan sertifikay1 se¢in.

VPH and Remate Access »= VPN Profiles > IPsec

Fsac FPTROulow | PPTPDiahn | SSLOikew S5l Diskn GAE

xgﬂ [ Dusta  Gf Ronama & Fafrash

Wane

Peofile : KEZEAR
[ Enabile

Basic Advncad GRE Proposal | Mukipio SAs

For Remrvnd DialIn Usr © (@) Ensble () Disabile
. L

ial-Out Thiowgh want | (@) Dalaul WAN 1P () WA Alias 1F

Failewur to “

Local 1P/ Subnet Mast 192,168 1.0 265256 265,03 =

Local Hext Hap © 0o P00 - deful goemay]

Aemuie Hoe ;. 000
£ Add [ S Paokl Nember Limit - 16
" Subnat Mask

Mure Remote Subeet M ams to show

WE Protoool IKE2 -

Auth Typa Rsa

Lozl Castificate e

Lecal I “Susuct Nasso |
Hlemot: I Anzest Ay =

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.co Tel: (312) 232323




hetfast’

DrayTek

net

iOS’tan Baglanti

1. Router’dan indirilen RootCA dosyasini iOS cihazina gonderin.

F B B <\ @

2. Dosyayr agarak CA’y1 iOS cihazina iOS cihazina CA’y1 yiikleyin ve Install’a tiklaym.

dogrulandigindan emin olduktan sonra Done’a tiklayin.

Cancel Install Profile Install Profile Installed Done
@ Roct @ o
Signed by Root Signed by Root
Mot Verified Verified +*
Contains Certificate Contains  Certificate
Maore Details More Details
3. General >> VPN ‘e gidin ve konfigiirasyonu ekleyin.
e Type icin “IKEv2” secin.
e Server ve Remote ID i¢in routerm domainini girin.
e Username ve Password girin.
Cancel Add Configuration Done
Type IKEv2
Description EAP
Server ikevZserver.ddns.net
Remote ID  ikevZserver.ddns.net
Local ID
AUTHEMTICATION
User Authentication Username
Username EAP
Password ssssssne e

www.netfast.com.tr

www.draytek.com

E-mail: teknik@netfast.com.tr

Tel: (312) 232323

RootCA’nin




DrayTek metfast’

4. VPN baglantisini agarak VPN’i baglatin.

£ General VPN

VPN CONFIGURATIOMS

Status Ex'-::d Connected | ]

o Elﬁ,.P T

Add VPN Configuration...

5. Bagarili bir sekilde baglanirsa VPN durumu asagidaki gibi goriiniir.

{ VPN EAP Edit
Type IKEvZ
Server W AF RS LA FAl
Account EAP
Server IP Address 1M.890.8 9 A2
Assigned IP Address 192168.1.33
Connect Time 012

Delete VPN
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