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macOS ‘TAN VIGOR ROUTER’A IPsec XAUTH

IPsec ¢ok giivenlidir ve milkemmel performans sunar. Ayrica 2018’den beri IPsec Xauth saglamaktadir. Her VPN
istemcisiyle ayni pre-shared key kullanirken rahatsiz hissediyorsaniz onun yerine IPsec Xauth kullanabilirsiniz. IPsec
Xauth VPN istemcileri yalnizca pre-shared key ile degil aynni zamanda 6zgiin bir kullanici adi ve parola ile dogrulanir.
Bu makale Vigor Router’in [Psec Xauth istemcileri icin VPN server olarak nasil ayarlanacagin1i ve VPN’i kurmak i¢in
macOS cihazinda gerekli olan konfigilirasyonu gdsterir.

Vigor Router Uzerinde Kurulum
1. DrayOS
1. VPN and Remote Access >> IPsec General Setup sayfasina gidin ve. Pre-Shared Key girin.

VPN and Remote Access >> IPsec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN ta LAN).
IKE Authentication Method
Certificate for Dial-in None v
General Pre-Shared Key
Pre-Shared Key

Pre-Shared Key for XAuth User
Pre-Shared Key Errs -
Confirm Pre-Shared Key =~ ssresesssese
IPsec Security Method

¥ Medium (AH)
Data will be authenticated, but will net be encrypted.

High (ESP) 4 DES ¥ 3DES ¥ AES
Data will be encrypted and authenticated.

OK Cancel |
2. VPN and Remote Access >> Remote Dial-in User sayfasina gidin ve uygun bir indexe tiklayin.
e Enable this account’u etkinlestirin.
e Username ve Password girin.
e Allow Dial-In Type boliimiinde IPsec Xauth’u etkinlestirdiginizden emin olun.

VPN and Remote Access >> Remote Dial-in User

Index No, 1
User account and Authentication Username VPNuser
¥ Enable this account Password R
Idle Timeout 0 seeanclsl N e et o e TR TrT T TR ——
Allowed Dial-In Type PIN Code
Secret
# PPTP
¥ IPsec Tunnel IKE Authentication Method
¥ L2TP with IPsec Policy MNone v ¥ Pre-Shared Key
¥ S5 Tunnel IKE Pre-Shared Key Max: 64 characters
v IpPsec XAuth | Digital Signature(X.509)
Specify Remote Node None ¥
Remote Client IP -
IPsec Security Method
4 Medium(AH)
or Peer ID ek fren uf MrEe o e Are

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




DrayTek metfast’

3. Istemcinin ¢evrim ici olup olmadigini VPN and Remote Access >> Connection Management sayfasindan
kontrol edebilirsiniz.

VPN and Remote Access >» Connection Management

Dial-out Tool | Refresh |
General Mode: | Dial
Backup Mode: v | Dial
Load Balance Mode: ¥ | Dial

VPN Connection Status
All VPN Status  LAN-to-LAN VPN Status Remote Dial-in User Status

Virtual Tx Tx Rx Rx
VPN Type Remote P Network  Pkts Rate(Kbps) Pkts Rate(Kbps) UPTIMe
f\.l'PNluser) Aé?ssj;};ngslth 43{:?‘_'.,1%30 192.166.1.11/32 357 180.34 431 71.85 0:0:3  Drop

xxxxxxxx : Data is encrypted.
oooooood @ Data isn't encrypted.

2. Linux

1. User Management >> User Profile sayfasina gidin ve Add’e tiklayn.
e Username ve Password girin.
o Enable tiklayin.
o |IPsec User Settings sekmesinde Xauth i¢in “Enable” segin.

User Management >> User Profile >> User Profile

User Profile Apply All

3 Add Y& Edit [f]] Delete ® Refrash Search - Q sean
User Profile =[] [
Username ; WFNuser
/| Enable
Password - [Ty Strangth : Excellent
System User false v

PPTP/L2ZTPISSL/PPPoE Server General Setup

Idle Timeout{sec) : 300

DHCP from : lan1 »

Stafic IP Address - {Opticnal)
A User Management

» PPTRIL2TP/SSL Server

# PPPoE Server

~ FTPBAMBA User Setting
# Radius User Setting
% IPsec User Setting

XAuth : # Enable Disable (IPsec User Preshared Key must been configured)
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2. VPN and Remote Access >> IPsec General Setup sayfasina gidin. IPsec User Preshared Key girin. Sonra
Apply’a tiklayn.

VPN and Remote Access >> |[Psec General Setup

IPsec General Setup

Preshared Key : srenaa {Max 45 characters)

IPsec User Preshared Key - | sessess| {Only for XAuth, Max 46 characters)
WAN Profile wan1, wan2 [ae.[ ¢

DHCP LAHN Profile lan1 W

IKE Port : 500

MAT-T Port : 4500

IPsec MSS : 1360

3. VPN and Remote Access >> VPN Profile sayfasina gidin ve asagidaki adimlari izleyerek bir profil ekleyin.
e Bir Profil adi girin.
o Enable ‘1 isaretleyin.
o For Remote Dial-In User igin “Enable” segin.
e Local IP/Subnet Mask i¢in routerin LAN IP’sini girin.

IPsec =)
Prafile ; Hauth
[¥] Enabile
Basic Advancad GRE Fropasal Multiple SAs

AUt Dial-Out nable & Disable

For Remeote Dial-n User & Enahle Dizable

Diial-Out Through wan1 v e Default WaN I AN Alias IP
Failover to L I
Local IFJ Subnet Mask 182.968.230.0 255255 2550024 |
Local Next Hop = D000 [0000.0 ; chesfanlt el
Remots Host 00000
Remote IP ! Subnet Mask
If; Add ﬂ Save Profia NumBer Limit © 16
1 Suibret Mask

Mere Remete Subnet Mo ibems bo Show

IKE Pradasal IKEw1 e

4. Istemcinin ¢evrim i¢i olup olmadigini VPN and Remote Access >> Connection Management sayfasindan
kontrol edebilirsiniz.
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VPN and Remats Access = Cannection Management >> Connaction Managsment P
Camnection Managemant | History
Dial-Out taal
: . a AW = P
= IPsec | PPTP | SSL  Profiles: £3 Comneel B Refresh  Auto Refresh: | 1 Minue White Data for ey péed

VPN Connection Status

Search Wa|Seerch Wa|Search | o Search | W Search | Search | Search | Search | Search | Search ™

VPN v Typs Interfzca  Remat.. ™ Virtual Network U Tima FX Rate TX Rate R Byta TH Byts Ogsratian =
1 VPMuser IPsec/AES_HMAC... wan2 220132 1921652301532 00:00:41 443 (Kbps]  3.31 (Kbps) 116,30 (KB) 51044(KB) | % &

macOS’ta VPN Kurulumu

1. System Preferences >> Network’e gidin ve ‘+’’a tiklayin.
e Interface i¢in “VPN” se¢in.
e VPN Type i¢in “Cisco IPsec” segin.
e Bir Service Name girin.
e Create’e tiklayin.

Network
<[> |[ showal Q

Select the interface and enter a name for the new service.

Interface: | VPN 9

Ethernet | —
® Connected VPN Type: | Cisco IPSec :] rPortOn )

USB-Se...ntro : .

Not Configured Service Name: Xauth

PPPoE ( Cancel ) ( Create ) | P
e Not Connected '\ﬂ/‘ \ Create ) | v
g 802.11 n WLAN &> V' Ask to join new networks

Not Connected

Known networks will be joined automatically.
If no known networks are available, you will

@ FireWire be asked before joining a new network.
Not Connected

=

- -
Eshow AirPort status in menu bar [ Advanced... ) @

+o| = & —
o
§F| " Click the lock ta prevent further changes. ( Assistme... ) ( Revert ) [ Apply

2. Server Address igin routerin domain ya da WAN IP girin.

800 Network

(<[> Cstowai]

Location: | Automatic

@ Ethernet
Connected Status: Not Configured

- PPPOE
Not Conni

@ 802.11 n WLAN Server Address: VPN.server.com
Not Conn

Account Name: VPNuser

@ FireWire
Not Connected Password: |

. e T————
™ AirPort 2 = Authentication Settings...
pae E \ Authentication setings... J

( Connect—)

[ Show VPN status in menu bar ( Advanced... ) @

( Connect )
\__~onne<
w
+ = B

n
[{ Click the lock to prevent further changes. ( Assistme... ) [ Revert | [ Apply
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3. Authentication Settings’e tiklayin ve Shared Key’e Pre-shared Key’i girin. Daha sonra OK tiklaym.

—~ Y

(<[] show ]

Network

P E_lhemet
nnected

® USB-Se. '.nlroller

Not Con

o PPPOE

Not Connected

Machine Authentication:

@ Shared Secret: |seessscssnes

C, Certificate Select...

Group Name:

(" Cancel ) ( oK )

@ 802. 11 n WLAN <°°°>

Not Connected
Account Name: VPNuser
@ FireWire
Not Connected Password: ssssssssss
@ AirPort 2 (" Authentication Settings... )
= ( b
N A [ Connect )
= = |1 Show VPN status in menu bar [ Advanced... ) @
-ﬂm i ( Assi 2 2 3
5] Click the lock to prevent further changes. | Assistme... | [ Revert | [ Apply )

Server AddressT VPN.server.com

4. VPN baglantisini baglatmak i¢in Connect’e tiklayin.

800

(<[> ) (showa ]

Location: | Automatic

P El:hemet <°°D>

Connected

® UsB- Se .ntroller { {f\

Not Con

~ PPPoE <°°D>

Not Connected

@ 802. 11 n WLAN <°°D>

Mot Con

FireWire

Not Connected

AirPort 2

off

Status: Connected
Connect Time: 00:00:40
IP Address: 192.168.239.14

Server Address: | VPN.server.com

Account Name: VPNuser

Password: ssssssssss

(_ Authentication Settings... )

H
( Disconnect )
—

| Show VPN status in menu bar [ Advanced... ) @

fl
Jﬂ Click the lock to prevent further changes. [ Assistme... ) [ Revert
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