DrayTek metfast’

ANDROID’DEN VIGOR ROUTER’A IPsec XAUTH

IPsec ¢ok giivenlidir ve milkemmel performans sunar. Ayrica 2018’den beri IPsec Xauth saglamaktadir. Her VPN
istemcisiyle ayni pre-shared key kullanirken rahatsiz hissediyorsaniz onun yerine IPsec Xauth kullanabilirsiniz. [Psec
Xauth VPN istemcileri yalnizca pre-shared key ile degil aynni zamanda 6zgiin bir kullanici adi ve parola ile dogrulanir.
Bu makale Vigor Router’in [Psec Xauth istemcileri icin VPN server olarak nasil ayarlanacagin1i ve VPN’i kurmak i¢in
Android cihazinda gerekli olan konfigiirasyonu gosterir.

Vigor Router Uzerinde Kurulum
1. DrayOS
1. VPN and Remote Access >> IPsec General Setup sayfasina gidin ve. Pre-Shared Key girin.

VPN and Remote Access >> IPsec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN ta LAN).
IKE Authentication Method
Certificate for Dial-in None v
General Pre-Shared Key
Pre-Shared Key

Pre-Shared Key for XAuth User
Pre-Shared Key [sesnseersees
Confirm Pre-Shared Key =~ ssresesssese
IPsec Security Method
¥ Medium (AH)
Data will be authenticated, but will net be encrypted.

High (ESP) 4 DES ¥ 3DES ¥ AES
Data will be encrypted and authenticated.

OK Cancel |
2. VPN and Remote Access >> Remote Dial-in User sayfasina gidin ve uygun bir indexe tiklayin.
e Enable this account’u etkinlestirin.
e Username ve Password girin.
e Allow Dial-In Type boliimiinde IPsec Xauth’u etkinlestirdiginizden emin olun.

VPN and Remote Access >> Remote Dial-in User

Index No, 1
User account and Authentication Username VPNuser
¥ Enable this account Password R
Idle Timeout 0 seeanclsl N e et o e TR TrT T TR ——
Allowed Dial-In Type PIN Code
Secret
# PPTP
¥ IPsec Tunnel IKE Authentication Method
¥ L2TP with IPsec Policy MNone v ¥ Pre-Shared Key
¥ S5 Tunnel IKE Pre-Shared Key Max: 64 characters
v IpPsec XAuth | Digital Signature(X.509)
Specify Remote Node None ¥
Remote Client IP -
IPsec Security Method
4 Medium(AH)
or Peer ID ek fren uf MrEe o e Are
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3. Istemcinin ¢evrim ici olup olmadigini VPN and Remote Access >> Connection Management sayfasindan
kontrol edebilirsiniz.

VPN and Remote Access >> Connection Management

Dial-out Tool | Refresh |
General Mode: ’ | Dial |
Backup Mode: v| Dial
Load Balance Mode: v | Dial |

VPN Connection Status
All VPN Status  LAN-to-LAN VPN Status Remote Dial-in User Status

Virtual Tx Tx Rx Rx
VPN Type RemoteIP  Network  Pkis Rate(Kbps) Pkts Rate(Kbps) PTme
[UPNLSQF) Aépss_g‘,_'g'l"gz'th dii'::i".'isrigu 192.168.1.11/32 367 180.34 431 71.85 0:0:3  Drop

)0oooood ¢ Data is encrypted.
o0ooooo @ Data isn't encrypted.

2. Linux

1. User Management >> User Profile sayfasina gidin ve Add’e tiklayin.
e Username ve Password girin.
o Enable tiklayin.
o IPsec User Settings sekmesinde Xauth i¢in “Enable” segin.

User Management >> User Profile == User Profile

User Profile Apply All

€3 Add & Edit [[[] Delete &% Refresh Search - Q| sean
User Profile = ||| [m
Username : WPMuser
V| Enable
Password rranensnens Strength : Excellent
System User false W

PPTP/LZTPISSL/PPPoE Server General Setup

Idle Timeout{sec) : 300

DHCP from : lan W

Static IP Address - {Optional)
»  User Management

» PPTRL2TP/SSL Server

~ PPPoE Server

A FTRISAMBA User Setting
~ Radius User Setting
W IPsec User Setting

XAuth » Enable Disable (IPsec User Preshared Key must been configured)
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2. VPN and Remote Access >> IPsec General Setup sayfasina gidin. IPsec User Preshared Key girin. Sonra
Apply’a tiklayn.

VPN and Remote Access == IPsec General Setup

IPsec General Setup

Preshared Key : amdis {Max 46 characters)

IPsec User Preshared Key - | sssvess| {Only for XAuth, Max 46 characters)
WAMN Prafile want, wan2 [ [ ¢

DHCP LAN Profile lam1 (¥

IKE Pert : 500

MAT-T Port : 4500

IPsec MSS ; 1360

3. VPN and Remote Access >> VPN Profile sayfasina gidin ve asagidaki adimlari izleyerek bir profil ekleyin.
e Bir Profil adi girin.
e Enable ‘1 isaretleyin.
o For Remote Dial-In User i¢in “Enable” segin.
e Local IP/ Subnet Mask igin routerin LAN IP’sini girin.

IPsec =

Profile ; Kauth
[¥] Enable
Basic Advanced GRE Froposad Kultipls SAs

ute Dial-Cut nable & Disable

For Remote Dial-In User ; & Enable Dizable

Dial-Out Throwgh wian 1 % g Default WAN IP WAM Alias 1P
Failover to » E
Local IP ) Subnet Mask 1821882200 255 255 255024 |
Local Mext Hop - DOa0 1000000 ellault geslinesy’)
Refmiots Host D000
Remicte IP/ Subnet M,
@ Add ﬂ Save Profile Mumber Limit © 16
IF Subnel Mask

More Remote Subnet Ha ibems to show

IKE Frodocol IKEw1 w

4. Teklif tercihlerini segmek i¢in Proposal sekmesine gidin. Android 6 ya da 7 i¢in asagidaki ayarlari 6neriyoruz.
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IPsec =%
Profile Hauth
[J]Enable
Basic Avanced GRE Proposal Multiple SAs
IKE Phase1 Proposal [Dial-Out] AESEHG G2 -
IKE Phase1 Authentication [Dial-Out] - SHA1 w
IKE Phase2 Proposal [Dial-Out] AES256 with auth - L
IKE Phase2 Authentication [Dial-Out] © SHA1 w
Accepted Proposal [Dialdn] © accaptabovg -

Note ;
G1 - Groupd (783 bit)
G2 - Group? (1024 bit)
G5 © Groups (1536 bit)
T e = R

5. Istemcinin ¢evrim ici olup olmadigim1 VPN and Remote Access >> Connection Management sayfasindan
kontrol edebilirsiniz.

WPH and Remote Access == i = €
‘Carmection Managsment History
Dial-Cut tacl
= IPsec | PPTP |  S5L Profiles : [+] £ comect ¢ Remesh  Auto Refresh: |1 Mimus - ;w;_-é‘;.; Is:n;t nmrypmr Fu
im I ™
VPN Connection Status
Search B Search o Search | ¥ Search | %8s Search B Search W Search s Seach & Search B Search &
VPN v Tipa Intarface  Remot.. ™ Vit Network Up Time FX Rate TX Rate R Byta T Byte Oparation =
1 WPNuser IPseclAES_HMAC... wan2 220.132.... 192165.239.1532  00:00:41 443 (Kbps)  3.31(Kbps) 116,38 (KB) 51044 (KB} % [F)
s 39 .
Android’deki Kurulum

1. VPN profilini asagidaki gibi eklemek i¢in Settings >> More >> VPN ‘e gidin.
e TYPE i¢in IPsec Xauth PSK se¢in.
e SERVER ADDRESS i¢in routerin domain adim1 ya da WAN IP adresini girin.
e [IPSEC PRE-SHARED KEY ig¢in yukarida DrayOS 1 ya da Linux 2 adiminda girilen Preshared Key’i
girin.
e SAVE ‘e tiklayin.

Edit VPN profile

IPSec Xauth PSK

SERVER ADDRESS

VPN.server.com

IPSEC PRE-SHARED KEY

Show advanced options

CANCEL
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Connect to Xauth

USERMAME

VPNuser

PASSWORD

CANCEL CONNECT

3. VPN baglantis1 basariliysa asagidaki bilgileri gorebilirsiniz.

$ x ov B B, % 06% W 14:06

VPN is connected

Session: Xauth
Duration: 00:01:34

DISCONNECT CANCEL
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