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WINDOWS 7’DEN VIGOR ROUTER’A IPSEC UZERINDEN L2TP

Bu belge, Windows 7 Built-in VPN Client’intda Vigor Router'a Host-to-LAN VPN'e nasil olusturulacagmni
tanitmaktadir. Bu 6rnekte, IPsec VPN {izerinden L2TP kullaniyoruz. Vigor Router't VPN sunucusu olarak ayarlayan ve
VPN'i Windows 7'den baglayan iki boliim igerik olacak.

Vigor Router Yapilandirmasi

1. VPN and Remote Access >> Remote Dial-In User sayfasinda bir Remote Dial-In User profili olusturun.
a. Enable this account’u isaretleyin.
b. Username ve Password yazin.
€. L2TP secin ve IPsec Policy Must olarak ayarlayin.

VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication

Username vivian

- .
Enable this account Password({Max 19 char)

Idle Timeout 0 second(s
(s) Enable Mobile One-Time Passwords(mOTF)
Allowed DialIn Type PIN Code
Secret
PPTP
IPsec Tunnel IKE Authentication Method
I*’ L2TP with IPsec Policy | Must v 7 Pre-Shared Key

Specify Remote Mode IKE Pre-Shared Key |
Remaote Client IP

Digital Signature(x.509)
Mone ¥
or Peer ID

IPsec Security Method
¢ Medium{AH)

Metbios Maming Packet @ pzss Block

Multicast via VPN Pass '® Block
(for some IGMP,IP-Camera,DHCP Relay..etc.) High(ESP) ¥ DES ¥ 3DES ¥ AES
Local ID (optional)
Subnet
LAM 1 ¥
Assign Static IP Address
0.0.00

2. VPN and Remote Access >> IPsec General Setup sayfasinda Pre-Shared Key yazin.
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VPN and Remote Access »> IPsec General Setup

VPH IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).

IKE Authentication Method

Pre-Shared Key

Confirm Pre-Shared Key I
IPsec Security Method

M medium ¢ aH)
Data will be authentic, but will not be encrypted.

High (ESP) Mpes ©MapEs W oaEs
Data will be encrypted and authentic,

e | Cancel

Windows 7°de VPN Yapilandirmasi

1. Denetim Masasi >> Ag ve Paylasim Merkezi’nde yeni bir baglanti veya network ayarlayn.

Control Panel Home . . . . .
View your basic network information and set up connections

Manage wireless networks n“- F=z 0

|

FAE_WIMNT_TRIAL

See full map

Change adapter settings Metwork 23 Internet

Change advanced sharing
settings

(This computer)

View your active networks

S5=2 Network 23

Access type:

Connect or disconnect

Internet

i' ™ Public network

Connections: [ Local Area Connection

Change your networking settings

Set up a new connection or network

Set up a wireless, breadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN netwerk connection,

Choose hemegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information,

See also
HomeGroup
Internet Options

Windows Firewall

2. Cahsma alanina baglan segenegini secin ve Next’e tiklayin.

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr 1 (312) 232323




Choose a connection option

N
net

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

‘Eh Set up a new network
@, Configure a new router or access point.

L-' Manually connect to a wireless network
@, Connectto a hidden network or create a new wireless profile,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace

4= %etup adial-up connection
'au'é Connect to the Internet using a dial-up connection.

1. Yeni bir baglant1 olustur segenegini segin Ve Next’e tiklayin.

Do you want to use a connection that you already have?

@ Mo, create a new connection:

71 Yes, I'll choose an existing connection

Eg_ o Vigor
AWAN Miniport (LZTP
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How do you want to connect?

E I
: Connect using a virtual private network (VPN) connection through the Internet.

< Dial directly
Connect directly to a phone number without geing through the Internet.

L U

What iz a VPN connection?

Cancel

4. Tinternet Adres’ine Router’n WAN IP’sini yazin ve Simdi baglanma secenegini secin ve Next’e tiklayin.

@ |;l] Connect to a Workplac

Type the Internet address to connect to

Your network administrator can give you this address.
Internet address: 111111111311

Destination name: LZTP owver IPSec Connection

[] Use a smart card

'ﬁ' [7] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

[¥]Don't connect now: just set it up so [ can connect later

Mext

] ’ Cancel
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5. L2TP VPN baglantis1 i¢in Username ve Password girin ve Create’e tiklayn.

| | |

@ [;;3 Connect to a Workplac

Type your user name and password

User name: vivian
Passwaord: seassne
L [7] Show characters

[7] Remernber this password

Domain (optienal):

—_—

Create J[ Cancel

6. Simdi baglan’a tiklamaymn onun yerine Close’a tiklayimn.

. . Lt » Control Panel » All Control Panelltems » Network and Sharing Center - Search Control Panel pe

@
Control Panel H . . . . . -
S View your basic network information and set up connections

¥ irel etwork [ | E==y See full map
anage wireless networks WL - @

-
Change adapter seitings
Change adapter settings FAE_WINT_TRIAL Network 23 Internet

Change advanced sharing (This cemputer)
settings ] . .
View your active networks Connect or disconnect

‘ﬁ Network 23 Access type: Internet
- Public network Connections: [l Local Area Cennection

Change your netwerking settings

ﬁ. Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoe, or VPN connection; or set up a router or access point.

=&y Connectto a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network cennection,

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings,

See also Troubleshoot problems

HomeGroup Diagnose and repair network preblems, or get troubleshooting information,
Internet Options

Windows Firewall
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7. Denetim Masasi >> Ag Paylasim Merkezi’nde Bagdastiric1 ayarlarim degistir’e tiklayin.

Control Panel Home . . . . .
View your basic network information and set up connections

Manage wireless networks "LL F=r @ See full map

e~
Change adapter seftings
Change adapter settings FAE_ WINT_TRIAL Metwork 23 Internet

Change advanced sharing (This computer)

settings . . .
g View your active networks Connect or disconnect

% Network 23 Access type: Internet
- Public netwaork Connections: ,'E Leocal Area Connection

Change your networking settings

W Setup a new connection or network

Set up a wireless, breadband, dial-up, ad hoc, or VPN connection; or set up a router or access point,

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

Choose hemegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

See also Troubleshoot problems

HomeGroup Diagnese and repair network problems, or get troubleshooting information,

Internet Options

Windows Firewall

8. Olusturdugumuz IPsec Baglantis1 iizerinden L2TP’ye sag tiklayin ve Ozellikleri segin.

i - -* -..&E‘—‘Qj

i
@uvl 1—' 3 Control Panel » Metwork and Internet » Network Connectmns b - | +3 |Fr5 ean work Connections
COrganize + Start this connection Rename this connection Delete this connection » + [ .@.
. L2TP over IPSec Connecti Ketin - E_‘ .Local Area Connection 2
= : Connect .
%y To Vigor ction
Status
Set as Default Connection
Create Copy

Create Shortcut
B Delete

[-%]
H Rename

'&' Properties

9. Giivenlik sekmesinde VPN Tip’ini L2TP / IPSec olarak se¢in ve ardindan Gelismis Ayarlar’a tiklayin.
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= L2TP over IPSec Connection Properties @

General | Options | Securty | Metworking I Sharing|

Type of VPM:

[La:.rer 2 Turneling Protocol with IPsec (LZTP/IPSec)

)

[ Advanced settings ]

Data encryption:

[ Require encryption (disconnect f server declines)

)

Authentication
() Use Extensible Authentication Protocol (EAP)

@ Allow these protocols

[] Unencrypted password (PAP)

Challenge Handshake Authentication Protocol (CHAP)

Microsoft CHAP Version 2 (M5-CHAP v2)

[ Automatically use my Windows logon name and

password {and domain, f ary)

| oK

] [ Cancel

1. Kimlik Dogrulama icin paylasimh Anahtar kullan secenegini se¢in ve anahtar yazin ardindan Tamam’a
tiklaym. Anahtar Vigor Router’da ayarlanan Pre-Shared Key ile ayni olmalidir.

Organize *

L"_- To Vigor

www.netfast.com.tr

Start this connection

L"_- L2TP owver IPSec Connection

g L2TP over IPSec Connection Properties

_ Securty | Networking ISharing

Type of VPN:

[LayerZTunne{ing Protocol with IPsec (LZTP/IPSec)

7

Data encryption:

Advanced settings

[F{equire encryption {disconnect f server declines)

a

Authentication

on 2

-

Advanced Properties

S |

|

(@ Use preshared key for authentication

Key: | test1234)

") Use certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate

] [ Cancel

)
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10. Olusturdugumuz IPsec Baglantisi izerinden L2TP’ye sag tiklaym ve Connect’i segin

3

- UL L L OOOM

-

@uvl E;' » Control Panel » MNetwork and Internet » Network Connectlons el | +3 |f Search Network Connections
Organize » Start this connection Rename this connection Delete this connection » el S | -@n
|L-"- L2TP over IPSec Connection | & | acal Area Cannectinn E_‘ .Local Area Connection 2
L Vigor Com
Status

Set as Default Connection
Create Copy

Create Shortcut
'{“;' Delete

'{“;' Rename

'&' Properties

11. Kullanici adi ve sifre girin ve Baglan’a tiklayin. Kullanic1 adi ve Sifre routerin VPN Remote-Dial-In User
profilindekilerle ayni olmalidir.

K- Connect LZTP over IPSec Connection @

User name: vivian
Password: LA Ll Ll
Domain:

[] Save this user name and password for the following users:

Me only

f&" Anyone who uses this computer

[ Connect ][ Cancel ][ Properties H Help

L

12. IPsec baglantis1 iizerinden L2TP simdi kuruldu.
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il N
= L2TP over IPSec Connection Status Iﬁ
General | Detgils |
Connection
IFv4 Connectivity: Internet
IPvE Connectivity: Mo network access
Media State: Connected
Duration: 00:00:47

Activity
Sent L! Received
e |
g5
Bytes: 10,161 7,338
Compression: 0 % 0%
Errors: 0 0
Properties ” Disconnect ” Diagnose ]
— — e

Sorun Giderme

Windows 7°den Vigor Router’a IPsec Tiinel tizerinden L2 TP basaril1 bir sekilde kurulamadiysa, liitfen asagidaki ayarlari
kontrol edin.

e Denetim Masas1 >> Yonetimsel Araglar >> Hizmetler boliimiine gidin, IPSec Policy Agent hizmetinin
baslatildigindan emin olun.

e Denetim Masasi >> Yonetimsel Araglar >> Hizmetler bolimiine gidin, IKE ve AuthlP IPSec Anahtarlama
Modiillerinin baslatildigindan emin olun.

e Regedit'i agin ve Windows kayit defteri diizenleyicisi >> HEKY_LOCAL_MACHINE >> SYSTEM >>
CurrentControlSet >> services >> RasMan >> Parametreler >> ProhibitlpSec’de ProhibitlpSec degerinin 0 olup
olmadigini kontrol edin. Degilse, degeri 0 olarak degistirin ve tekrar denemek icin Windows 7'yi yeniden baglatmn.
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