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macOS’TAN VIGOR ROUTER’A IPsec UZERINDEN L2TP

Bu makale Vigor Router’da IPsec VPN iizerinden L2TP’nin bir VPN server olarak nasil ayarlanacagini ve macOS’dan
VPN’nin nasil baglatilacagini gostermektedir.

Vigor Router’da Kurulum
DrayOs

1. Routern internete baglandigindan emin olun. Routerin WAN IP ya da domain adini1 unutmayin.
2. “Enable IPsec VPN Service” ve “Enable L2TP VPN Service”in isaretli olup olmadigini konrol etmek i¢in VPN
and Remote Access >> Remote Access Control Setup sayfasina gidin.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup
s Enable PPTP VPN Service
v Enable IPSec VPN Service
It Enable L2TP VPN Service
L4 Enable SSL VPN Service

3. VPN and Remote Access >> IPsec General Setup sayfasina gidin ve Pre-Shared Key girin. Ardindan OK’a
tiklayin.

VPN and Remote Access >> IPsec General Setup
VPN IKE/IPsec General Setup

Dial-in Set up for Remote Dial-in users and Dynamic IF Client (LAM to LAN),
IKE Authentication Method

Certificate for Dial-in Mone r
Pre-Shared Key
Pre-Shared Key raresnsns

Confirm Pre-Shared Key

# Medium [(AH)
Data will be authentic, but will not be encrypted.

High (ESF) < DES W 3DES « AES
Data will be encrypted and authentic.

| ok ||| cancel

4. VPN and Remote Access >> Remote Dial-in User sayfasina gidin. Yeni bir hesap olusurmak i¢in uygun olan
index numarasina tiklayin.
e “Enable this account”u etkinlestirin.
Allowed Dialin Type sekmasinde “L2TP with IPsec”i etkinlestirin ve IPsec Policy i¢in “Must” se¢in.
Username ve Password girin.
Kaydetmek i¢in OK’a tiklayin.
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VPN and Remote Access >> Remote Dial-in User

Index Na. 1

IUSEI’ account and Authentication
¥ Enable this account
Idle Timeout

300 second(s)

Allowad Dial-In Type

Username
Password(Max 15 char)

Enable Maobile One-Timea Passwards(mOTF)
PIN Code

Secret

. PFTP
IPsec Tunnel
+ L2TP with IPsec Policy |Must
S5L Tunnel

al

IKE Authentication Method
< Pre-Shared Key
IKE Pre-Shared Key

Spacify Remote Node
Remcte Client IP

or Peer ID |
Metbios Maming Packet & Ppass Block
Multicast via VPN ' Pass ® Block

(for some IGMPR,IP-Camera, DHCP Relay. etc.)

Digital Signature(X.509)
Mone *

|IPsec Security Method

< Medium{AH)

High{ESP) + DES ¥ 3DES ¥ AES
Local 1D (optional)

Subnet
LAN 1 »

Assign Static IP Address
0.0.0.0

Ok

Clear Cancel

5. VPN kullanicisi gevrim i¢i ise VPN and Remote Access >> Connection Management sayfasinda VPN baglanti

durumunu gorebilirsiniz.

VPN and Remote Access »> Connection Management

Dlal-out Tool

Refrash Seconds @ | 10 * | Refresh

General Mode: *| Dial |
Backup Mada: * | Dial |
Load Balance Mode: * | Dial |
VPN Connection Status
Current Page: 1 Page MNa. [Go | ==
T= Tx Rx Rx
VPN Type Remote IP Virtual Network 0 Rate(Bps) Pkts Rate(Eps) UpTime
i
L2TP 152.168.197.10
([ demo ) AES-SHAL Auth  via wany  19%.168.1.12/32 0 ] 13 173 0:0:3 | Drop |
Local User Database

1.

HEXNEEEEN |
E A

Data is encrypted.
: Data isn't encrypted.

Linux

User Management >> User Profile’e gidin. Asagidaki gibi bir profil ekleyin.

e Username girin.

e Enable’yi etkinlestirin.

e Password girin.

e L2TP Dial-in igin “Enable” segenegini segin.
o Apply’a tiklayin.
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User Profile - | ¥
Username : demo =
[ Enable
Password: 000 e Strength :
Systern User : false f

PRTPLETRISSL/IPPPOE Server General Setup

Idle Timeouwt{see) ! 300
DHCP from : lan1 “
Static IP Address : (Optional} B

~ User Management

v PPTRLZTPISSL Senner

PPTP Dial-in : () Enable = Disable
L2TP Dial-in ; % Enable | Disable
S5L Tunnael ; ( Enable = Disable
Use mOTF : Enable (= Disable
S5L Proxy : M
SSL Application[VNE) : | - ¥
S5L Application(RDP) : - M

Pnmanda P nd Bl L% bl e L
| v

i) cancel

2. VPN and Remote Access >> Remote Access Control sayfasina gidin.
o Enable L2TP VPN Service ‘in isaretli oldugundan emin olun.
o |Psec Remote Dial—In Service igin “L2TP over IPsec” se¢enegini segin.
e Apply’a tiklayn.

VPH and Remoie Access »> Remode Aocess Control (7

Remoie Ancess Cont

< Enable PPTP W'PM Service

4] Enable LITP VPN Sarvics

¥ Enable 851 Tunnal Sonco {To use 551 Tunnel Sendce, please srswe HTTPS Allow 15 5ot as Erable wa System MainEanence ==0ocess Control)

41 Enatile e Service

IPsae Ramsts Dialdn Savice Merm | s LETP ovir Pasc DHIP aver IPaue

3. VPN and Remote Access >> IPsec General Setup sayfasina gidin. Pre-Shared Key girin ardindan Apply’a

tiklaym.
VPH and Remote Access => IPuec Genenal Sabup
1Psis Ganeal Selup

IFr\Hmrn-d Mey: e I
AN Profile e > M
BHCP LAK Prafile - ani "
BXE Port - 5O

MAT.T Port L=

Peec WSS 1380
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4. VPN kullanicisi gevrim i¢i ise VPN baglant1 durumunu VPN and Remote Access >> Connection Management
sayfasindan gorebilirsiniz.

VPN and Remote Access >> Connection Mansgement >> Connaction Managemient &
Cornection Management Histony
DHal-Gut ool
+IPsec | FRTP | S5L  Profiles: w| £ conmect M Reffesh  Auio Refresh: |1 Wit - el

a L] T

WPH Sonnection Sisus

Seach |WR(Search | Search  |WSeamh | Search W& Search W\ Search | Search  |WR Eearch | Seamh |
YRR Ty BaiTas Ramens P “imual Mate,,. Up Tima RX Rate TX Rata P Byt T Byl Cparaticn
1 ST LITP wani 102.168.197.. . 192 168.1.90 D000:00 E23{bps) et e 1.08 (KB} 3604 ByH) W | B

macOS’tan VPN Baglantis1

1. System Preferences >> Network’e gidin.

L Bk System Prefarences QL Search
i 2 B O g @
e 1
Ganaral Deskiop & Dock Mission Language Sacurity Spotlight  Metifications
Screen Saver Contral & Region B Privacy
- = - - i &
Displays Energy Keybaard Mousge Trackpad Printers & Sound
Saver Scanners
]
» © | @ ®
iCloud Intarnat Extensions Metwork Bleetooth Lharing
Accounts
n »® @ ¢ % - © @
\ S P
Users & Parental App Stare Dictation  Date & Time Startup Tirme Accassibility
Groups Controls & Speech Disk Machine
Flash Player

2. Yeni bir ag eklemek i¢in +’ya tiklayin ve profili asagidaki gibi ayarlayin.
e Inteerfsce i¢in VPN segenegini segin
e VPN Type igin “L2TP over IPsec” se¢enegini secin.
e Service Name i¢in bir servis ad1 girin.
o Create’e tiklayimn.
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Select the intarface and enter a name for the new sarvice.

Interface:  WPN
- VPN Type: | LZTF over IFSec B| r-fior
240G and
Bluttooth PAR . |
* Mot Conmeotad Service Mame: | VPN (L2TP) |
Mol Conliguad |;
PPPOE 7 - TAsk to join new netwarks
ot Canmected o Encwn natwaris will B joined autamatically, If
na knewn natwerks are available, you will have
® USB .00 LAN - - 1 Eesually delact @ netwerk,
Hot Cormectad #
=~ Show Wi-Fi status in menu bar Advanced.. ?
ASSIST M., Rewert Apply

3. Routerm WAN IP’si olarak Server Address (Sunucunun IP adresi) ve kullanici profilinde kullanici adi olarak
Account Name (hesap adi) girin. Ardindan Authentication Settings’e tiklayin.

[ ] < Metwaork 01, Bearch
Location:  Automatic B
Wi-Fi —
Connected = Status: Mot Configured
g Blueteoth PAN
Mot Camnnpzted
LPSS 5..apter (2) : e
Mot Confiqured e Configuration: Default H
PPPaE y Server Address: | 19216819712
Mot Carmected Y ->
Account Mame: | demo
USE 104..00 LAN |
Mot Connectad N authentication Settings...
Conmect
. %
oy Show VPN status in menu bar Advanced... 7
Asgist me,.. Rewvert Apply
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4. User Authentication igin “Password” se¢in ve kullanici profiline sifreyi girin. Machine Authentication icin
“Shared Sercet” se¢in ve routerin IPsec General Setup sayfasinda ayarladiginiz pre-shared key’i girin.

Network

Usar Authentication:

| O Password:  sesess

. 'f.i.'.,'.:.i.L. RSA SecurlD
Certificate
Bluetoath PAN
* Mot Connected Kerberos
o LPSS 5_anter (2] CrypiaCard =
Mot Conligured L
h 3
PRRGE hachine authentication,
Mot Cannested |°Ehare:l SECTEL | sereseres
™ USE 10y/...00 LAM Certificate
Mot Connasted ,
L] Group Narme:
[Cpticnal]
o
oy Show VPN status in manu bar Advanced... 7
BESIST M, Revert Apply

5. Apply’a, ardindan da Connect’e tiklayin. Ve baglantinin kurulmasi igin biraz bekleyin.

[ ] < HH Metwork Q1 Smarch
Location:  Automatic &

Wi-Fi —
8

Connectad

Status: Not Configured

@ Bluetcoth PAN

Mot Cannecbed

LPSS5 5..apter (2) . G ”
L] Hol Canfigures : Configuration: Default
PPPaE Server Address: 192.168.197.12

sot Cannected A
pecount Mame: | dermo
o USB10/.00LAN /-

Mot Connectad F Authentication Settings...
Connect
. o~
Show VPN status in menu bar Advanced... T
+ = |

ASsist me.., Revert
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6. Statusa asagidaki gorseldeki gibiyse VPN sunucusuna basarili bir sekilde baglanmigsinizdir.

» 4 Y Network 0 Search
Location:  Autamatic B
Wi-Fi ——
. Conrectad -‘-";-:‘ Status: Connected
Connect Time: 0oQ0i02 Sont: EESEEEEEED

o Bluetooth PAN

Mot Cornested

IF Address: 192.168.11.16 Received: BEESSSEEEE!

LPSS S..apter (2) . ; F—

Hot Configured ' Configuration: Default H
PEPaE y Senver Address: 192.168.197.12

Mot Connected " :'}

Account Mame:  demo
USE 10/..00 LAN .

Mot Connected Ry Authentication Settings...
. * Disconnect
b
SR Show VPN status in menu bar Advanced... ?
hgsist me, Revert Apply

Uzak agdaki Local IP’ye ping yaparak baglantiy1 dogrulamak i¢in Terminal’i kullanabiliriz.

@ & mis — ping 192.168.11.1 — B0=24

Last legin: Mon Jun 2@ 13:47:98 on ttysdad

HISde-MacHook:~ miss ping 182.168.11.1

PING 152.168.11.1 {192.168,11.1): 56 data bytes

G4 bytes from 192.168.11.1: icmp_seq=8 ttl=255 time=11.9B8% ms
G4 bytes from 192.168.11.1¢ icep_seqg=1 ttl=255 time=5.593 ms
64 bytes from 192.168.11.1: icep_seg=2 1tl=255 time=1,95B ms
G4 bytes from 192.168.11.1: icep_seg=3 ttl=255 time=5.912 ms
G4 bytes from 1%2.168.11.1: icep_seg=4 t11=255 time=6.168 ms
G4 bytes from 102.168.11.1: icmp_seq=5 ttl1=255 time=5.207 ms
G4 bytes from 152.168.11.1%: icep_seg=6 ttl=255 time=1.656 ms
G4 bytes from 192.163.11.1: lcmp_segq=? til=255 time=4.6569 ms
G4 bytes from 1%2.168.11.1: icep_sege=f tt1=255 time=4.594 ms
:4 bytes from 152.168.11.1: icep_seq=0% t11=25%3 time=3.860 ms
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