DrayTek metfast’

iOS’TAN VIGOR ROUTER’A IKEv2 VPN

Bu makale Vigor Router’u IKEv2 VPN icin bir VPN server olarak nasil ayarlanacagimi ve VPN’in bir iOS cihazindan
nasil baslatilacagini géstermektedir.

Vigor Router Uzerinde Kurulum
DrayOS

1. VPN and Remote Access >> IPsec General Setup sayfasina gidin. Pre-Shared Key girin. OK’a tiklayn.

VPN and Remote Access >> IPsec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).
IKE Authentication Method
Certificate for Dial-in None v
Pre-Shared Key
Pre-Shared Key
Confirm Pre-Shared Key sesnsenaee
IPsec Security Method
¥ Medium (AH)
Data will be authentic, but will not be encrypted.

High (ESP) ¥ DES ¥ 3DES ¥ AES
Data will be encrypted and authentic.

OK | | Cancel

2. VPN and Remote Access >> Remote Dial-in User sayfasina gidin. Profili ayarlamak i¢in uygun bir index
numarasina tiklayin.

o Enable this account isaretleyin.
e Allowed Dial-In Type sekmesinde IPsec Tunnel isaretleyin.
e Kaydetmek i¢cin OK’a tiklayin.

Index No. 4
User account and Authentication Username 777

¥ Enable this account Password(Max 19 char)

Idie Timeout 0 second(s) Enable Mobile One-Time Passwords(mOTP)
' PIN Code
Allowed Dial-In T
owed Diarn Type Secret
[ PPTP i
¥ IPsec Tunnel IKE Authentication Method
[ L2TP with IPsec Policy None v ¥ Pre-Shared Key
[ SSL Tunnel IKE Pre-Shared Key
Specify Remote Node Digital Signature(X.509)
None

Remote Client IP

IPsec Security Method

or Peer ID | 4 Medium(AH)
Netbios Naming Packet ® Pass Block High(ESP) + DES ¥ 3DES ¥ AES
Multicast via VPN Pass ® Block Local ID (optional)
(for some IGMP,IP-Camera,DHCP Relay..etc.)
Subnet
LAN1 v
Assign Static IP Address
0.0.0.0
OK Clear | Cancel
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Tiim ayarlar tamamlandi. VPN kullanicisi ¢evrim i¢i ise VPN and Remote Access >> Connection Management
sayfasinda VPN baglatisinin durumunu gorebilirsiniz.

VPN and Remote Access >> Connection Management

Dial-out Tool
General Mode: ¥ | Dial |
Backup Mode: ¥ | Dial
Load Balance Mode: ¥ | Dial

VPN Connection Status

LAN-to-LAN VPN Status Remote Dial-in User Status
Virtual Tx Tx Rx Rx
VPN Type Remote IP  \otwork  Pkts Rate(Kbps) Pkts Rate(Kbps) “PTMe
1 IKEw2 IPsec Tunnel 192.168.29.18 _ N
{ Dynamic Client ) AES-SHAZS6 Auth  via WANZ  192.168.86.11/32 4 G & LA 0:0:4 | Drop

xxxxxxxx : Data is encrypted,
xxxxxxxx + Data isn't encrypted.

Linux

1. VPN and Remote Access >> IPsec General Setup sayfasina gidin. Pre-Shared Key girin. Kaydetmek i¢in
Apply’a tiklayn.

VPN and Remote Access >> IPsec General Setup

IPsec General Sefup

Preshared Key mrEsEanan (hlax 40 characters)

IPzec User Preshared Key = sseevese | (Cnby for XAuth, Max 46 characters)
WAN Praofile - |wan1 ,wang, wand w |

DHCP LAMN Profile |Ian1 !

IKE Pert : 500

HAT-T Port : 4500

IFsec M55 : 1360

2. VPN and Remote Access >> VPN Profiles sayfasindan bir IPsec VPN profil ekleyin.
e Profile name girin.
o Enable’i isaretleyin.
e For Remote Dial-in User igin “Enable” segin.
e Local IP/Subnet Mask ‘inda VPN client i¢in LAN agini belirtin.
e IKE Protocol i¢cin “IKEv2” segin.
o Apply’a tiklayin.
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IPsge =[x
.
Profile ; IKEvZ
|| Enable
Basic Advaried GRE Progosal Mulliph: SAs
For Remote Dialdn User . s Enatile | Disable B
Dlal-Out Threwgh : wean v Default WAN 1P WAN Alias 1P
Fallovar to w
Local [P Gubnet Mask  102.168.20.0 255 255 255 0024 p
Local Mext Hop - 0.0.0.0 (00,00 : detault gateway}
Remicte Hast : D000
Remaote IF
3 [E] save Profin Muréer Limil - 18
P Subnet Mask -
More Remete Subrnet R
IKE Protocol IKEWZ |*
Auth Tepe FEK w
Prazhared Hey : T

Tim ayarlar tamamlandi. VPN kullanicisi ¢evrim igi ise VPN and Remote Access >> Connection Management
sayfasinda VPN baglatisinin durumunu gorebilirsiniz.

VPN and Remeote Accese »> Connection Management >> Conneclion Management 'E‘
Connection Managameant Histary
Diak-Out tool
- - I 1 . : Green :Data crypted, Py
# Wsec . PPTP | SSL  Profiles: ¥| & Comnact | 4% Refresh | Auto Refresh : 1 Minte i White ‘Data isn't enerypled.
i m »

VFPH Connection Status

Saarch X Saarch X Saarch % Soarch | %% Search X Search B Saanch X Search B Saarch %z Search b
VPN Type Interface Remete P Virugl Hetwork Up Time: R Rate TX Rate RX Byl TX Bye Operation
1 IKEw2:1 [KEw2:IPsec.,. wanz 220.132... 192.168.20.16/32 00:00:40 8.51 (Kbps)  366.46 (Kbps) 443.59 (KB) 873.24(kB) ¥ | [

iOS’tan VPN Baglantis1
1. Settings >> General >> VPN’e gidin ve Add VPN Configuration ‘a tiklayn.

< General VPN

Add VPN Configuration...

2. Konfigiirasyonu agagidaki gibi ayarlaym.
e Typeicin “IKEv2” se¢in.
e Server and Remote ID’de routerin WAN [P ya da hostname tipini yazin.
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o User Authentication icin “None” segin.

e Use Certificate’i devre dig1 birakin.

e Secret’a routerin IPsec General Setup’taki Pre-Shared anahtarim yazin.
o Done’a tiklayin.

Cancel IKEv2 Done
Type IKEv2

Description IKEv2
Server ikev2.vpnserver.net
Remote ID ikev2.vpnserver.net

Local ID

AUTHEMNTICATION

User Authentication None

Use Certificate

Secret ITYTTYIITIT]

PROXY

3. IKEv2 VPN baglantisin1 Vigor routera ile baglatmak igin Status’u etkinlestirin.

£ General VPN

VPN CONFIGURATIONS

Status Not Connoct-:—d[:]

v KEv2 ®

Add VPN Configuration...
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