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WINDOWS 10°DAN VIGOR ROUTER’A IPsec UZERINDEN L2TP

Bu makale, Vigor Router’in IPsec ilizerinden L2TP igin VPN server olarak kurulmasinin yani sira Vigor Router’a bir VPN
kurmay1 ve Vigor Router’in LAN agina erismek i¢cin Windows 10’un géomiiliic VPN &zelligini nasil kullanacaginizi
anlatmaktadir.

Vigor Router Uzerinde Kurulum
DrayOS

1. Routern internete bagl oldugundan emin olun. Routerin WAN IP adresini veya domain adin1 unutmayin.
2. “Enable IPsec VPN Service” ve “Enable L2TP VPN Service” se¢eneklerinin isaretli oldugundan emin olmak i¢in
VPN and Remote Access >> Remote Access Control Setup sayfasina gidin.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup
It Enable PPTP VPN Service
% Enable IPSec VPN Service
v Enable L2TP VPN Service
% Enable SSL VPN Service

3. Uzaktan ¢evirmeli kullanici profili olusturma: VPN and Remote Access >> Remote Dial-in User sayfasina
gidin. Profili diizenlemek i¢in uygun bir index numarasim tiklayin.

VPN and Remote Access >> Remote Dial-in User ‘)
Remote Access User Accounts: | Setto Factory Default |
Index User Active Status Index User Active Status
@ ??2? 17. 7?22 -
2. 277 18. 27? s
3 277 . 19. 777 -
4 PP === 20, 77? [ -

4. Profili asagidaki gibi diizenleyin.
e Enable this account’u etkinlestirin.
e Allowed Dial-In Type sekmesinde L2TP isaretleyin ve IPsec Policy igin “Must” ayarlayin.
e Username ve Password girin.
o Kaydetmek i¢in OK’a tiklayin.

VPN and Remote Access >> Remote Dial-in User

Index No. 1
User account and Authentication Usermname draytekfae
o En.able this accountl Password(Max 19 char) sesesssees
Ihe"Himeon 800 second(s) L Enable Mobile One-Time Passwords(mOTP)
Allowed Dial-In Type PIN Code
Secret \
< PPTP !
¢ IPsec Tunnel IKE Authentication Method
¢ L2TP with IPsec Polic 7 Pre-Shared Key
¥ SSL Tunnel IKE Pre-Shared Key
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5. VPN and Remote Access >> IPsec General Setup sayfasina gidin. Bir Pre-Shared Key girin ve kaydetmek
icin OK’a tiklayin.

VPN and Remote Access >> IPsec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).

IKE Authentication Method

Certificate for Dial-in None ¥
Pre-Shared Key
Pre-Shared Key
Confirm Pre-Shared Key
IPsec Security Method
L Medium (AH)

Data will be authentic, but will not be encrypted.

High (ESP) DES [I3DES ¥ AES
Data will be encrypted and authentic,

| 0K Cancel

6. Artik router uzaktan baglant1 kullanicilari i¢in kullanima hazir. Ag yoneticisi ¢evrimici olan kullanicilart VPN
and Remote Access >> Connection Management sayfasindan kontrol edebilir.

VPN and Remote Access >> Connection Management

Dial-out Tool | Refresh |
General Mode: v | Dial
Backup Mode: v | Dial
Load Balance Mode: v| Dial

VPN Connection Status
All VPN Status  LAN-to-LAN VPN Status Remote Dial-in User Status

Virtual Tx Tx Rx Rx
VEN Type Remote IP Network Pkts Rate(bps) Pkts Rate(bps) UpTime

1
L2TP T o
( draytekfae ) AES-SHA256 Auth via WAN2 192.168.46.14/32 0 0 1 24 0:0:5 Drop i
Local User Database

vvvvvvvy « Nata ic anrruntad

Linux

1. User Management >> User Profile ‘a gidin. Yeni bir profil eklemek i¢in Add’e tiklayin ve konfigiirasyon i¢in
asagidaki adimlar takip edin.
o Enable’yi isaretleyin.
e Username ve Password girin.
e L2TP Dial-In igin “Enable” segenegini segin.
e Kullanici profilini kaydetmek i¢in Apply’a tiklayin.
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User Manaacmen( User Profile 11X
| — -
] User Profile. | |
Username ; usert
|
‘ @ Aad | K [V Enable
Usema Password Strength
System User ffnlse v |

PPTP/LZTP/SSL/PPPoE/OpenVPN Sarvar General Setup

Idle Timeout(sec) : 300
DHCP from llan1 v
Static IP Address : (Optional)

~  User Managemsant

v PPTP/LZTP/SSL/OpenVPN Server

\ PPTP Dial-n e Enable  Disable
’ (LZTP Dial-in o Enable Disnble)
| SSL Tunnel Enable '» Disable
\‘ OpenVPN Dialdn Enable ' Disable
\ XAuth | EAP Enable » Disable
| Use mOTP Enable e Disable
,  Time Obiects 1 vl | . 3

:

} ‘ | B Aoy D cancat |

1. VPN >> Remote Access Control’e gidin ve Enable L2TP VPN Service ‘i isaretleyin.

VPH and Remote Access > Remote Access Conftrol

Remois Access Contral |

|| Enakle PPTP VPMN Service

([..Fj Enabile LZTF VPN Saru'ina-)

[¥'] Enable S8L Tunnel Service (Whils 51 WP Port is equal to HTTPS Management Port, please ensure HT
Enable OpanVPM Service (Open'PR will create interface iunijudp) & tunitcn) automatically when senio

[7] Enable IPsec Service

IPzee Remote Dialdn Servicsa None [: L2TF aver IPgea DHCP aver IPsec

2. VPN >> IPsec General Setup ‘a gidin ve Preshared Key girin.
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VPN and Remote Access > IPsec General Setup

IPsec General Setup

| Preshared Key -

freee (Max 46 characters) I

IPsec User Preshared Key : {Only for XAuth, Max 48 characters)

WAN Profile -wan1, wan2 w2

User Authentication Type - Local w |{Local/Radius support IPsec XAUth/EAP user, LDAP ¢
DHCP LAN Profile : lan1 ~

IKE Port : 500

MAT-T Port : 43500

IPsec MSS : 1360

Security Method [C]DES  [V]3DES [V]AES

Windows 10°dan VPN Kurma
1. Windows PC’de Ayarlar >> Ag & Internet >> VPN’e gidin. VPN baglantis1 ekle’ye tiklayin.

<~ Settings = o *
€52 NETWORK & INTERNET | Find a setting ]
Wi-Fi

VPN

Airplane mode
iy Add a VPN connection

Data usage

YN VPN Advanced Settings

Dial-up Allrus VDR mannactinne nuar Matarad nabonarke

b

2. Server ad1 veya adresinde routerin WAN IP adresini ya da domain adini girin. “L2TP/IPsec with pre-shared key’
olarak VPN tiiriinii se¢in. IPsec General Setup ‘da ayarlanan Pre-shared anahtarini girin.

Add a VPN connection

VPN provider

Connection name

Server name or address
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3. VPN’in kurulmasi i¢in VPN baglantisina ve ardindan da Baglan’at tiklayin.

< Settings - =] X
$03  NETWORK & INTERNET Find a setting
Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage

o0l Vigor Router
vy

Dial-up Advanced options Remove

b + —

4. Bir oturum agma penceresi agilacak routerin VPN kullanict profilinde ayarlanan Username ve Password’i
giriniz.

Sign In

po

Domain:

5. Kimlik bilgileri dogruysa VPN baglanacaktir.

Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage

Q.X_; Vigor Route
VPN Connected
Dial-up

Adwvanced options Disconnect
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Not: Daha yiiksek giivenlik i¢in varsayilan IPsec Key Exchange algoritmalariin degistirilmesi onerilir.

IPsec Key Exchange (IPsec Anahtar Degisimi), gelismis gilivenlik 6zelliklerine sahip Windows giivenlik duvarinda
yapilandirlabilir -> (sag panel) Ozellikler -> IPsec Ayarlar1 -> IPsec varsayilanlarini degistirme -> Anahtar

degisimi(gelismis)

>
File Action View Help
L Ao o]

& Wind

B n
IPsec will use these siti
active connection secur

When you use the defai
precedence are nsed.

Fen

Key exchange (Main M
O Defanlt (recommi
@ Advanced

Data protection (Quick
(®) Default (recommi
O Advanced
Authentication method
(®) Default

(O Computer and v
() Computer (Kerb
O User (Kerberos ¥
O Advanced

< >

Sorun Giderme

Security methads
Use the following security methods for key exchange
Thase higher in the list are tried first
Security methods:

Tntegrity Encryption Key exchange algorithm

SHA-256 AES-CBC 2% Diffie-Hellman Group 14 (defauin)

Add. Edit... Remove

Key lifetimes Key exchange options

Specify when a new key is genersied. If you select both
o]p):fﬂl?s, amew key is geymm‘:?w}nn e fret Bothold
isreached

[[] Use Diffie-Hellman for enhanced
security.

Compatible with Windows Vista
and later.
Minutes: 450 2
Sessions: o
Concel
s e ikl U A AR AL RS, A SR WSS W,
B3 Inbound Rule:
Y Outbownd Rules

< >

\ctions
WNindows Defender Firewall with Adv.. &
# Impert Policy..

L

5| Export Policy.

Restare Default Policy

Diagnose / Repair

View »
0 Refresh
] Properties

H Hep

VPN baglantist kurulamazsa kimlik dogrulamayla denemek i¢in daha fazla protokol etkinlestirebilirsiniz. Denetim Masast
> A§ ve Internet > Ag Baglantilarina gidin. VPN ile Vigor Router arasindaki baglantiya sag tiklayin ve ardindan
Ozelliklere tiklayin. Giivenlik sekmesinde kimlik dogrulama i¢in hem “PAP” hem de "CHAP” etkinlestirin ve uygulamak

icin Tamam’a tiklayin.

Control Panel * MNetwork and Internet » Metwork Connections

is connection

Rename this connection

Delete this connection

-

s
0
T
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—

2 Vigor Router Properties *

General Options  Securty  Networking  Sharing

Type of VPN:
Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) w
Advanced settings
Data encryption:
Optional encryption (connect even if no encryption) w
Authentication

(O) Use Extensible Authentication Protocol (EAP)

Properties

(® Allow these protocals

Unencrypted password (PAF)
Challenge Handshake Authentication Protocol {CHAP)
Microsoft CHAP Version 2 (MS-CHAF v2)

[ Automatically use my Windows logon name and
password {and domain, if any)

Change settings of this connection

-

.

Vigor Router

Cancel

www.netfast.com.tr

www.draytek.com

E-mail: teknik@netfast.com.tr

Tel: (312) 232323




