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VIGOR ROUTER’DA XCA iLE OpenVPN KURUUMU

OpenVPN, ag santralleri i¢in SSL/TLS kullanan 6zel bir giivenlik protokolii kullandigindan network address translators
(NAT) ve Firewall’a ge¢is yapabilen agik kaynakli bir VPN teknikleridir. Sertifika OpenVPN’in destekledigi client kimlik
dogrulama yontemlerinden biridir. Sertifikay1 imzalamak i¢in bir Certificate Authority (CA) yazilimi olan XCA’y1
kullanacagiz. Bu makale sunlar1 igermektedir.

Boliim 1. Router tizerinde Server Sertifikas1 Yapma
Boliim 2. XCA’a yeni bir CA Olusturma
Bolim 3. Signed Server Sertifikasi ile CA Sertikasini Router’a Alma
Boliim 4. VPN client i¢in Private Sertifika ve Private Key Olusturma
Boliim 5. OpenVPN Serveri olarak Router Kurulumu

Bolim 6. OpenVPN GUI’de Client Kurulumu

Boliim 1. Router Uzerinde Server Sertifikas1 Yapma

1-1. Sertifikanin gegerli bir siiresi oldugundan routerin saat ayarlarimin System Maintenance >> Time and Date
sayfasindan dogru olup olmadigini kontrol edin.

System Maintenance >> Time and Date

Time Information

Current System Time 2018 Jul 31 Tue 16: 29 : 19

Inquire Time

Time Setup

Use Browser Time
® Use Internet Time

Time Server pool.ntp.org
Priority Auto v
Time Zone (GMT+08:00) Taipei
Enable Daylight Saving Advanced
Automatically Update Interval 30 mins ¥
Send NTP Request Through Auto ¥

OK Cancel |

1-2. Yeni bir sertifika olusturmak i¢in Certificate Management >> Local Certificate sayfasina gidin. Bilgileri doldurun
ve sonra Generate’e tiklayin.

www.netfast.com.tr

Certificate Management >> Local Certificate

Generate Certificate Signing Request

Certificate Name

openvpn

Subject Alternative Name

Email (E)

Key Type
Key Size

Algorithm

Type IP Address d

1P 118.166.188.111
Subject Name

Country (C) TW

State (ST) OPEN

Location (L} VPN

Organization (O) Draytek

Organization Unit (OU) Vigar

Common Name (CN) 118.166.188.111

root@ca.com

RSA v
2048 Bit
SHA-256 v

www.draytek.com

Generate

E-mail: teknik@netfast.com.tr
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1-3. Generate’e tikladiktan sonra CA tarafindan imzalanmas1 gereken Sertifika Sign Request ‘i goreceksiniz. Sertifikay1
PEM Format Content’den kopyalayin.

Certificate Signing Request Information

Certificate Name : openvpn
Issuer :

C=TW, ST=0PEN, L=VPN, O=Draytek, OU=Vigor,
ChN=118.166.188.111, emailAddress=root@ca.com

Subject Alternative Name : 1P:118.166.188.111
Valid From :

Valid To :

PEM Format Content :

Subject :

----- BEGIN CERTIFICATE REQUEST----- -
MIICECCATCAQAWEY IXCZAIBENVEAYTALRXMOEWCWYDVQQIDARPUEVOMQWWC YD
VQQHDANWUE4xEDAOBENVEACMBBRY YX18ZWsxDIAMBENVEASMBVZpZ 29y MReWFEYD
VQQDDABKMTgUMTY2LJEADC4XMTExG]AYBEkghk 1GOwWBBCQEWC3Ivh3RAY2EUY29t
MITBTjANBgkghkiGowaBAQEFAAOCAQBAMT IBCgKCAQEASBFOSXCCAzPeBA/ kKt TUK
IbkNhl2pr7Lkni3SAFTKW?ygSFNQIZILSMI3kYVIVGaBUTVIKEYkLHEVPZmAjSdT
4huRmxyQntABvakvd3HEGKEMYLfryyasdVk/MOW3BZIxagfTZu7Da5h0857IcHInk
gFnil+aAiee/nIfxLKedpIfIfRIaIRezdN/ s00WIMgUhFNSQe2d1I78rQezgVEVKYE
SxRMN48wcEmUBEdWL1OQpOc /B¢ /RFEZIABTFoil9VDHTSMNBLaVLgdlwQ5qCikidx
BIZ4CjOn6ANskPK7CcWeQhZMajuweoqQKlcT2vG/ /72w7D8d /[t+GESdBPHXgPILE
nwIDAQABOCIWIAYIKeZIhveNAQKOMRMWETAPBENVHREECDAGhWRZprxvMABGCSG ~
SIb3DQEBCWUAA4TIBAQDIEyheahTw2r7bE7@Xp7 IMKK2RTolAZ1INSSj96a0aA0td

Close
Boliim 2. XCA’da Yeni Bir CA Olusturma

2-1. XCA’y1 baglatin Certificates sekmesine gidin New Certicate’e tiklayin. Create a self-signed Certificate with
the serial’i segin. CA sablonunu uygulamak i¢in Apply all’a tiklayin.

Token
Private Keys Certificate signing regquests Certificates Templates Revecation lists
Internal name commonMame CA Serial Expiry date CRL Expiration New Certificate
¥ Certificate and Key management ? #
¥ 9 Export
Create x509 Certificate et Import
Source Subject Extension Key vsape Netscape Addvanced Showr Details
Signing request Delete
Sign this Certific: - Import FRCS#12
Show -
Impeat PRCSAT
Plain View
Signing
I’j,‘- Create a self signed certificate with the serial |1
Signatare algorithm SHA 256 -

Template for the new cenificate

[defauit] CA -

Apply extensions | | Apply subject Apply all

OK Cancel

Database: D/User/Documents/EARxdb
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2-2. Subject sekmesine gidin.

o Sertifika i¢in ayirt edici 6zellikler girin sonra Generate a new key’e tiklayn.

o Keytype i¢in “RSA” ve Keysize i¢in “2048 bit” secin sonra Create’e tiklayin.

o CA sertifikasini olusturmak i¢in OK’a tiklayin. Artik server sertifikasi ve client sertifikasi imzalamak i¢in Trusted
(Giivenilir) CA Sertifikamiz var.

7

Create x509 Certificate S
Source Subject Extensions Key usage Netscape Advanced

Distinguished name

Internal name |{.‘_J\Ic.-.1 organizationName |
countryMName |T‘.\-' organizational UnitName [
stateOrProvinceMName | | commonName [Roer
X Certificate and Key manage.. 7 x  dress oot Sca et
ent Add
New key o=

Flease give a name to the new key and select the desired
keysize
Key properties

Name  [Caresd |

Keytype RSA |
Keysize | 2048 bit ~|

= [ ] Used keys too | Generate a new key

Cancel OK Cancel

[] Remember as default

Boliim 3. Signed Server Certificate ve CA Certificate Router’a Alma

3-1. Certificate signing requests sekmesine gidin. Paste PEM data’y1 se¢in ve 1-3’te routerdan kopyalanan PEM Format
Content’ini yapstirm.

X Certificate and Key management - O X
File Import Token Extra Help
Private Keys Centificate signing requests Certificates Templates Revocation lists
Internal name commonMame Signed New Request
Export
Impoart
New
Import | Show Details |
Paste PEM data Private Keys  Cortificate signing requests  Centificates | Templutes  Revocation lists
Columns 3 Internal name commonhName Signed
X Certificate and Key management ? X
Import PKI Items e
e 119.166.188.111 |
Import
Done.

Remove from list

Details

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




DrayTek metfast’

3-2. Alinan sertifikay1 sag tiklayin ve Sign secenegini secin. imzalamak 2. adimda olusturulan sertifikay1 kullanin.

X Certificate and Key management
File Import Token Extra Help

Private Keys  Cemificate signing requests  Certificates  Templates Revocal

Internai name commonMame Signed
Mgt 118.166.188.111[118.186.188.111ITInhandl=d
MNew
Import ¥ Certificate and Key management ? x
Paste PEM data i
Rename Creafe x509 Certificate i
Delete Source  Fuensions  Keyusage  Nescape  Advanced
Export v
Transform ~ » o
Sign [l ficate $iging requess RIS =
[ Copy exsensions from the request Show request
Columns o bisctof the roque:
Me wectof the request

b the serial

Catest

SHA X6

[default] CA

Apply extensions | | Apply subiict Apgply all

3-3. Signed Local Certificate’i .crt formatinda export edin. Router’in GUI’sine geri doniin ve expport edilen belgeyi
Certificate Management >> Local Certificate >> Upload Local Certificate sayfasindan routera alin.

Privase Keys. Cemificate signing roguosts  Centificates Templaes Revocation bists
| interal name commonName  CA  Serial  Expirydate  CRL Expication T
v Aef CAtest oot v Yes 01 2028~07-31
e 1181667188, 111 116,166, 1885111 022019-07-31 B
X Certificate and Key management ? X Empoet
; Show Details
Certificate export = -
clcte
e [T ;
gt PRCSS12
File 811
Tmport PKCS#T
Plzin View

A .
Certificate Management >> Local Certificate

Import X509 Local Certificate
Upload Local Certificate
Select a local certificate file.

Certificate file: BB 118.166.188.111.crt
Click Import to upload the local certificate.
Import Cancel

Unload PKCS12 Certificate

3-4. Yiiklenen sertifikanin durumunun OK oldugundan emin olun.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
openvpn /C=TW/ST=0PEN/L=VPN/O=Drayte... oK View | | Delete |
=== == === View | | Delete |

— co === View Delete

MNote:

1. Please setup the "System Maintenance >> Jime and Date" correctly before signing the local
certificate.

2.The Time Zone MUST be setup correctly!!

| GENERATE | | IMPORT | | REFRESH

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323
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3-5. XCA’da Certificate sekmesine gidin CA sertifikasin1 segin ve .crt formatinda disar

Management >> Trusted CA Certificate sayfasindan routera alin.

Taken

Private Keys  Cemificae signing requests. Certificates. Templates  Revocation lists
Internal name commonMame  CA Serial  Expirydate  CRLExpiration ———
~ Mg CAtest  Yes 01 2028-07-31
Jee 115.166.188.111 118.166.188.111 02 2019-07-31 Export
Impert
X Certificate and Key management 7 ®
Shor Decals
Certificate export g Dlexe
Import PRCS#12
Impoet PRCSET
Plain View

Expoct Foemat
PEM (Fucrt)

OK Cancel

I "
Certificate Management >> Trusted CA Certificate

Import X508 Trusted CA Certificate

aktarin. Certificate

Select a trusted CA certificate file.
SR CAtestert
Click Impart to upload the certification.
Imgert Cancel

3-6. Alinan Trusted CA’nin durumunun OK oldugundan emin olun.

Certificate Management >> Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name

Root CA

Subject

Trusted CA-1
Trusted CA-2 -
Trusted CA-3

JC=TW/CN=Root/emailAddress=r...

Status Modify

--- Create

oK View | | Delete
--- View | | Delete
-—- View | | Delete

Note:

1.Please setup the "System Maintenance > > Time and Date" correctly before you try to generate a

RootCA!!
2.The Time Zone MUST be setup correctly!!

IMPORT

REFRESH |

Béliim 4. VPN Client icin Private Sertifika ve Private Key Olusturma

4-1. XCA’da Certificates’e gidin, New Certificate’e tiklayin. Signing baslig1 altinda imzalanan sertifikay1 kullanmak

icin Use this Certificate for signing 2i segin.

Private Keys Certificate signing requests Certificates

Internal nat - X Certificate and Key management

www.netfast.com.tr

www.draytek.com

Templates

Revocation lists

? x
v fgg CAtest
118.18 = A 3
fee Create x509 Certificate e
Source Subjact Extensions Key uwsage Netscape Advanced
Signing request
[[] Sign this Certificate signing request TIRIE6.1BR.111
tensions from Show request
Sigring
f:,\ Create a self signed cemifi with the serial
(®) Use this Certificate for si CAtest -
Signature alporithm SHA 256 -
Template for the new certificate
[default] CA -
Apply extensions | | Apply subsect Apply all
OK Cancel
L T
< > '

E-mail: teknik@netfast.com.tr

New Certificate
=
| Import
| Show Deails
[ Delete
Import PRCS#12
[Tmport PRCS#T

|| Plain View

=

Tel: (312) 232323
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4-2. Subject sayfasina gidin.

o Sertifika igin ayirt edici 6zellikler girin sonra Generate a new key’e tiklayn.
o Keytype i¢in “RSA” ve Keysize i¢in “2048 bit” secin sonra Create’e tiklayin.
o CA sertifikasini olusturmak i¢in OK’a tiklaym. Artik VPN Client’1 i¢inde 6zel bir sertifikamiz var.

foken

Private Keys Certificate siging requests Cemificates Templates Revocation hists

Internal nar X Certificate and Key management New Certificate
W g Chtest i L
/e* 118-188 Create x509 Certificate A= | Bex
Source Subject Extensions Key usape Metscape Advanced | Import
Distingmshed name [ Show Details
Intcrnal name |()_'ljcnt | organizationName | | | Delete
countryName |T\\" |tmnizuticnal]l:nit?\'un1c | | |
stateOrProvinceName | | commenName |{}cljc nt | _'Impnrt e
localityName | email Address l ] _-Impun PECSET
< X Certificate and Key manage... 7 X l:_ add Plain View

New key == Delete

Please give 4 name to the new key and select the desired
keysize
Key properties
Name  [Octiend
Keytype |RSA =
Keysize |}_[HH it ~ j' D Used keys too |Generate a new key

[[] Remember as default

' S

€ > ‘

4-3. Certificates’e gidin, yeni olusturdugunuz sertifikay1 se¢in. Sertifikay1 .crt formatinda diga aktarin ve VPN Client’1na
ekleyin.

¢ X Certificate and Key ma
Token

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name commonMame CA Serial Expiry date CRL Expiration ——
New Certificate
W g CAtest Root « Yes 0l 2028-07-31
e 118.166.185.111 118.166.188.111 02 2019-07-31 Export
Jeg Oclient Cclient 03 2019-07-31
Impart
¥ Certificate and Key management ? X
Show Details
Certificate export S Delete
Name |Cclien | Tmport PKCS#12
Filename |D:/User/DesktopOclient.crt | Import FKCS47
PEM Text format with headers Export Format Plain View
FEM (¥*.crt) x
OK Cancel
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4-4, Private Keys’e gidin, Private Key (Oclien.key) disa aktarin, uzanti adin1 elle .key olarak degistirin. Ardindan VPN
Client’a ekleyin.

# X Certificate and Key 1a
| Token Extra
|
Private Keys Centificate signing requests Centificates Templates Revocation lists

Internal name Type Size Use Password New Key
ew Ke
*»-. CAtest RSA 2048 bit 1 Common
. Oclient RSA 2048 bit 1 Common Export
- X Certificate and Key management ? x Tmport
. Impen PEX (PKCS#12)
Export private key [RSA] Gi— '
- . Show Details
Name |Cclient
Delete

Filename 'D:.-'Usr:.fD\::\'.cop\.(}:Iic:‘ﬁ.k.:_\i ]

Unencrypted private key in text format Export Format

PEM private (*.pem) -

0K Cancel

Béliim 5. OpenVPN Serveri olarak Router Kurulumu

5-1. VPN and Remote Access >> OpenVPN General Setup sayfasina gidin ve gorseldeki konfigiirasyonlar1 yapin.

VPN and Remote Access >> OpenVPN o
General Setup Client Config
¥ Enable UDP
UDP Port 1194
¥ Enable TCP
TCP Port 1194
Cipher Algorithm AES128 v
HMAC Algorithm SHA1 v
Certificate Authentication v

5-2. Client Config sekmesine gidin. CA Certificate, Client Certificate ve Client Key dosya adlarini belirtin. Sonra
Export’a tiklayin.

VPN and Remote Access >> OpenVPN

General Setup Client Config
Remote Server WAN1 118.166.188.11
Transport Protocol UDP ¥
File Name test .ovpn
CA cert CAtest .crt
Client cert Oclient .crt
Client key Oclient ey
Note:

Please make sure the CA files are located in the same folder with .ovpn file.

Export
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5-3. OpenVPN Dial-in kullanicilarina yeni kullanici profili olugturmak i¢in VPN and Remote Access >> Remote Dial-
in User sayfasina gidin. Enable this account’u etkinlestirin. Username/Password girin ve Allowed Dial-in Type’de
OpenVPN Tunnel’i etkinlestirin.

VPN and Remote Access >> Remote Dial-in User

Index No. 1
\User account and Authentication Username OVPNuser
¥ Enable this account Password B— |
Idle Timeout 0 second(s) S EmabTE MOTE O TME PASSWOTdSt IO TE
Allowed Dial-In Type PIN Code
Secret
PPTP
! IPsec Tunnel IKE Authentication Method
L IPsec XAuth ¥ Pre-Shared Key
L2TP with IPsec Policy | None v IKE Pre-Shared Key | Max: 64 characters
SSL Tunnel Digital Signature(X.509)
¥ QOpenVPN Tunnel None v
IKEv2 EAP
IPsec Security Method

Specify Remote Node

< Medi AH
Remote Client IP edium(AH)

High(ESP) 7 DES¥ 3DES ¥ AES
Local ID (optional)

or Peer ID
Netbios Naming Packet @ Pass Block
Multicast via VPN Pass @ Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

5-4. Server sertifikasini1 boliim 2°de olusturulan Local sertifikaya degistirmek i¢cin SSL VPN >> General Setup sayfasina
gidin.

SSL VPN >> General Setup

SSL VPN General Setup

Bind to WAN * WANL # WANZ » WAN3 = WAN4
Port 443 (Default: 443)
Server Certificate opervpn T

Boliim 6. OpenVPN GUI’de Client Kurulumu

6-1. OpenVPN konfigiirasyonunu (test.vpn) OpenVPN GUI’ye aktarin. OpenVPN config klasoriine koymak i¢in {i¢ dosya
vardir.

o Trusted CA Certificate (CAtest.crt)
e Private Certificate (Oclient.crt)
e Private Key (Oclient.key)

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323
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net

» OpenVEN » config » test v D

ZiE
p CAtestcrt
p Oclient.crt
|| Oclient key
(?) test.ovpn

6-2. Connect’e tiklayin ve 5-3 adimdaki yapilandirilan username/password girin.

Current State: Connecting

Tue Jul 31 17:29:54 2018 OpenVPN 2.4.6 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11] [AEAD]
Tue Jul 31 17:29:54 2018 Windows version 6.2 (Windows 8 or greater) 64bit
Tue Jul 31 17:29:54 2018 librapmmrcianc: NnanQQL 110k 27 Mac 2012 L7021

(1) test X ’
Username: OVPNuser ]
Password: (sssssesl |
[ ] save password

o

OpenVPN GUI 11.10.0.0/2.4.6

Disconnect Reconnect Hide

OpenVPN Tunnel’i kurulduktan sonra VPN durumunu VPN and Remote Access >> Connection Management
sayfasmdan gorebilirsiniz.

VPN and Remote Access >> Connection Management

Dial-out Tool | Refresh |
General Mode: ¥ | Dial
Backup Mode: v | Dial
Load Balance Mode: ¥ Dial

VPN Connection Status

All VPN Status  LAN-to-LAN VPN Status Remote Dial-in User Status

Virtual T Tx Rx Rx
VPN Type  RemotelP  \oiwork  Pkts Rate(Kbps) Pkts Rate(Kbps) “PTMe
1
{ OVPNuser ) AEE?DSZILVIPE o “3'.’5,?:;‘3?'70 192.168.89.11/32 1048 43840 947 56.10 0:3:56 | Drop
Local User Database ) g v .

woxxxxx - Data is encrypted.
xxxxxxxx ¢ Data isn't encrypted.

www.netfast.com.tr www.draytek.com
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Sorun Giderme
VERIFY ERROR: error=self signed certificate

Router ige aktardigimiz sertifika yerine VPN igin kendinden imzali sertifika kullantyor. SSLVPN >> General Setup
sayfasinda Server Sertifikasi ayarlarini kontrol edin (adim 5-4).
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