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SMART VPN CLIENT KULLANARAK MOTP KiMLiK DOGRULAMASI iLE VPN ARAMA

Bu belge, Smart VPN istemcisinde built-in OTP jeneratoriiniin nasil kullanilacagin1 ve Mobile One-Time sifresiyle
(mOTP) bir Vigor Router'a (VPN sunucusu) bir VPN baglantis1 kurulmasini saglar. MOTP'yi kullanirken, yalnizca PIN
kodunu bilen ve VPN sunucusuyla dogru ve gizli senkronize eden token cihazi olan miisteri, VPN kimlik dogrulamasi
icin dogru sifreyi hesaplayabilecektir. Smart VPN Client built-in OTP jenerator saglar, boylece secret saklayabilir ve bir
defalik bir sifre olusturabilir. VPN istemcisinin ekstra bir aygita sahip olmadan VPN'i mOTP ile aramasini saglar.
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VPN Client

VPN Server

Smart VPN Client’da Secret Olusturma

1. Smart VPN istemcisini ¢alistirin ve yeni bir profil eklemek icin Insert’e tiklayin .

& DrayTek Smart VPN Client 431 = &
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Step 0. Enable/Allow IPSec NAT-Traversal and L2TP

This step will add the ProhibitipSec registry value and the
AssumeUDPEncapsulationContextOnSendRule registry value to
computer. For more infomation, please read the artide Q240262
and Q818043 in the Microsoft Knowledgement Base.

Configure

Step 1. Dial to ISP
If you have already gotten a public IP, you can skip this step.

Step 2. Connect to VPN Server

mamie v Connect
Insert Remove Setup
Status: No connection PPTP ISP @ VPN &
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2. “Enable Mobile One-Time Password” ii isaretleyin ve mOTP Settings’e tiklayin.

Dial To VPN
Profile Name : Profile 2
Auto re-dial after disconnect.
30 seconds
Auto run when system start up.

VPN Server IP/HOST Name(such as 123.45.67.89 or draytek.com)

User Name :

Password :

[#] Enable mobile One Time Password (mOTP)

mOTP Sethr}gs
o PPTP QLze
IPSec Tunnel LZTP over IPSec
_JSSL VPN Tunnel
[ use default gateway on remote network More
oK Cancel

3. mOTP Settings’de "SmartVPN Build-in OTP Generator" secenegini segin ve Generate’e tiklaym. Otomatik
olarak 32 hexadecimal sayiy1 secret olarak iiretecektir. Bu numaralart VPN sunucusundaki VPN ayarlari i¢in
kopyalayin.

Dial To VPN

Profile Name : Profile 2

Auto re-dial after disconnect.

mOTP Settings
() Token Device/App (OTP Generator)
(®) SmartVPN Build-in OTP Generator
Secret:
Generate
Note:
11“ samis damanes "Talime Dasien [Amea” o blemn b boae
pa Automatically generate secret
pr
ta
2! Generated secret:
Sn
s Se0b 07f3 7374 14e3
d 65dd 704f 414a 0413
You should configure the router’s secret as above.
[ 7(iopy OK Cancel
[ ] "Use geraurt gateway on remote network. | More
oK Cancel
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VPN Server Kurulumu

4. Olusturulan secret ile remote dila-in kullanici profili olusturun. VPN and Remote Access>> Remote Dial-in User
sayfasina gidin, profili ayarlamak/diizenlemek i¢in bir index numarasina tiklayin.

a. “Enable this account” 1 etkinlestirin.

b. Username girin.

c. “Enable Mobile One-Time Password” ii etkinlestirin.
d. PIN Code i¢in 4 ila 7 hexadecimal numara girin.

e. Secret’da adim 3’de kopyalanan numaralar girin.

f.  Allowed Dial-in Type se¢in.

g. Kaydetmek i¢in OK’a tiklayn.

VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication Username Userd
¥ Enable this account Password(Max 19 char)

Idle Timeout 300 second(s)

¥ Enable Mobile One-Time Passwords(mQOTP)

Allowed Dial-In Type PIN Code 1234

Secret 5e0b07I8T374140365dd7041414a0413
7| PPTP
¥/ IPsec Tunnel IKE Authentication Method
¥ L2TP with IPsec Policy | None v ¢ Pre-Shared Key
¥/ SSL Tunnel | IKE Pre-Shared Key |

5. VPN servisinin aktif oldugundan emin olmak i¢in VPN and Remote Access >> Remote Access Control
sayfasina gidin.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup
v Enable PPTP VPN Service
v Enable IPSec VPN Service
v Enable L2TP VPN Service
v Enable SSL VPN Service

6. Gegerli saate gore mOTP fiiretir. VPN sunucusundaki zaman ayarlarimin VPN istemcileriyle senkronize
oldugundan emin olmak igin liitfen System Maintenance >> Time and Date boliimiine gidin .
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System Maintenance >> Time and Date

Time Information

Current System Time 2015 Jul 7 Tue 17 : 41 : 28 | Inguire Time

Time Setup

Use Browser Time
* Use Internet Time
Time Server

pool.nip.org
Priority Auto v
Time Zone (GMT+08:00) Taipel v
Enable Daylight Saving Advanced |
Automatically Update Interval 30min ¥
QK Cancel

VPN Client Baglantisi

7. VPN istemcisinde adim 1’deki ayn1 profili kullanin.
a. VPN Server IP/Hostname’i VPN sunusunun WAN IP’sini girin.
b. User name icin 4.adimda ayarlanan ad1 girin.
c. Profili kaydetmek i¢in OK’a tiklaym.

Dial To VPN
Profile Name : Profile 2

Auto re-dial after disconnect.

Auto run when system start up.

VPN Server IPHOST Name(such as 123.45.67.89 or draytek.com)
100. 100. 100, 100

userl

mOTP Settings
(@) PPTP OLae
IPSec Tunnel LZTP over IPSe
() SSL VPN Tunnel
[ ] Use default gateway on remote network More
OK Cancel
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8. VPN tiineli kurmak i¢in Smart VPN Client’da Connect’e tiklayin. Adim 4’deki belirlenen PIN code’u girin ve
OK’a tiklayin. Tiim kimlik bilgileri dogruysa, VPN olusturulacaktir.

O

@ DrayTek Smart VPN Client 4.3.1

Dr ) AW smart VPN Client
=x Dial To VPN o
Stey | Type of VPN PPTP (mOTP)
m Remote IP Address  100.100. 100, 100
comg
and4 User Name : user1
PIN Code: [ sene|

| Note: You are using mOTP(one-time-password) mode
Stey | to dial VPN, real authentication password is generated
Ify; by SmartVPN using your private secret key and pin

code.
Cancel |

OK

|
4
|

Step 2. Connect to VPN Server

Profile 2 v Connect
Insert Remove Setup
Status: No connection PPTP ISP & VPN &

9. Yonetici, VPN and Remote Access >> Connection Management’dan bagl olan VPN istemcilerini kontrol
edebilir.

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds : |10 v | Refresh
General Mode: T | Dial
Backup Mode: *| Dial
Load Balance Mode: Y| Dial
VPN Connection Status
Current Page: 1 Page No. | Go | | 2= |
Virtual Tx Tx Rx Rx .
VEN Type  RemotelP  \oiwork  Pkts Rate(Bps) Pkts Rate(Bps) “P1IMe
i .
{ usert ) PPTP GR-ELIRLLR 195 168.1.13/32 509 1281 861 153 0:6:6 | Drop |
Lacal User Database A g

xxxxxxxx : Data is encrypted.
3000000 1 Data isn't encrypted.
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