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iOS'TAN VIGOR ROUTER'A IPSEC UZERINDEN L2TP

Bu makale, Vigor Router'in iPhone igin bir L2TP VPN sunucusu olarak nasil kuruldugunu ve 6zel Vigor Router agina
baglanmak i¢in iPhone'dan bir L2ZTP VPN'in nasil kurulacagini gostermektedir .

Vigor Router Kurulumu

1. VPN and Remote Access >> Remote Access Control Setup sayfasina gidin. "Enable IPsec VPN Service" ve
"Enable L2TP VPN Service" 6gelerinin igaretli oldugundan emin olun.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup

* Enable PPTP VPN Service
] Enable IPSec VPN Service
+ Enable L2TP VPN Service
+ Enable S5L VPN Service

Note: To allow VPN pass-through to a separate VPN server on the LAN, disable any services above that
use the same protocol and ensure that NAT Open Ports or Port Redirection is also configured.

[ OK | | Clear | | Cancel |

2. VPN and Remote Access >> Remote Dial-in User sayfasina gidin. Uygun bir index numarasina tiklayin ve
profili asagidaki gibi ayarlayin.
o Enable this account’u isaretleyin.
e Allowed Dial-In Type igin “L2TP” ve IPsec Policy i¢in “Must” se¢enegini segin.
e Daha sonra iPhone’deki VPN ayarlati i¢in kullanilacak olan Username ve Password girin.
e Kaydetmek i¢in OK’a tiklayin.

VPN and Remote Access >> Remote Dial-in User

Index No. 1
User account and Authentication sername Test
4 Enable this account| assword(Max 19 char]  |sse
Idle Timeout 300 second(s) Enable Mobile One-Time Passwords(m OTF)
PIN Code
Allowed Dial-In Ty pe Secret
FFTP
IPsec Tunnel IKE Authentication Method

¥ L2 a'.'.'ith IPsec Policy ¢ Pre-Shared Key

IKE Pre-Shared Key |
SS5LT | | — .

- SULLS Digital Signature(®.509)
Specify Remote Node

Mone ¥
Remote Client IP

IPsec Security Method

or Peer ID < Medium(aH)
Metbios Naming Packet % Pass Elock High(ESP) # DES ¥ 3DES# AES
Multicast via VBN Pass @ Block Local ID {optional)

(for some IGMP,IP-Camera,DHCP Relay..etc.)

Subnet
LAMT ¥

Assign Static IP Address
0.0.00

| OK | | Clear | | Cancel |
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3. VPN IKE Pre-Shared Key olusturun: VPN and Remote Access >> IPsec General Setup sayfasina gidin , Pre-
Shared Key girin ve onaylayin. Kaydetmek i¢in OK’a tiklayin.

VPN and Remote Access >> IPsec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client {LAN to LAN).
IKE Authentication Method

Certificate for Dial-in MNone ¥
Pre-Shared Key
Pre-Shared Key
Confirm Pre-Shared Key

IPsec Security Method
¥ Medium (AH)
Data will be authentic, but will not be encrypted.

High (ESP) < DES @ 3DES & AES
Data will be encrypted and authentic,

| OK | | Cancel |

iPhone’den VPN Kurulumu

4. iPhone’de, Settings >> VPN’e gidin ve Add VPN Configuration’e dokunun.
e Type ve Description i¢in “L2TP” girin.
e Server icin routerin WAN IP’sini girin.
o 2.adimda ayarladiginiz kullanici ad1 ve sifreyi Account ve Password i¢in girin.
e 3.adimda ayarladiginiz Pre-Shared Key’i Secret’a girin.
e Ayarlan kaydetmek i¢cin Done’a tiklatin.

essec HHE(E 4G 4:08 PM @ 4%
Cancel LZ2TP Done
Type L2TP

Description LZTP
Server TRl = 1
[Account  Test|
RSA SecurlD
|Password ~ eesee|
ISEC!’EI c-.-.l
Send All Traffic O
PROXY
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5. Yukaridaki ayarlan bitirdikten sonra, profili se¢in ve VPN baglantisini agin. VPN basariyla baglandiginda,
ekranin {istiinde bir "VPN" simgesi olacaktir. Atanan [P adresi ve baglant: siiresi gibi daha fazla ayrint1 gérmek
i¢in profile dokunabiliriz.

seeco PETEE AG  5:07 PM & VPR 81% I+

< Settings VPN

VPN COMFIGURATIONS

Status Connected (/

, L2TP 0
PPTV @

Add VPN Configuration...

6. Ayrica VPN and Remote Access >> Connection Management sayfasma giderek routerdan VPN miisteri
durumunu kontrol edebiliriz .

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds : | 10 v | Refresh
General Mode: ¥ | Dial
Backup Mode: ¥ | Dial
Load Balance Mode: T | Dial |

VPN Connection Status
Current Page: 1 Page No. | Go | | == |

Tx Tx Rx Rx
Pkts Rate(Bps) Pkis Rate(Bps)

VPN Type Remote IP Virtual Network

1
{ Test )
Local User Database

UpTime

L2TP i il e

AES-SHAL Auth  via WANZ 192.168.1.11/32 2 3 2 3 0:0:20 | Drop

sy @ Data is encrypted.
k1 Data isn't encrypted.
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