Vigor Router Kurulumu

metfast’

LET’S ENCRYPT KULLANARAK WINDOWS’TAN VIGOR ROUTER’A EAP KiMLiK DOGRULAMA iLE
IKEv2 VPN

DrayOS firmware 3.9.0 versiyonundan bu yana Let’s Encrypt sertifika fonksiyonu olusturmay:1 desteklemektedir.
Bildigimiz gibi Let’s Encrypt tarafindan imzalanan sertifika gecerli bir sertifika oldugundan Vigor Router’da Let’s
Encrypt sertifikasin1 kullanmak farkli VPN clientlar i¢in VPN konfigiirasyonunu basitlestirebilir, 6zellikle EAP kimlik
dogruma VPN ile IKEv2 VPN kullanirken faydalidir. Bu makalede Vigor Router’in Let’s Encrypt sertifikasi kullanilarak
nasil IKEv2 VPN sunucusu olarak kurulacagi ve i0S ile nasil baglant1 kurulacag: gosterilmektedir.

1. Dogru saat dilimini segin ve routera sistem saatinin dogru oldugundan emin olun.

System Maintenance >> Time and Date

Time Information

Current System Time :2019 Mar 12 Tue 9: 55 : 51 | Inquire Time |
Time Setup
Use Browser Time

® Use Internet Time
Time Server pool.ntp.org
Priority Auto A\
Time Zone (GMT+08:00) Taipei v
Enable Daylight Saving Advanced
Automatically Update Interval 30 mins ¥
Send NTP Request Through Auto ¥

OK || Cancel

2. Vigor Router’da DrayDDNS servisini etkinlestirin.
DrayDDNS i¢in Let’s Encrypt sertifikasini uygulayn.

w

VPN IKE/IPsec General Setup

VPN and Remote Access >> IPsec General Setup sayfasina gidin. DrayDDNS’i ( Dial-in sertifikas1 olarak
Let’s Encrypt sertifikasini uygulamak igin kullanilan Domain) segin.

Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN ta LAN).

IKE Authentication Method

Certificate for Dial-in DrayDDNS *
General Pre-Shared Key

Confirm Pre-Shared Key

Pre-Shared Key srrtsnrsrssrsrseransnnsnsarsereranrannr

Pre-Shared Key for XAuth User
Pre-Shared Key |[Max: 64 characters
Confirm Pre-Shared Key
IPsec Security Method
¥ Medium (AH)

High (ESP) YIDES ¥ 3DES ¥ AES
Data will be encrypted and authenticated.

Data will be authenticated, but will not be encrypted.
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5. VPN and Remote Access >> Remote Dial-in User sayfasina gidin. Uygun bir index’i tiklayin ve agagidaki
adimlar takip ederek ayarlamalari yapin.
a. Account’u ve IKEv2 EAP’1 etkinlestirin.
b. Username ve Password’u girin
c. Digital Signature(X.509) segin.
d

OK’a tiklaym.
Index No. 1
User account and Authentication Username
¥ Enable this account Password
Idle Timeout 0 second(s) Enable Mobile One-Time Passwords(mOTP)
PIM Cod
Allowed Dial-In Type ode
Secret
< PPTP
¥ 1Psec Tunnel IKE Authentication Method
¥ IPsec XAuth ¥ Pre-Shared Key
¥ L2TP with IPsec Policy None v | IKE Pre-Shared Key | Max: 64 characters
¥ SSL Tunnel Digital Signature(X.509)
¥ OpenVPN Tunnel None ¥
l: ¥ IKEv2 EAP :'

IPsec Security Method
v Madinmf AHY

Specify Remote Node
Windows 10°dan Baglanma

Windows 10, VPN sunucusunun tiim sertifika zincirini dogrulamasini gerektiriyor ancak Vigor Router intermediate
sertifikay1 mevcut firmware versiyonu 3.9.0 ile génderirken bir sorun yasiyor. Bu nedenle intermediate sertifikay1 gegici
olarak manuel indirip kurmaniz gerekiyor. Gelecek yazilim versiyonunda 1 ile 5 arasindaki adimlari atlayabiliriz.

1. Asagidaki yontemlerden biriyle Let’s Encrypt X3 sertifikasim indirin.
a. Let’s Encrypt Authority X3’ii (IdenTrust cross-signed) https://letsencrypt.org/certificates/
adresinden indirin ve dosyayi bilgisayariizda .pem veya .crt dosyasi olarak kaydedin.
b. Vigor Routeriniza https ile gbz atin ve sertifika bilgilerini goriintiileyip dosyaya kopyalayarak Let’s Encrypt
Authority X3 sertifikasini verin.

[ vigor Lagin Page X +
< C aa httpsy// \drayddns.com/weblogin.htm
n  Certificate =
. .4 .
Seneral Details Certification Path General Defalls Certification Path
Certification path Show: |<All> >
) DST Root CA X3 )
) Let's Encrypt Authority X3 b Field Value ~
5 carrie2862.drayddns.com TIversion V3
ZlSerial number 0a01414200000153...
_Isignature algorithm  sha256RSA
_|Signature hash alg... sha256
issuer DST Root CA X3, Di...
Cvalid from 18 March 2016 00:4...
Lvalid to 18 March 2021 00:4...
“|Subject Let's Encrypt Authar...
LEIpublic key RSA (2048 Rifs) -
C View Certificate
Certificate status:
This certificate Is OK.
e
Edit Properties...

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.co Tel: (312) 232323



https://letsencrypt.org/certificates/

DrayTek metfast’

2. Indirilen sertifika dosyasina cift tiklayin ve sertifikay1 kurun.
a  Certificate X

General Details Certification Path

a Certificate Information

This certificate is intended for the following purpose(s):
* Protects email messages A
* Ensures the identity of a remote computer
* Proves your identity to a remote computer
* Allows data to be signed with the current time v

*Refer to the certification authority's statement for details.

Issued to: Let's Encrypt Authority X3

Issued by: DST Root CA X3

valid from 18/03/2016 to 18/03/2021

|install Certificate...| = Issuer Statement

3. Sertifika eklemek i¢in Certificate Import Wizard adimlarini takip edin. ilk olarak Local Machine secin ve Next’e
tiklayin.

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
kists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(O Current User

To continue, cick Next,
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4. Certificate Store’da oldugu gibi Intermediate Certification Authorities’i se¢in ve OK’a tiklayin

Select Certificate Store et

Select the certificate store you want to use.

il Per I A | Hificates are kept.
.| Trusted Root Certification Authorities
| Enterprise Trust I
@
L. Trusted Publishers t store, or you can spedfy a location for
1 1intrebad Carkificates .
L€ ? e basad on the type of certificate
[[]show physical stores re
oK Cancel
- Browse...
5. Ekleme iglemi basarilidir.
Certificate Import Wizard X
0 The import was successful.

oK

6. Network and Internet Settings >> VPN’e gidin ve Add a VPN connectiona tiklayin.
e VPN provider i¢cin Window (built-in) segin.
e Server adi1 ya da adres i¢in routerin domainini girin.
e VPN tiirii olarak IKEV2 secin.
e User name ve Password girin.
o Remember my sign-in info se¢imini kaldirin.
e Save ‘e tiklayin.
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Add a VPN connection

VPN provider

Connection name

ToVigor2862

Server name or address

-d rayddns.com

VPN type

Type of sign-in info

Username (optional)

Password (optional)

x Remember my sign-in info

1. Network and Sharing Centre >> Change adater settings ‘e gidin. Yeni olusturdugunuz VPN profilini segin,
fareye sag tiklayin ve Properties ‘i segin. Security sekmesinde veri sifreleme i¢in Require Encryption if
Server declines (Sunucu reddederse sifreleme gerektir) ‘i segin ve dgisiklikleri kaydetmek i¢in OK’a
tiklaym.
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ls,. N
> & > Control Panel > Network and Internet > Network Connections v ©  Search Network Connections p
» ToVigor2862 Properties X =
Organise ~ Start this connectior - i - @ @O
- General Options Secunty Networking Sharing &
l.' DraySSLTunnel — i ToVigor2862
7w, Disconnected Tpa gy E"."M Disconnected
&P DrayTek Virtual PPP IKEv2 i & WAN Miniport (IKEv2)
|
-. Wi-Fi Advanced settings - 7, EsE 2
:m Not connected Dk Qrcr o !‘ VIVI_910C
X Intel(R) Dual Band W [ Requre encryption (disconnect i server decines) | [ Roaitek uss GbE Family Co...
- 7,48 3 Authentication
.E ™  Disabled (®) Use Extensible Authentication Protocol (EAP)
- d
@ TAP-Windows Adap Microsoft: Secured password (EAP-MSCHAP v2) (encry] ~

Properties

() Use machine certificates

1. VPN profiline ¢ift tiklayin ve VPN baglantist kurmak i¢in Connect’e tiklayin.

0% To Vigor

0% ToVigor2862

Connect

2. Windows, kimlik dogrulama penceresini agacaktir ve bu nedenle VPN baglantisini basariyla olusturmak igin
sifreyi iki kez girmemiz gerekiyor.

Windows Security
Sign in
eap
ececcece o
oK Cancel

3. Sonra VPN baglantisinin bagaril bir sekilde gergeklestigini gorebiliriz.

0% ToVigor2862
Connected

Disconnect
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