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SMART VPN CLIENT iLE WINDOWS’TAN VIGOR ROUTER’A IPsec VPN
Smart VPN Client resmi DrayTek VPN Client yazilimidir. Cesitli VPN protokollerini destekler. Bu belge routerin [Psec

VPN sunucusu olarak nasil ayarlanacagini, Windows Smart VPN Client’in [Psec modunda nasil ayarlayacaginizi ve [Psec
baglantisinin nasil baglatilacagini anlatir.

Remote Dial-in

Main Office
ALCULE ALUS by Ipsec Remote User

Vigor Router Kurulumu

1. VPN and Remote Access >> IPsec General Setup sayfasina gidin, Pre-shared Key degerini girin ve tekrar
sifreyi onaylayin sonra OK’a tiklayin.

VPN and Remote Access »> IPsec General Setup

VPH IKE/IPsec General Setup

Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN].
IKE Authentication Method

Certificate for Dial-in

Pre-Shared Key

Mane ¥ |

Pre-Shared Key

Caonfirm Pre-Shared Key

Lo

¥ Medium (AH)

Data will be authentic, but will not be encrypted.

High (ESP) ¥ DES W 3DES ¥ AES
Data will be encrypted and authentic.

| oK | | Cancel |

2. VPN and Remote Access >> Remote Dial-in User sayfasina gidin ve uygun olan bir indexe tiklayn.
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VPN and Remote Access => Remote Dial-in User
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Remote Access User Accounts:

| Setto Factory Default |

View: = All Online Offline Search
Index User Active Status Index User Active Status
E 7772 --- 17. 7?7 ] ---

2. 777 --- 18. 777 [} ---

3. EEE Soc 19. P [} Soc

3. Remote Dial-in kullanicisi igin IPsec profili olusturun.

a. Enable this account ‘u segin.

b. Allowed Dial-in Type boliimiinde IPsec Tunnel ‘in segildiginden emin olun.

c. Kaydetmek i¢in OK ‘a tilayin.

VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication

¥ Enable this account
Idle Timeout 300

Allowed Dial-In Type

second(s)

PPTP

¥ IPsec Tunnel

L2TP with IPsec Policy None

SSL Tunnel
IPsec XAuth

I Specify Remote Node
Remote Client IP

or Peer ID |

Netbios Naming Packet
Multicast via VPN

® Pass
Pass

Block
® Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

Subnet

LANT »

0 Assign Static IP Address
0000

Username 299

Password
Enable Mobile One-Time Passwords(mOTP)
PIN Code
Secret

Max: 19 characters

IKE Authentication Method
¢ Pre-Shared Key
IKE Pre-Shared Key |

Digital Signature(X.509)
None

Max: 64 characters

IPsec Security Method

< Medium({AH)

High(ESP) Y DES ¥ 3DES Y AES
Local ID (optional)

Note:

Username can not contain characters " and '.

oK |

Clear

Cancel

4. (istege bagl) Baglantiy1 yalnizca belirtilen IP adresinden ve bu hesap igin 6zellestirilmis bir IKE Pre-Shared Key
kullanmaya (genel pre-shared key yerine) izin vererek giienligi artirmak i¢in Specify Remote Node kullanin.
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VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication
¥ Enable this account

Idle Timeout _300 second(s)

Allowed Dial-In Type

PPTP
¥ IPsec Tunnel
L2TP with IPsec Policy [None 7|
SSL Tunnel
IPsec XAuth

Username ?9?

P,

Password Max: 19 characters
Enable Mobile One-Time Passwords(mOTP)
PIN Code |

Secret |

IKE Authentication Method
¥ Pre-Shared Key
IKE Pre-Shared Key | e

¥ Specify Remote Node
Remote Client IP
]

or Peer ID |

Netbios Naming Packet ® pass () Block
Multicast via VPN ) Pass ® Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Subnet
LAN 1 v |

' Assign Static IP Address
0.0.0.0

1 Digital Signature(X.509)
None v |

IPsec Security Method

¥ Medium(AH)

High(ESP) ¥ DES® 3DES¥ AES
Local ID (optional)

Note:
Username can not contain characters " and ‘.

OK

Clear | Cancel

VPN Client Kurulumu

1. VPN Client iginde Smart VPN Client’1 agin ve Profiles >> Add’e tiklayin.

DrayTek Smart VPN Client 5.0.1

- b

DrayTek smart VPN Client

Profie Name
test
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Edit Profile *

d. Profie Name | ]

Server Infromation

b. Type |IPSec Tunnel

C.PorHostame {44 108.99.25 :

Login Information

Username and Password

Always Prompt for Credentials ()
IP Property ¥
(®)Standard IPSec Tunnel
o Remote Subnet ‘ 192.168. 2 . 0 I
Remote Subnet Mask ‘ 255 . 255 . 255 . 0 I
() Specify an IP Address on
IP Address ‘ 192 . 168 . 1 . 201 I
Subnet Mask ‘ 255 . 255 . 255 . O I
WINS Server

Advanced Options ¥

My IP 152.168.1.10 v
Mainmode Keyexchange Method
(OpH Group 1 (OpH Group 2 ®)pH Group 14
SOE‘:“"W _MEﬁ"':'d ®n 6. VPN profilini olusturmak icin
Medium(AH) High(ESP) asagidaki adimlar takip edin.
SHA1 e AES256 with SHA1 a. Profile Name girin.
o b. Type igin IPsec Tunnel segin.

Authentication Method c. Server Information bdliimiinde

€ .(®Pre-shared Key

b VPN Server’in IP (routerin WAN
IP adresi) adresini girin.

OCertificate Authentication d. IP Property icinde Remote

Browse Subnet ve Remote Subnet Mask
icin VPN  Server’m LAN
Enable PING to keep alive subnetini (alt agini) girin.
_ e. Authentication Method
Ping to the 1P — | boliimiinde Pre-shared Key
( This IP should exist in the remote subnet! ) se¢in ve 1. adimla ayni Pre-
f. shared Key degerini girin.

Cancel |II f. Kaydetmek i¢in OK’a tiklayn.
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IPsec Baglantisim Aktif Hale Getirme

7. Yeni olusturdugumuz Active Profile ‘i secin ve Active segenegini agin.

DrayTek Smart VPN Client 5.0.1 . X

DrayTek smart VPN Client

Status: No connection

Active

Active Profile test M.

Sever  111.108.99.25

Type IPSec/Tunnel

8. Aramay1 baslatmak i¢in OK’a tiklayin.

Dial To VPN X
Connection
Type IPSec Tunnel
Server 111.108.99.25
My IP |192.168.1.10 v

- Authentication Method

(® Pre-shared Key .o l

O Certificate Authentication

Browss I

[ [ e
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9. [IPsec ayarlar1 nedeniyle VPN tarafina trafik ¢ekerek [Psec baglantisini baglatmamiz gerekiyor. Yoneticinin LAN
IP adresini pinglemek bunu yapmanin basit bir yoludur.

Network yoneticisi VPN and Remote Access >> Connection Management sayfasina giderek VPN clientlarin1 online
olarak kontrol edebilir.

VPN and Remote Access >> Connection Management

Dial-out Tool | Refresh |
General Mode: *| Dial
Backup Mede: * | Dial
Load Balance Mode: v| Dial

VPN Connection Status

All VPN Status LAN-to-LAN VPN Status Remote Dial-in User Status
VEN Type Remote IP Virtual Nework 1% Hm{:bpﬂ X Rm?;hps] UpTime
I ,
L UF g UL 192.168.1.10/32 634 455.54 515 40.93 0:0:13|Drop

( Dynamic Client ) AES-SHA1 Auth via WAN2

XxxXxxxxx : Data is encrypted.
xxxxxxxx : Data isn't encrypted.
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