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WINDOWS’TAN VIGOR ROUTER’A IPsec AGGRESSIVE MODU VPN

Agresif modda IPsec VPN, Windows ve Vigor Router arasinda es kimlikleriyle ve pre-shared key ile Shrew VPN Client

kullanarak baglanti kurabilir. Bu makalede, Vigor Router ve Windows arasinda nasil bir IPsec tiineli olusturulacagi
gosterilmektedir.

Router Kurulumu

1. VPN and Remote Access >> Remote Dial-in User sayfasina gidin.
o Enable this account’u isaretleyin.
e Allowed Dial-In Type’de “IPsec Tunnel” ine izin verin.
o “Specify Remote Node” u etkinlestirin.
e Peer ID girin.

VPN and Remote Access >> Remote Dial-in User

Index No. 2
User account and Authentication Username 297
[#_Enable this account| Password Max: 19 characters
Idle Timeout 300 second(s) Enable Mobile One-Time Passwords(mOTP)
Allowed Dial-In Type PIN Code

PPTP Secret

¥ IPsec Tunnel

IKE Authentication Method
IPsec XAuth

¥ Pre-Shared Key

L2TP with IPsec Policy None ! IKE Pre-Shared Key || Max: 64 characters
SSL Tunnel
Digital Signature(X.509)
OpenVPN Tunnel
None
IKEV2 EAP
¥ Specify Remote Nodel IPsec Security Method
Remote Client TP ¥ Medium(AH)

High(ESP) ¥ DES¥ 3DES¥ AES
Local ID (optional)

or Peer ID [tes] |

Netbios Naming Packet ® Ppass Block
Multicast via VPN Pass ® Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Subnet
LAN1 v

Assign Static IP Address
0.00.0

o |KE Pre-Shared Key’e tiklayin.
i.  Pre-Shared Key girin.
ii. OK’atiklaym.

e Kaydetmek i¢in OK’a tiklayin.

IKE Authentication Method

Pre-Shared Key

Confirm Pre-Shared Key '|
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Windows Client Kurulumu

1. Shrew Soft VPN Client indirin.
2. VPN Access Manager’i agin.
e Add’e tiklayin.

€Y VPN Access Manager — [] et
File Edit View Help

Add Mooy J=l et

e General Setup’da,
i. VPN Hostname veya Server IP’si olarak router domaini veya WAN IP adresini girin.
ii.  Auto Configuration’u devre dist birakin.
iii.  Use an existing adapter and current address secenegini segin.

VPN Site Configuration ey

General Client Name Resolution Authenticatic * | *

Femote Host

Host Name or [P Address Port

|] 192168.--. .- l 500
Auto Configuration disabled v
Local Host

Adapter Mode

Use an existing adapter and curnent address

Obtain Automatically

1380 Address

Save Cancel

e Name Resolution ayarlarinda tiim onay kutularin1 devre dis1 birakin.
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VPN Site Configuration X

General Client | Name Resolution | Authenticatic ¢ | *

[DNS  SpiitDNS WINS |

I [T]Enable DMS I Obtain Automatically

|
I
|

Obtain Automatically

e Authentication kurulumunda,
i.  “Mutual PSK” se¢enegini segin.
ii.  Local identity icin “Fully Qualified Domain Name” olarak ayarlayin.
iii.  Peer Kimligi i¢cin FQDN String girin.

VPN Site Configuration >

Client Mame Resolution | Authentication | Phase * | *

Authentication Method | Mutual PSE ~

Local Identity | Remote |dentity  Credentials

dentification Type
Fully Qualified Domain Name ~

FQDM String
|test

Carcs
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e Phase 1 kurulumunda “aggressive” modu se¢in
e Save’e tiklaym.

VPN Site Configuration Pt

Mame Fesolution Authentication | Phase 1| Pha: ¢ | ¥

Propozal Parameters

Exchange Type aggressive v
DH Exchange group 2 v
Cipher Algonthm auto v
Cipher Key Length Bits
Hash algorithm auto v
Key Life Time limit 86400| Secs
K.ey Life Data limit 0] Kbytes

[ ] Enable Check Paint Compatible \endor 1D

e [Psec tiineli olusturmak i¢in kaydedilen VPN istemcisine tiklayin ve baglanin.

(1) VPN Access Manager PJ VPN Connect - 192.1.. — *
File Edit View Help Connect  Network
&™) config loaded for site 192168 ... 2

Connect Add Modify Delete

&

92.168.3...

Connect E xit

Sonunda VPN Connect mesaj1 goriinecektir.
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#9 VPN Connect - 192.1.. — X

Connect  Metwark

config loaded for site 192168 2272
attached to key daemon ...

peer configured

iskamp proposal configured

esp proposal configured

clent configured

local id configured

remote id configured

pre-shared key configured

bringing up tunnel .

vice configured
tunnel enabled

—

Digconnect Cance

Ardindan VPN tiinelini tetiklemek i¢in uzak aga ping atin.

y from
v from
v from 1G

Vigor Router’da VPN durumunu VPN and Remote Access >> Connection Management sayfasindan gorebilirsiniz.

VPN Connection Status

All VPN Status LAN-to-LAN VPN Status Remote Dial-in User Status

; Tx Tx Rx Rx ;
VPN Type Remote IP  Virtual Network Pkts Rate(bps) Pkts Rate(bps) UpTime
1 IPsec Tunnel 192.168. s P A 2 > ¥ s = N |
(user) AES-MDS Auth i AWANS 192.168.3.10/32 195 4.45 K 238 1.30 K 0:1:21 | Drop |
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