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IPSec XAuth ile VPN Baglantisi
Server

1. VPN and Remote Access>>Remote Dial-in User>>index 1
e Enable this account

e Username

e Password

e Allowed Dial-in Type>>IPSec Tunnel aktif

e Ok

Auto Logout v m

Index No. 1
T} £ Usemame ‘199!
l Enable this account | Password
Multiple Concurrent Connections Allowed () Enable Mobile One-Time Passwords(mOTP)
Idle Timeout 300 | second(s) PIN Code  4~7 digits
Allowed Dial-In Type Secrt  [16-32 digis
] ppTP IKE Method

Remote Dial-in User

IPsec Tunnel
IKEvI/IKEv2 B IKEv2 EAP B IPsec XAuth

L g o Tl ) v
[ SSL Tunnel
[J OpenVPN Tunnel

(O Specify Remote Node
Remote Client IP

or Peer ID
Netbios Naming Packet ® Pass O Block
Multicast via VPN O Pass ® Block

Pre-Shared Key
Max: 128 characters
[ Digital Signature(X.509)

3 v

IPsec Security Method

Medium{AH)

High(ESP) DES ** 3DES ' AES
Local ID (optional)

Schedule Profile

[None ~ | [None ~ |, [None

v |, [Mone

(for some IGMP,IP-Camera,DHCP Relay. etc }

Subnet

LAN 1w

[ Assign Static IP Address
0.0.00

2. VPN and Remote Access>>IPSec General Setup
XAuth User Pre-Shared Key

e Confim XAuth User Pre-Shared Key

e Ok

VPN and Remote Access >> IPsec General Setup

VPN IKE/IPsec General Setup
(Dial-in settings for Remote Dial-In users and LAN-to-LAN VPN Client with Dynamic |P.)

IKE Authentication Method
Certificate None v
Preferred Local ID Alternative Subject Name v

General Pre-Shared Key [Max 128 characters

Confirm General Pre-Shared Key |I‘.Idx 128 characters

XAuth User Pre-Shared Key
Confirm XAuth User Pre-Shared Key

IPsec Security Method

Encryption: AES/3DES/DES
HMAG: SHA256/SHA1
DH Group: G21/G20/319/G14/G5/G2/G1

AH: @ Enable

IPsec General Setup

®Basic  OMedium O High
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1. AppStore’den indireceginiz Smart VPN Client (izerinde asagidaki ayarlari yapmamiz gerekir.
e Profile Name:

o Type:IPSec XAuth

e Serverl|P
e Username

e Password

e Secret(lpSec General Setup’da olusturulan key)

o' Turkcell LTE

< Add Profile

VPN TYPE

SSL VPN

o' Turkcell LTE

Cancel

13:49

Test

Type

IPsec XAuth

IPsec XAuth

IKEv2 EAP

Profile

Server

Username

Password

Secret

Test

test

Connect on Demand

Disconnect on sleep

By default All Traffic will go through this VPN tunnel
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