DrayTek metfast’

DrayTek Yonlendiriciler arasinda ID’ye sahip IKEv2 VPN

Tiim VPN esleri statik bir genel IP adresine sahip olamaz. VPN esi dinamik bir IP adresi kullandiginda, o
VPN profilinde belirtilen IPsec Pre-Shared Key kullanarak VPN baglantis1 kurmak i¢in VPN LAN'dan
LAN'a profillerindeki Local ID ve Peer ID’yi kullanabiliriz. Bu makale, Vigor Router'lar arasinda kimlige
sahip bir IKEv2 VPN tiineli kurmayi tanitmaktadir.

VPN Sunucu Kurulumu:

1. VPN and Remote Access>> LAN to LAN'a gidin, mevcut bir dizin numarasina tiklaym ve profili
asagidaki gibi diizenleyin.

Ortak Ayarlar'da,
e Bir profil ad1 verin
e Bu profili etkinlestir'i isaretleyin
e Call Direction "Dial-In" olarak ayarlayin.
e Tiinel bostayken VPN baglantisinin kesilmesini 6nlemek i¢in Idle Timeout'u 0 olarak degistirin.

Profile Index : 41
Common Settings

Enable this profile Always on [] Enable
Profile Name ‘ DynamicA | Idle Timeout D second(s)
Quality Monitoring/Keep Alive O Enable
Call Direction O Both O Dial-Out ® Dial-In
O GRE Tunnel Netbios Naming Packet ® pass O Block
Dial-Out Through Multicast via VPN O pass ® Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Dial-In Ayarlarinda,

IPsec Tiineli'ni segin

Remote VPN Ag Gegidini Belirt segenegini isaretleyin
Peer ID’yi girin

Pre-Shared Key Girin

Dial-In Settings
Allowed VPN Type Username happiestjustice
O ppTP Password s
IPsec Tunnel(IKEv1/IKEv2)
@] IPsec XAuth PPP Advanced Settings "1
O L2TP with IPsec Policy Viust ~
) SsL Tunnel OpenVPN Advanced Settings
0 OpenvPN Tunnel Cipher Algorithm
O WireGuard HMAC Algorithm
Allowed IKE Authentication Method
Specify Remote VPN Gateway | Pre-Shared Key ‘ ...... I
@®Remote IP O Remote Domain Name — —
\:I [J X.509 Digital Signature None v
Peer ID W‘ Preferred Local ID
Local ID ‘ Allowed IPsec Security Method
E AH ESP-DES ESP-3DES ESP-AES
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TCP/IP Ag Ayarlarinda,

e Yerel Ag icin istemci yonlendiricinin LAN agin girin

e Uzak Agicin VPN sunucusunun agini girin
e Ayarlar1 uygulamak i¢cin Kaydet'e tiklayim.

TCP/IP Network Settings

Local Network

1P [192.168.188.1 |/ MasK 265255.255.0/24  v|

Remote Network

1P [192.168.12.1 |/ MasK 256.256.265.0/24 v |

More Remote Subnet 3

Mode @® Routing O NAT
RIP via VPN

Translate Local Network O Enable

[J Change Default Route to this VPN tunnel
(This only works if there is only one WAN online)

VPN istemci Kurulumu:

2. VPN and Remote Access >> LAN to LAN'a gidin, mevcut bir indeks numarasina tiklaym ve profili

asagidaki gibi diizenleyin.
Ortak Ayarlar'da,

Bir profil ad1 verin

Always on'u segin

Common Settings

Bu profili etkinlestir'i isaretleyin
Arama Yoniinii "Dial-Out" olarak ayarlayin
Dial-Out Through'da, VPN baglantisi icin WAN arabirimini segin

Enable this profile

Profile Name

[toHQ

Call Direction

Dial-Out Through

© Both @ Dial-Out © Dial-In
O GRE Tunnel

[WAN1 Only

1-111.251.238.181 v

Always on Enable

Idle Timeout second(s)

Netbios Naming Packet @ pass O Block

Multicast via VPN O pPass ® Block
(for some IGMP,|IP-Camera, DHCP Relay. etc.)

Dial-Out Ayarlarinda,

segin.

VPN sunucusu protokolii olarak IPsec Tiineli ve IKEv2'yi se¢in

Sunucu IP'si olarak VPN Sunucusunun WAN IP'sini girin

VPN sunucusunda yapilandirilan Pre-Shared Key’in aynisini buraya girin.

Hem Phase 1 hem de Phase 2 teklifleri i¢in sifreleme algoritmasi olarak AES256/G14/SHA256'y1
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Dial-Out Settings

R IRy ;.

net

VPN Server Type IKE Phase 1 Settings
O pp1P Mode Main mode
® IPsec Tunnel IKEv2 v Authentication [Pre-Shared Key v
O L2TP with IPsec Policy Must v Pre-Shared Key [rreee |
O ssL Tunnel Local ID(optional) [vivian2912 |
O OpenVPN Tunnel Proposal Encryption
Proposal DH Group G 4 (2048 bit >
Server IP/Host Name Proposal Authentication
= | Force UDP Encapsulation [ Enable

IKE Phase 2 Settings

Dial-Out Schedule Profile Security Protocal

ESP(High)
\None v|, ‘ None v|‘ | None v|‘ | None Vl Proposal Encryption AES256 v
Proposal Authentication SHA256 v

IKE Advanced Settings

PING Target IP

Ping to Keep Alive [J Enable

TCP/IP Ag Ayarlarinda,

e Yerel Ag olarak Vigor Router'n LAN'n1 ve Uzak Ag olarak Sunucunun LAN'n1 girin

e Ayarlar1 kaydetmek i¢in Tamam'a tiklayin.

TCP/IP Network Settings

Local Network Mode @ Routing O NAT
|P\192,16&121 \/Masw 255255.255.0/24 v | RIP via VPN

Remote Network
1P[192.168.188.1 |/ Mask{255.255.255.0 /24 v |

Translate Lacal Network O Enable

More Remote Subnet [J

([ Change Default Route to this VPN tunnel

(This only works if there is only one WAN online)

3. VPN durumunu kontrol etmek i¢in VPN ve Uzaktan Erisim >> Baglant1 Ynetimi sayfasina gidin.

VPN and Remote Access >> Connection Management

Dial-out Tool

| Refresh |

General Mode' | ( toHQ ) ksl =il v | Dial

Backup Mode- | v| Dial |

VPN Connection Status

All VPN Status LAN-to-LAN VPN Status Remote Dial-in User Status
VPN Type Remote IP Virtual Network Tx Pkts Tx Rate(bps) Rx Pkts Rx Rate(bps) UpTime
1 IKEv2 IPsec Tunnel B
(toHQ)  AES256-CBC-SHA256 Auth via WAN1 1921681881124 4 o i 5 RS

~~~~~~ Data is encrypted.
~~~~~~ Data isn't encrypted
====== Waiting Client 2FA.
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