DrayTek metfast’

VigorAP'ta Fast Transition Roaming 802.11r

802.11r Hizl1 Gegis dolagim protokolii, kablosuz istemciler baska bir yakin AP'ye baglandiginda gecikmeyi
azaltmaya yardimci olabilir, bu nedenle VoIP/Video veya diger akis uygulamalari i¢in ¢ok yararlidir.
VigorAP, 802.11r dzellikli istemcilerle uyumludur ve WPA2 Personal(PSK) veya WPA2
Enterprise(802.1X) giivenlik modunda caligabilir .

Agda 802.11r dolasimini etkinlestirmek i¢in, Erisim Noktalarinin ayn1 SSID'ye sahip olmasi, ayn1 giivenlik
modunu ve parola tiimcesini kullanmasi gerekir . Ardindan Roaming sayfasinda 802.11r roaming se¢enegini
etkinlestirebiliriz.

VigorAP903, DS iizerinden ve Air olmak iizere iki Fast Transition mekanizmasini desteklerken, diger AP
modelleri yalnizca DS mekanizmasi tizerinden destekler.

e VigorAP903'te 802.11r roaming secenegi
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e Diger VigorAP'de 802.11r roaming

Fast Transition Roaming
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802.11r dolasimda nasil yardimei olabilir?

802.11r, Hizl1 Temel Hizmet Kiimesi Geg¢isini (FT) kullanir. Sifreleme anahtarlarinin bir agdaki tim
AP'lerde saklanmasini saglar. Bu sekilde, kablosuz kimlik dogrulama siiresi azaltilacaktir. Bu, bir Wi-Fi
istemcisinin, ag araligindaki yeni bir AP'ye her gecisinde tam kimlik dogrulama islemini gergeklestirmesi
gerekmedigi anlamina gelir.

Wi-Fi cihazlari tarafindan desteklenen iki FT mekanizmasi vardir. Bir istemci, FT protokollerini kullanarak
mevcut AP'sinden hedef AP'ye gectiginde, mesaj aligverisi asagidaki iki yontemden biri kullanilarak
gerceklestirilir:

e Over-the-DS

Istemci, mevcut AP araciligiyla hedef AP ile iletisim kurar. Istemci ile hedef AP arasindaki iletisim, istemci
ile gegerli AP arasindaki FT eylem cergevelerinde tasinir ve daha sonra denetleyici araciligiyla gonderilir.
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Fast Transition
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SSID: DrayTek SSID: DrayTek

N L P Lecimescs Dl Beguth lafo
4858 91.734543594  Apple_lc:ed:5F 82:58:7F:cl:a2:6b B82.11 211 Action, SN-2138, FH=B, Flags=........
4863 91,755401997 Apple_lc 802,11 181 Action, SN=28, FN=@,
4864 91758027939 Apple_1c B82.11 1Bl Action, SN=48, FN=2,
4865 91.759651801 Apple_lc &82.11 181 Action, SN-428, FN-@,
4866 91.761278295 Apple_1c 82,11 1Bl Action, SN-48, FN-2,
4867 91. 762502166 Apple_lc 802,11 181 Action, SN=28, FN=-8, b
4915 92.847277822 82:50:7F B22.11 214 Authenticstion, SN=2145, FN=2, Flags- ane
4917 92.849529680 Apple_lc 882,11 215 duthentication, SN=B, FH=B, Flags=........

4928 92.835652184
4527 92, BE2FTIT65 H le_lc: 262,11 457 Reassociation Response, SH-1, FH-8, Hlem_s-,.
4933 92.BEE0R9619 Apple lc:ed:Of 82:58:7F:cl a2 60 B22.11 B Action, SN=2149, FN=B, Flags=.. .
Frame 4867: 1Bl bytes on wire (1448 bits), 181 bytes captured (1448 bits) on Interface B
Radiotap Header v@, Length 18
B82.11 radic information
TEEE 8082.11 Action, Flags: ....R.F,
~ IEEE 882.11 wireless LAN
v Fixed parasstars —
Category code: Fast BSS Transition (B)
Action code: FT Response (2)

B02.11 341 Reassociation Request, SN=2147, Fii=8, Flags= wnsy 55ID=Test-FT

v T THETTETTETEETOY )
Target AP Address: §2:58:7f:cl:a2:6c (02:50: M:clal:ibe)
Status code: Successful (@xd089)

Tagged parameters (123 bytes)

Over-the-Air

Istemci, IEEE 802.11 kimlik dogrulamasimi ve ayrica FT kimlik dogrulama algoritmasini kullanarak hedef
AP ile dogrudan iletisim kurar.

SSID: DrayTek
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No Time Louwe Deitvamna Potcol  Leag®  Indo
793 44,791137729 Draytek_3d:98:08 Apple_al:d@:3e §02.11 44 Deauthentication, SN=-2618, #N-@, Flags=~....R...
294 44 J91886707 Dot 1d:98:88 doale al-do:3 8211 44 Deauzteoricary U268, £ Flagss o
1527 62.285838647 Apple_lc:ed:9¢ 02:50:7f:¢1:02:60 882.11 214 Authentication, SH=2739, FlN=@, Flags=........
1546 62.532958258 02:50:7f:c1:22:6b Apple_lc:ed:9f 882.11 215 Authentication, SNe@, FN-@, Flags~........
1547 62,534333021 ©02:58:7f:c1:22:6b Apple_lc:ed:9f 892.11 215 Authentication, SN=@, Fli-@, Flags=....R...
1548 62.534709723 ©2:50:7%:¢1:202:6b Apple lc:ed:9f 892.11 215 Authentication, SH=-@, FN-@, Flags=....R...
1550 62.538957797 Apple_lc:ed:9¢ @2:50:7F:¢1:02:66 802,11 350 Reassociation Request, SN=2744, FN=@, F1aRS....10nvy SSID=AAAA-Dray Tek-LCS
1555 62.624088098 02:50:7¢:¢1:22:6b Apple_lc:ed:9f 892,11 497 Reassociation Response, SN=1, Fl=@, Flags=........
1556 62.604832682 02:%50:7¢:¢c1:22:60 Apple _lc:ed:9¢ 882.11 497 Reassociation Response, SN=1, FN@, Flags~....R...

e y ¥ Y L

1560 62.607332050 Apple 1c:ed:9f 02:50:7f:cl:02:6b 892.11 51 Action, SHe2745, FN=@, Flags®........

Not:
1. Fast BSS Transition (FT), yalnizca kablosuz istemci 802.11r standardini destekliyorsa calisir. Istemci
802.11r standardin1 desteklemiyorsa normal WPA2 kimlik dogrulama yontemine geri doner. 802.11r

ozellikli cihazlarin listesi asagidaki sayfalarda bulunabilir;

https://support.samsungknox.com/hc/en-us/articles/115013403768-Enhanced-Roaming-Algorithm

https://support.apple.com/lv-Iv/HT 202628

https://docs.microsoft.com/en-us/windows-hardware/drivers/network/fast-roaming-with-802-11k--802-11v--
and-802-11r

https://www.intel.com/content/www/us/en/support/articles/000021562/wireless.html

2. 802.11r dolasimi, WPA3 farkl bir key tiiretme yontemi kullandigindan WPA3 ile desteklenmez.

3. Aynt AP modelleri arasinda 802.11r dolagiminin kullanilmasi onerilir. Farkli AP modelleri su anda farkli
802.11r Mobil Etki Alan1 Tanimlayici(Mobility Domain Identifier) degerlerine sahip olabilir.
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